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By Andrew D. Irwin

  n the past decade, starting with logistical support contracts in the Balkans and extending
  to current reconstruction and logistical support contracts in Afghanistan and Iraq, contrac-

tors are increasingly becoming involved in the performance of U.S. Government contracts
overseas. Indeed, in the past few years alone, thousands of companies that have never before
been involved in Government contracting have sought opportunities to serve the U.S. Govern-
ment abroad—as either prime contractors or subcontractors. While many companies have jumped
at the chance to serve the Government and explore new markets, for contractors inexperi-
enced working abroad, supporting the U.S. Government overseas presents risks as well as op-
portunities.

Indeed, when performing contracts in the United States, contractors operate in a highly
regulated environment. Many of these thousands of companies that are now seeking work
internationally face numerous challenges understanding the basic ins and outs of Government
contracting in the first place. However, in addition to the traditional rules that apply to Govern-
ment contracting generally (many of which apply to work performed abroad), there are nu-
merous other special considerations that must be taken into account to work successfully over-
seas, especially when supporting U.S. Government programs. For instance, working in places
like the Middle East—in particular—raises a plethora of sanctions and export control issues, as
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well as issues related to U.S. anti-boycott rules
and the Foreign Corrupt Practices Act.

The purpose of this BRIEFING PAPER is to as-
sist you, the contractor, in understanding a
number of these special requirements. How-
ever, as mentioned above, it important to re-
alize that there are countless rules that apply
to Government contracts—both domestic and
international—and this PAPER cannot cover all
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of them. In that regard, several other BRIEF-
ING PAPERS have addressed a number of issues
specific to contractors accompanying forces
on the battlefield,1 and contractors intend-
ing to deploy overseas would be well served
by reviewing these publications as well. Spe-
cifically, this BRIEFING PAPER provides a basic
explication of U.S. economic sanctions, other
special purchasing requirements and prefer-
ences, and export controls. It also briefly touches
upon anti-boycott laws and anti-bribery laws.
These are all major risk areas that should not
be overlooked as a contractor sets its sights
on supporting the U.S. Government abroad,
and contractors wishing to work overseas should
consider carefully how these risks apply to
their businesses.

Sanctions

� Background

For a number of years, the United States
has had in place sanctions and embargoes against
other countries. Some of these sanctions re-
gimes are multilateral and arise from U.S. par-
ticipation in the United Nations. Others are
unilateral, resulting from U.S. foreign policy
imperatives. Given the number of sanctioned
entities in the Middle East, U.S. sanctions have
the potential to affect dramatically the busi-
ness operations of U.S. contractors operating
in the region. Moreover, because there are
also specific sanctions on individuals and com-
panies in most countries in the world, it is
important to realize that U.S. sanctions issues
also can arise in other, seemingly less risky,
locales.

Typically, sanctions regimes are administered
by the Office of Foreign Assets Control (OFAC),
a relatively small but important office within
the U.S. Department of the Treasury. OFAC
regulations can be found in the Code of Federal
Regulations at Title 31, Chapter V. OFAC has a
useful website at http://www.ustreas.gov/ofac, which
also contains various short summaries of U.S.
sanctions rules. OFAC’s rules are typically pro-
mulgated pursuant to the International Emer-
gency Economic Powers Act,2 the Trading With
the Enemy Act,3 and related Executive Or-
ders issued pursuant to these statutes. If a con-
tractor wishes to deal with a sanctioned coun-
try or entity, it must request a specific license
to do so from OFAC.4 When presented with a
license request, OFAC generally consults with
the U.S. Department of State for foreign policy
guidance before making a decision whether
to authorize a transaction.

OFAC’s jurisdiction is far reaching. All U.S.
persons must comply with OFAC regulations,
including all U.S. citizens and permanent resi-
dent aliens regardless of where they are lo-
cated, all persons and entities within the United
States, and all U.S. incorporated entities and
their foreign branches. In the cases of certain
sanctions programs (e.g., North Korea and Cuba),
all foreign subsidiaries owned or controlled
by U.S. companies also must comply.5

Over the years, U.S. sanctions have applied
to a wide range of countries or regions, in-
cluding Afghanistan, Angola (UNITA), the
Balkans, Burma, Cuba, Iraq, Iran, Libya, North
Korea, Syria, Sudan, and Zimbabwe, among
others.6 In addition to country-specific sanc-
tions, as mentioned above, is important to note
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that OFAC also publishes a list of so-called
Specially Designated Nationals (SDN) and
Blocked Persons, which includes thousands of
names of companies and individuals located
throughout the world who are connected with
sanctioned countries or are terrorists or nar-
cotics traffickers.7 (The State Department pub-
lishes a separate, much shorter list of Foreign
Terrorist Organizations such as Al-Qaida and
Hizballah.8)

Although some sanctions regimes are more
restrictive than others, sanctions violations can
result in the imposition of criminal liability
for both corporations and individuals. Civil and
criminal penalties for violations may be quite
significant.9 Moreover, violations and settle-
ments—including those that result from vol-
untary disclosures—are published by OFAC
regularly on its website.10 Finally, as with any
violation of this nature, there is always the
looming threat of potential suspension or de-
barment from Government contracting, as well
as related negative publicity.11 Indeed, major
newspapers have regularly reported on alleged
sanctions violations and voluntary settlements
with OFAC.

Many sanctions regimes have been part of
U.S. law for years, and, as such, U.S. Govern-
ment contractors have been subject to them.
Indeed, the “Restrictions on Certain Foreign
Purchases” clause at Federal Acquisition Regu-
lation 52.225-13, which is in many U.S. Gov-
ernment prime contracts, further implements
and “contractualizes” U.S. sanctions regimes
for Government contractors. For the most part,
however, Government contractors operating
domestically have probably not focused much
attention on this clause or on sanctions more
generally. And absent having large interna-
tional supplier bases, the sanctions compliance
risks faced by many domestic Government con-
tractors has traditionally been modest.

Nevertheless, although sanctions have not
historically been a major concern of domestic
contractors, for contractors working abroad or
wishing to work abroad, now more than ever,
it is important to pay attention to U.S. sanc-
tions, particularly given their constantly evolv-
ing nature. Though sanctions involving Iraq

and Libya have been vastly downscaled through-
out the last year and now basically lifted, sanc-
tions against Iran remain, and new sanctions
and export controls against Syria have been
implemented. Moreover, as the war on terror
continues to unfold, the SDN list—which in-
cludes numerous entities in otherwise “friendly”
countries—continues to increase.

By way of example, contractors operating
abroad deal with many subcontractors, and they
receive many expressions of interest from po-
tential vendors. They may need to hire freight
forwarders and other entities that assist with
shipping and logistics. In short, they deal with
many different parties every day. In each in-
stance, every dealing that they have with an-
other entity represents a sanctions risk and,
in some senses, a physical security risk. In the
current environment, U.S. contractors can ill
afford to take the risk of having subcontrac-
tors—or even business contacts— that the U.S.
Government has identified as terrorists or as
associated with countries that support terror-
ism.

A number of the sanctions regimes most
relevant to U.S. Government contractors are
discussed below, along with suggested mea-
sures for compliance. Sanctions regimes that
Government contractors are less likely to con-
tend with, e.g., Cuba and North Korea (be-
cause few suppliers would be associated with
such countries), or the Balkans (because those
sanctions are largely lifted) are not addressed,
but details regarding these and other sanc-
tions can be found on OFAC’s website.

� Afghanistan

A July 1999 Executive Order blocks the prop-
erty of and prohibits most trade with the Taliban
or involving the territory of Afghanistan con-
trolled by the Taliban.12 In January 2002, how-
ever, as a result of U.S. military actions in
Afghanistan, the U.S. Department of State is-
sued a notice in the Federal Register modifying
the description of the “territory of Afghani-
stan controlled by the Taliban.” As of the date
of that notice, the U.S. Government deter-
mined that no territories within Afghanistan
were controlled by the Taliban. As a conse-
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quence, Afghanistan was returned to its pre-
July 1999 legal status.13

However, though the Taliban no longer con-
trols Afghanistan, U.S. sanctions against the
Taliban remain.14 In short, though dealings
with Afghanistan and Afghan parties are no
longer unilaterally proscribed and therefore
do not require a specific OFAC license, Gov-
ernment contractors working in the region
must take steps to ensure that that they are
not working with parties identified by the U.S.
Government as associated with the former
Taliban regime and, therefore, when work-
ing locally, need to ensure that they are screen-
ing suppliers against the OFAC SDN list. Likewise,
as will be discussed later, significant export
control restrictions remain.

� Iraq

In 1990, the U.S. first implemented sanc-
tions against Iraq.15 The U.N. also imposed mul-
tilateral sanctions.16 That meant that all deal-
ings by U.S. persons with Iraq were several pro-
scribed, except for the now much-scrutinized
U.N. Oil-for-Food Program. In May 2003, as a
result of the coalition military campaign’s ouster
of Saddam Hussein, both U.S. and U.N. sanc-
tions were largely suspended and U.S. contractors
were able to ship equipment into the Iraq.17

However, given that the sanctions were sus-
pended rather than rescinded, OFAC retained
independent export control jurisdiction over
shipments to Iraq.18 Indeed, the case of Iraq is
a prime example of the overlap between ex-
port control and sanctions policies.

As of July 30, 2004, sanctions have been
formally lifted, with the exception of the U.N.
arms embargo.19 Consequently, with the ex-
ception of continuing jurisdiction over exist-
ing licenses, OFAC no longer is the “gatekeeper”
to working in Iraq generally. The new export
control regime for Iraq—administered now
mainly by the Department of Commerce—is
discussed below. It is important to note, how-
ever, that sanctions remain in place with re-
spect to working with SDNs who might be in
Iraq. In other words, it is illegal to deal with
members of the former Iraqi regime who are
on OFAC’s SDN list or other designated ter-

rorists who may happen to be in or have deal-
ings with the country.

� Iran

Iran, which is designated as a state supporter
of terrorism by the U.S. Department of State,
is under a comprehensive U.S. embargo.20 U.S.
sanctions were first implemented in the 1980s.21

Except as authorized by amendments to the
Iranian Transactions Regulations involving car-
pets and food, which were issued at the end
of April 2000,22 U.S. persons are prohibited
from engaging in any transactions, including
purchase, sale, transportation, swap, financing
or brokering transactions, related to goods or
services of Iranian origin or goods or services
owned or controlled by the Government of Iran.23

Indeed, these restrictions are so strict that
the prohibitions apply to transactions by U.S.
persons in locations outside the United States
with respect to goods or services that the U.S.
person knows or has reason to know are of
Iranian origin or are owned or controlled by
the Government or Iran. Also, U.S persons
may not import such goods or services into or
export them from foreign locations.24

For contractors, the impact of some of the
restrictions is obvious. Specifically, contractors
cannot purchase Iranian-origin goods. They can-
not hire Iranian subcontractors. They cannot
ship items through Iran. Beyond these seem-
ingly relatively straightforward scenarios, how-
ever, the restrictions affect U.S. contractors
working in the Middle East more than is readily
apparent and there lurk a larger range of po-
tentially nettlesome situations. For instance, a
subcontractor may be from a third country but
have a representative office in Iran that it would
like to use to support work. Or a first-tier sub-
contractor may not be sensitive to sanctions
issues and attempt to purchase or ship items
through Iran to supply the prime contractor.
Each of these instances represents a potential
sanctions violation. Accordingly, when working
in support of the U.S. Government in the Middle
East, it is important to brief employees about
the broad reach of Iran sanctions and commu-
nicate with subcontractors and suppliers regarding
their sourcing and shipping plans.
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� Libya

In February 2004, the United States began
the process of formally rescinding sanctions against
Libya, and by September 2004, those sanctions
were lifted.25 The sanctions had been in place
largely as the result of the 1988 bombing of a
Pan-Am jet over Lockerbie, Scotland.26 Although
the sanctions have been removed, tight export
controls remain in place, as discussed below.
Moreover, there are still SDNs present in Libya
with whom U.S. contractors cannot deal and
Libya, at least for now, is still designated by the
State Department as a state sponsor of terror-
ism. Thus, dealings with a number of entities in
Libya by U.S. contractors, although not outright
prohibited under many Government contracts
(except for the time being, for instance, those
subject to separate Foreign Assistance Act re-
strictions and subcontracts with entities owned
or controlled by the Government of Libya),27

will be difficult in the near term.

� Syria

In December 2003, the President signed
the Syria Accountability and Lebanese Sover-
eignty Restoration Act (SAA).28 Congress en-
acted the SAA to sanction Syria for its sup-
port of terrorism, its occupation of Lebanon,
its weapons of mass destruction programs, its
illegal imports of Iraqi oil, and its role in the
ongoing security problems in the Middle East.
In May 2004, the President issued an Execu-
tive Order implementing the sanctions.29 This
essentially eliminates the export and reexport
of all items subject to the Export Administra-
tion Regulations (EAR) to Syria.30 Because these
restrictions are administered by the Depart-
ment of Commerce rather than OFAC, they
are discussed later in this PAPER in the section
on export controls.

� SDNs

As discussed previously, OFAC publishes a
list of individuals and companies owned or
controlled by, or acting for or behalf of, tar-
geted countries. It also lists individual groups
and entities, such as those designated as ter-
rorists and narcotics traffickers, that are not
country-specific.31 Collectively, such individuals

and companies are called SDNs. The SDN
list is updated frequently. It is illegal for persons
subject to U.S. jurisdiction to deal with SDNs.
Because an SDN might just as easily be an
entity in London as Dubai, it is important
for contractors to screen all contacts with other
businesses or persons as a matter of routine
course, no matter where such businesses might
be located. The SDN list often provides aliases
or alternative spelling for people whom it
identifies. Moreover, persons and businesses
on the list may move from country to coun-
try.

� FAR Clause

For many contractors, the most practical
manifestation of sanctions requirements is the
FAR “Restrictions on Certain Foreign Purchases”
clause. The current December 2003 version
of the clause reads as follows:32

(a) Except as authorized by the Office of
Foreign Assets Control (OFAC) in the Department
of Treasury, the Contractor shall not acquire, for
use in the performance of this contract, any supplies
or services if any proclamation, Executive order,
or statute administered by OFAC, or if OFAC’s
implementing regulations at 31 CFR chapter V,
would prohibit such a transaction by a person
subject to the jurisdiction of the United States.

(b) Except as authorized by OFAC, most
transactions involving Cuba, Iran, Libya and
Sudan are prohibited as are most imports from
North Korea, into the United States or its outlying
areas. Lists of entities subject to economic
sanctions and individuals subject to economic
sanctions are included in OFAC’s List of Specially
Designated Nationals and Blocked Persons at
http://www.epls.gov/TerList1.html [sic]. More
information about these restrictions, as well as
updates, is available in the OFAC’s regulations
at 31 CFR chapter V and/or on OFAC’s Website
at http://www.treas.gov/ofac.

(c) The Contractor shall insert this clause,
including this paragraph (c), in all subcontracts.

In essence, this straightforward FAR clause simply
requires contractors to comply with OFAC rules.
Importantly, it notes that the prime contrac-
tor must ensure that this clause is flowed down
to subcontractors.33

Some contracts may contain an outmoded
version of this clause, either inadvertently or
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as a vestige of an award date several years
previous. These clauses are less carefully
matched to OFAC rules than the current clause.
The 2000 version of the clause provides as
follows:34

(a) The Contractor shall not acquire, for use
in the performance of this contract, any supplies
or services originating from sources within, or
that were located in or transported from or
through, countries whose products are banned
from importation into the United States under
regulations of the Office of Foreign Assets
Control, Department of the Treasury. Those
countries are Cuba, Iran, Iraq, Libya, North
Korea, Sudan, the territory of Afghanistan
controlled by the Taliban, and Serbia (excluding
the territory of Kosovo).

(b) The contractor shall not acquire for use
in the performance of this contract any supplies
or services from entities controlled by the
Government of Iraq.

(c) The contractor shall insert this clause,
including this paragraph (c), in all subcontracts.

An earlier 1996 version has a slightly differ-
ent first paragraph that reads as follows:35

(a) Unless advance written approval of the
Contracting Officer is obtained, the Contractor
shall not acquire, for use in the performance of
this contract, any supplies or services originating
from sources within, or that were located in or
transported from or through, countries whose
products are banned from importation into the
United States under regulations of the Office of
Foreign Assets Control, Department of the
Treasury. Those countries include Cuba, Iran,
Iraq, Libya, and North Korea.

Arguably, the historical clauses have the po-
tential to cause confusion. The 2000 clause,
for example, contains a now incorrect list of
sanctioned countries and suggests that the list
is the full universe of such countries. Like-
wise, some readers might be tempted to in-
terpret the 1996 clause as stating that the CO
has the apparent unilateral right to allow what
otherwise might be OFAC violations.

� Diligence Issues

Contractors face a number of challenges
to ensure that they—and entities working at
their behest—are not potentially violating U.S.
sanctions. Contractors are used to undertak-
ing some level of diligence with respect to
business partners in the United States in that

they frequently run a check of a party’s name
against the List of Parties Excluded From Fed-
eral Procurement and Nonprocurement Pro-
grams maintained by the General Services Ad-
ministration36 to ensure that the party is not
suspended or debarred. Contractors need to
apply the same diligence efforts with respect
to the SDN list. While a number of approaches
are available and there is no “one size fits
all” solution, at a minimum, contractors should
regularly run the name of any parties with
whom they are in contact against the
Government’s version of the SDN list, which
is available electronically and can be fed into
a database.37 Indeed, the process is now easier,
as a copy of the SDN list resides on the GSA’s
main excluded parties website. There are also
a number of commercial vendors that pro-
vide inquiry-based computer systems to check
the names of possible business partners against
the SDN list and other related Government
lists. (The Departments of Commerce and
State issue lists of parties that are debarred
from export transactions, and the Department
of Commerce issues a list of parties that are
known weapons proliferators; ideally, these
lists should be checked contemporaneously
with the SDN list.)38

In addition, contractors also need to en-
sure that their employees—particularly mem-
bers of their procurement staffs—are well versed
about country-specific sanctions. Employees
should be instructed to report any contact or
expression of interest from a person or entity
in a country subject to sanctions to the
contractor’s legal or compliance staff as soon
as possible and not to initiate contact or re-
spond to entities from such countries unless
authorized by those responsible for compli-
ance matters within their organizations.

Other Purchasing Restrictions

The U.S. Agency for International Devel-
opment funds a number of U.S. contracts abroad
in a wide range of countries pursuant to the
Foreign Assistance Act.39 With respect to these
contracts, there is an entire set of additional
rules set forth at 22 C.F.R. Part 228 entitled
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“Rules on Source, Origin and Nationality for
Commodities and Services Financed by USAID.”
In some respects, these rules overlap with sanc-
tions, but the coverage is far broader, and it
behooves any entity working with USAID to
familiarize itself with the 22 C.F.R. Part 228.

In this regard, USAID contracts have a clause
setting forth this requirement, which reads as
follows:40

Source, Origin and Nationality Requirements
(FEB 1997)

(a) Except as may be specifically approved by
the Contracting Officer, all commodities (e.g.,
equipment, materials, vehicles, supplies) and
services (including commodity transportation
services) which will be financed under this
contract with U.S. dollars shall be procured in
accordance with the requirements of 22 CFR
Part 228, “Rules on Source, Origin and
Nationality for Commodities and Services
Financed by USAID.” The authorized source for
procurement is Geographic Code 000 unless
otherwise specified in the schedule of this
contract. Guidance on eligibility of specific goods
or services may be obtained from the
Contracting Officer.

(b) Ineligible goods and services. The
Contractor shall not procure any of the following
goods or services under this contract:

(1) Military equipment,

(2) Surveillance equipment,

(3) Commodities and services for support of
police and other law enforcement activities,

(4) Abortion equipment and services,

(5) Luxury goods and gambling equipment,
or

(6) Weather modification equipment.

(c) Restricted goods. The Contractor shall
not procure any of the following goods or
services without the prior written approval of
the Contracting Officer:

(1) Agricultural commodities,

(2) Motor vehicles,

(3) Pharmaceuticals and contraceptive items,

(4) Pesticides,

(5) Fertilizer,

(6) Used equipment, or

(7) U.S. government-owned excess property.

If USAID determines that the Contractor has
procured any of these specific restricted goods
under this contract without the prior written
authorization of the Contracting Officer, and
has received payment for such purposes, the
Contracting Officer may require the Contractor
to refund the entire amount of the purchase.

 This clause is potentially deceiving, however,
as 22 C.F.R. Part 228 covers even more ground
than set forth in the clause.

With respect to country-specific purchasing
preferences, these source/origin rules partially
replicate, or in some instances expand upon
U.S. sanctions. For instance, the source/ori-
gin rules delineate certain “Foreign Policy Re-
stricted Countries”—from which purchases
cannot be made and to which other restric-
tions apply.41 This list includes Laos, and until
May 2003, included China, despite the fact
that it was not sanctioned.42 Likewise, Libya is
also still included on the list, despite no longer
being subject to sanctions.43 (Several other coun-
tries that are subject to OFAC sanctions, e.g.,
Burma (Myanmar), are not included but are
obviously subject to those independent OFAC
restrictions.) But beyond that, the rules grow
increasingly complex with respect to their cov-
erage and definitions of appropriate items and
suppliers. For instance, Government-owned
organizations operated as commercial busi-
nesses—so called “parastatals”—generally cannot
become subcontractors.44 Because exigencies
can arise in the course of performing such
work, contractors should also review portions
of the rules that may allow agency waivers of
certain of the source/origin requirements.45

Contractors working for USAID should dis-
seminate information about these rules to
their procurement staffs, and prime contrac-
tors and higher-tier subcontractors should
likewise take steps to let lower-tier subcon-
tractors know of these rules as well.

Export Controls

� Background

Although domestic U.S. Government con-
tractors—particularly those with diverse
workforces and foreign supplier bases—are not
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immune from needing to understand U.S. export
controls, complying with U.S. export controls
becomes increasingly more difficult when a
U.S. company wishes to ship commodities, tech-
nology, and software (collectively “items”) abroad
in support of a U.S. Government contract.
That is because many seemingly innocuous items
might actually be subject to dual-use export
controls and conceivably need a license to be
shipped in support of the U.S. Government
contract being performed abroad.

Some background regarding basic export
controls is in order. Most U.S. export control
laws fall within the jurisdiction of either the
Department of State or the Department of
Commerce. (The Department of Energy and
the Nuclear Regulatory Commission also have
export control rules.46) The Department of
State Office of Defense Trade Controls (ODTC)
administers the International Traffic in Arms
Regulations (ITAR),47 and the Bureau of In-
dustry and Security (BIS) of the Department
of Commerce administers the Export Admin-
istration Regulations (EAR).48 This discussion
below focuses mainly on the dual-use restric-
tions of the EAR, as they are often less obvi-
ous to contractors. Needless to say, all contactors
working with potentially military-controlled items
should review the U.S. Munitions List49—which
is the list of items controlled under the ITAR—
before shipping any such items or technical
data abroad or before performing defense ser-
vices.

In short, under the EAR, any item that is
sent from the United States to a foreign des-
tination is an export.50 “Items” include com-
modities, software, and technology.51 Some
examples include building materials, circuit
boards, automotive parts, blue prints, design
plans, retail software packages, and techni-
cal information.52 U.S.-origin items sent from
elsewhere in the world to a foreign contract
site are also typically subject to export con-
trol rules, and sharing technical data, even
in the United States with a foreign national
who is not a permanent resident alien (green
card holder), constitutes a “deemed export.”53

It is also important to realize that the means
by which an item is transferred outside the

United States does not matter in determin-
ing export license requirements. An item can
be mailed, or it can be shipped. Documents
can be faxed or sent via the internet. Indeed,
a telephone conversation can result in an ex-
port. Moreover, an item is also considered an
export even if it is leaving the United States
temporarily or if it is going to a U.S. subsid-
iary in a foreign country.54

License requirements depend on an item’s
technical characteristics, the destination, the
end-user, and the end use. When determin-
ing whether a license is required, a contrac-
tor must consider (1) what is it exporting,
(2) where is it exporting, (3) who will re-
ceive its item, and (4) for what purpose the
item will be used.55 In this regard, contrac-
tors who know little about Commerce Depart-
ment export controls would be well served by
reading the “Export Control Basics” page on
the BIS website at http://www.bis.doc.gov. There
are also a number of useful flowcharts in the
EAR itself that can act as “decision trees” for
contractors and their compliance staffs.56

Under the BIS regime, the first step in
determining export control requirements in-
volves ascertaining the item’s export control
classification number (ECCN). ECCNs are part
of a large list of item descriptions called the
Commerce Control List (CCL).57 Once you
have an item’s ECCN, you can determine
whether the item is controlled by looking at
the reasons for control for that item, e.g.,
anti-terrorism (AT) or nuclear nonprolifera-
tion (NP) or missile technology (MT), as well
as other reasons, and comparing them with
the country chart included in the EAR to
see if the country to which the export is be-
ing made is subject to control for those rea-
sons.58 If it is, then absent a license excep-
tion applying (e.g., exceptions with respect
to certain items and countries may allow the
temporary shipment of items),59 you will need
to apply for and receive a license before ship-
ment. For instance, if “Widget A” has an ECCN
that states that the item is controlled for MT
reasons, a contractor working in Saudi Arabia
or Kuwait generally could not ship that item
there without first obtaining a license because
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Saudi Arabia and Kuwait (as well as many
other countries in the Middle East) are con-
trolled under the EAR for missile technol-
ogy reasons.

If, as a prime contractor, you are the ex-
porter of record for an item being shipped
abroad, it is therefore important to ascertain
the item’s ECCN and likewise determine if
there are any license restrictions (or excep-
tions that you can use) before shipping the
item in support of your contract. Oftentimes
this will require cooperation with the supplier
or manufacturer of the item. If you are not
the exporter of record, however, it is none-
theless important to convey to your subcon-
tractors or suppliers the importance of com-
plying with U.S. export control laws, includ-
ing obtaining licenses if necessary. In many
circumstances, it may be helpful to have a
separate clause in subcontracts or purchase
orders addressing compliance with export con-
trols and delineating how the parties intend
to allocate compliance and licensing respon-
sibilities.

� Exports To Afghanistan

Afghanistan remains subject to a range of
export control rules.60 In many respects, it faces
a similar number of controls as many coun-
tries in the Middle East. Consequently, be-
fore shipping to Afghanistan, contractors must
carefully review any ECCNs to ensure that they
are not controlled for categories for which
licenses are needed for Afghanistan.

� Exports To Iraq

On July 30, 2004, the BIS changed the ex-
port control rules for Iraq.61 As discussed pre-
viously, while sanctions were still in place, li-
censes needed to be obtained by applying to
OFAC. Now, licenses may be obtained by ap-
plying to BIS through normal licensing proce-
dures.62

The new regulations require a license for
all reasons for control except most items con-
trolled for anti-terrorism purposes only. (A
small number of AT-controlled items still re-
quire a license.)63 However, many previously

unavailable licensing exceptions may now be
used in support of work in Iraq. For example,
an exception commonly used elsewhere that
facilitates the unlicensed export of certain
encryption products to most countries is now
available for Iraq.64 Certain temporary exports
are also now allowed.65 Moreover, contractors
may now also apply for a Special Iraq Recon-
struction License (SIRL).66

The SIRL would allow seemingly blanket ex-
ports for U.S. Government-funded reconstruc-
tion projects, as well as U.N., World Bank, or
International Monetary Fund projects.67 The
SIRL would appear to facilitate exports of all
items on the CCL, except those controlled
for reasons of missile technology, nuclear non-
proliferation, and chemical and biological weap-
ons controls.68 Although the SIRL license ap-
plication process contemplates a 40-day pro-
cessing period69—which is shorter than the
time for processing standard applications—it
will not be a panacea for contractors, how-
ever. That is because applicants will need to
identify ahead of time all items that they in-
tend to ship under the license.70 As a practi-
cal matter, such advance planning may be dif-
ficult to achieve.

� Exports To Libya

In April 2004, the Department of Treasury’s
Office of Foreign Assets Control (OFAC) is-
sued a General License which transferred li-
censing jurisdiction for the export of items
subject to the EAR to the BIS.71 However,
Libya remains subject to a full panoply of
export control rules. Essentially, all items on
the CCL, including those controlled for anti-
terrorism, require export licenses, although
a number of licensing exceptions are now
available.72 Therefore, as the environment in
Libya continues to unfold, companies will need
to carefully assess export control issues be-
fore sending items to Libya. Indeed, many
seemingly basic items are controlled for AT
purposes only, and unlike with respect to Iraq,
where all but a handful of AT-controlled items
can be shipped without licenses, a license
would typically be required for shipments to
Libya.
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� Exports To Syria

As indicated in the Sanctions section above,
because of the SAA—and because like Iran,
and at least for time being Libya (as well as
several other countries), Syria is also desig-
nated by the Department of State as a state
sponsor of terrorism—Syria is subject to a wide
range of export and other restrictions. Although
there are limited exceptions, basically any item
subject to the EAR—which means any item
on the CCL or any EAR 99 item (a broad
catchall category of items not having an ECCN
but still subject to the EAR because, for in-
stance, they are of U.S. origin, products of
U.S. technology, or have transited through the
United States)—cannot be exported to Syria.73

The SAA itself, however, does not restrict ship-
ments of foreign origin items not subject to
the EAR by U.S. persons.

Anti-Boycott Rules

In the 1970s, Congress enacted two laws
aimed at counteracting the participation of
U.S. citizens in other countries’ boycotts. The
anti-boycott laws were included in the 1977
amendments to the Export Administration Act
(EAA),74 which are implemented in the EAR,75

and the Ribicoff Amendment to the 1979 Tax
Reform Act (TRA).76 The Arab League boy-
cott of Israel is the primary boycott with which
U.S. companies must be concerned today.

Conduct that may constitute a violation un-
der the TRA or the EAR includes: 77

(1) Agreements to refuse or actual refusal
to do business with or in Israel or with
blacklisted companies.

 (2) Agreements to discriminate or actual
discrimination against other persons
based on race, religion, sex, national
origin or nationality.

 (3) Agreements to furnish or actual
furnishing of information about business
relationships with Israel or with
blacklisted companies.

 (4) Agreements to furnish or actual
furnishing of information about the race,

religion, sex, or national origin of another
person.

There are significant reporting requirements
under both the EAR and the TRA. For instance,
under the EAR, U.S. persons must report on a
quarterly basis requests received to comply with,
further, or support any foreign boycott.78 The
TRA mandates taxpayers to report “operations”
in, with, or related to a boycotting country or
its nationals and requests received to partici-
pate in or cooperate with an international boy-
cott.79 The Department of the Treasury pub-
lishes a quarterly list of boycotting countries.80

The EAR states that reports of receipts of boy-
cott requests must be filed quarterly on form
BIS 621-P for single transactions or BIS 6051
for multiple transactions received in the same
calendar quarter.81 TRA reports are filed with
tax returns on IRS form 5713.82 This form is
available from IRS offices.

There are a number of ways that Govern-
ment contractors working abroad—particularly
in the Middle East—can run afoul of the anti-
boycott rules. For instance, it has been the practice
of some Middle Eastern countries to request
certificates of origin when items are processed
through customs. These certificates might re-
quest that a contractor certify that items are
not of Israeli origin. Likewise, the registration
process for setting up a subsidiary or local pres-
ence in some Middle Eastern countries might
require the provision of statements or infor-
mation that would otherwise be restricted by
the U.S. anti-boycott laws. Numerous other hy-
pothetical examples of proscribed activity are
found in the supplements that are part of the
Commerce Department boycott regulations,83

and contractors working in the Middle East
should review these scenarios and Government
interpretations carefully.

Therefore, if a contractor begins working
in the Middle East, information regarding the
importance of complying with U.S. anti-boy-
cott laws will need to be disseminated to con-
tractor employees potentially involved in any
activities such as logistics, business develop-
ment, and procurement. Because a mere boy-
cott request—even if not agreed to—impli-
cates reporting obligations under U.S. law, it



★    04-7     BRIEFING PAPERS    2004    ★

11

is absolutely essential that any such request
be internally reported through a contractor’s
internal channels so that the person with ulti-
mate reporting responsibility can make cor-
rect and timely reports. In particular, because
Libyan sanctions have now been dropped, to
the extent that U.S. contractors may be al-
lowed under certain circumstances to begin
dealing with Libyan entities, particular care
should be paid to boycott issues, as Libya is
not used to dealing with businesses subject to
U.S. anti-boycott laws.

Foreign Corrupt Practices Act

The Foreign Corrupt Practices Act was en-
acted to prohibit U.S. companies from mak-
ing bribe payments to foreign officials to ob-
tain or maintain business.84 Under the FCPA,
unlawful payment to foreign officials made
by any issuer, person, or domestic concern
are prohibited.85 U.S. citizens or companies
that engage in improper acts outside the United

States are also subject to the Act, as are for-
eign companies that operate within the United
States.86 Apart from covering payments to of-
ficials of foreign governments, the Act also
applies to payments made to officials affili-
ated with public international organizations.87

In U.S. Government contracting, the “cus-
tomer” is the U.S. Government. So ostensibly,
the risk of making a bribe payment that vio-
lates the FCPA under a U.S. Government con-
tract may appear small. But the FCPA still pre-
sents risk to U.S. Government contractors op-
erating overseas. That is because it may none-
theless be possible to construe bribes to host
country officials as nonetheless implicating the
FCPA. For instance, payments by U.S. contrac-
tors to host country taxation or customs au-
thorities might conceivably be construed as bribes.
Therefore, as they would with respect to the
Anti-Kickback Act,88 contractors should imple-
ment policies aimed at ensuring that employ-
ees and consultants do not make bribe pay-
ments.

GUIDELINES

   These Guidelines are intended to assist you in
addressing some major risks in working abroad
in support of the U.S. Government. They are
not, however, a substitute for professional
representation in any specific situation. Indeed,
many of the laws and regulations discussed in
this BRIEFING PAPER are exceedingly complex
and require careful review when applied to
particular factual circumstances.

1. Keep apprised of current sanctions and
export control rules, as these rules tend to
change frequently and restrictions may sometimes
be broader than first meets the eye. Monitoring
the websites of the Office of Foreign Assets
Control at the Department of Treasury (http://
www.ustreas.gov/offices/enforcement/ofac/), the
Bureau of Industry and Security at the Department
of Commerce (http://www.bis.doc.gov), and the
Office of Defense Trade Controls at the
Department of State (http://www.pmdtc.org) is a
good start. Many of these sites allow users to sign
up for automatic e-mail updates regarding
regulatory changes.

2. Communicate with key functions in your
company such as business development,
procurement, and information technology about
the impact of the sanctions and export control
rules. Encourage employees in such areas to
ask questions of legal and compliance staff.

3. Develop procedures that “red flag”
questionable parties and transactions before
they become possible violations. Implement a
diligence mechanism to address potential
dealings with SDNs and for vetting foreign
business partners more generally.

4. Ensure that any boycott requests are
declined and that you report all such requests
to the U.S. Government in accordance with
applicable rules.

5 . Inform your personnel working abroad
about the anti-bribery rules and develop
control mechanisms to ensure that improper
payments are not made. Implement periodic
training as part of overall business ethics
efforts.
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