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January 14, 2002

Honorable Carl Washingron
2136 Stare Capitol

INTERCEPTION OF COMMUNICATIONS - #24812

Dear Mr. Washingron:

QUESTION

Would a state statute authorizing “roving wiretaps” be valid?

OPINION

A state statute authonzing “roving wiretaps” would be invalid as beyond the
limited wirecapping auchority provided to the states by federal law.

ANALYSIS

Faderal law prohibirs the unauthorized intercepl:inn of wire and other private
communications and the use of illegally intercepred communications (18 U.S.C. Sec. 2511).
This prohibirion applies ro all petsons, including employees and agents of the Unired States,
or stares, or polirical subdivisions (18 U.S.C. Sec. 2510(6)). Mowever, federal law provides 2
procedure for the legal interceprion by specified governmenr agents of wire, oral, or electronic
communicarions (18 U.S.C. Sec. 2510 and following). In general, thar law permirs
interception only pursuant o a court order, or in an emergency with prompr applicarion for a
court order {18 U.S.C. Secs. 2516, 2518).

The federal law permirs a stare o issue court orders “in conformicy with section
2518 of this chaPter" for wiretaps rela.ting £O certain erimes, including any “crime d.a.ngemus

1 - - ' - - - -
The federal law includes interceprion of oral communications, not in issue here.

&
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to life, limb, or property, and punishable by imprisonmenr for more than one year” if the
crime 1is designated in an applicable state sratute (18 US.C, Sec. 2516(2)). Any
state-authorized wire interception not in conformity with Secrion 2518 of rhe United Scares
Code (hereafrer Secrion 2518) is barred by this federal law (U.S. v. Tortorello (2d Cir. 1973)
480 F.2d 764, 772; LS. v. Van Harn (N.D. Neb. 1984) 579 F.Supp. 804, 810).

California law cureently authorizes law enforcement ro intersapr wlectranic
communications pursuant ro a courr order (Ch, 1.4 (commencing with Sec. 629.50}, Pt. 1,
Ticle 15, Pen. C.). California law does not now authorize “roving wiretaps” (see subd. (d),
Sec. 625.50, and subd. (c), Sec. 629,52, Pen. C.).

As used here, “raving wireraps” are orders to intercept communications from one
or more persons without specilying any communications equipment to be intercepted (see
Goldsmith, "Eavesdropping Reform: The Legaliry of Roving Surveillance” (1687) I LR,
401). These are authorized under federal law, but are treated differently from other wiretaps.
The authority to apply for them is limited in subsection (11) of Secrion 2518.°

Secrion 2518 authorizes wireraps in various circumstances, as follows:

“§2518. Procedure for interceprion of wire, oral, or electronic
communicansns.

(1) Each application for an order authorizing or approving the
interception of a wire, oral, or electronic communicadon under chis chaprer”
shall be made in writing upon varh or affirmacion to 2 judge of comperent
jurisdiceion and shall seate the applicant’s authoriry to make such applicarion.
Each applicarion shall include the following information:

“(a) the identity af the investigativa or law enforcement officer making the
applicarion, and the officer authorizing the applicarion:

"(b) a full and complete srarement of the facts and circumstances refied
upon by the applicant, to justify his belief that an order should be issued,
including (i) details as to the parricular offense thac has been, is being, or is
about to be committed, (ii) except as provided in subgeetion (11), a parricular
deseriprion of the pature and location of the facilivies frog which or the place
where the communication fs ro be intercepred, (iii) a particular description of
the type of communications sought o be intercepred, (iv} the identity of the

* The U.S.A. PATRLO.T, Act (P.L. 107-56), signed into law Qcrober 26, 2001,
added cerwmin rterrorist crimes to the list of federal erimes for which inrseceptions of
communicartons could be ordered, but did not affect the aspect of the wirerapping law ar issue
here.

’18 U.S.C. Sec. 2510 and following.,
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person, if known, comumirting the offense and whose commuanicarions are to
be intercepred; '

"(¢) a full and complete statemenr as to whether ar not other investigative
procedures have been rried and failed or why they reasonably appear to be
unlikely to succeed if rried or ta be roo dangerous;

"(d) a statemene of the period of rime for which the inzerception is
required to be maintained. If the nature of the investigation is such that the
auchorization for interception should nor automatically verminare when the
described type of communication has been first obtained, a parcicular
description of facrs establishing probable cause to helieve thar additional
communications of the same rype will accur thereafter;

“(e) 2 full and complere scarement of the facrs concerning all previous
applicarions known to the individual authorizing and making the application,
made (@ any judge for authorization ro inrercepr, or for approval of
interceprions of, wire, aral, or electronic communicarions invelving any of the
same persons, facilities or places specified in the application, and che action
taken by the judge on each such applicarion; and

“(F) where the applicarion is for the extension of an order, a statement
serring forth the results thus far obrained from the interceprion, or a
reasonable explanation of the failure to obeain such results,

“(2) The judge may require che applicant to furnish addirional testimony
or documentary evidence in support of the application.

“(3) Upon such applicarion the judge may enrer an ex parte order, as
requested or as modified, authorizing or approving interceprion of wire, oral,
or electronic communicarions within the tercirorial jurisdiction of the courr in
which the judge is sitting (and ourside that jurisdierion bur wirhin che Uniced
States in the case of a mobile interceprion device authorized by a Federal
court within sneh jurisdicrion), if the judge derermines on the basis of the
facts submitred by the applicant thar—

"(a) there is probable cause for belief that an individual is commirting, has
commitred, or is abour to commir 4 paricular offense enumerated in section
2516 of chis chaprer;

“(b) there is probable cause for belief thar particular communications
concerning thar offense will be obrained through such interceprion;

"(¢) normal investigative procedures have been tried and have failed or
reasonably appear ta be ualikely ro succeed if tried or to be too dangerons;

"(d) except as provided in subsecrion (11), there is prebable causc for
belief thar the fecilicies from which, or the place where, the wire, oral, or
elecrranic communications are to be intercepred are being used, or are about
to be ysed, in connecrion with the commission of such offense, or are leased
fo, listed in the name of, or commonly used by such person,
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“(4) Bach order anrhorizing or approving the incerceprion of any wire,
oral, or electronic communication under this chaprer shall specify—

“(a) the identity of the person, if known, whose communications are to be
tnrercepted;

"(b) the nature and location of the communicarions facilities as to which,
or the place where, auchoriry to intercepris granted;

“(¢) a particular description of the type of communication sought ro be
intercepred, and a statement of the parricular offense to which ir relates;

“(d) the identity of the agency aurhorized to intercept the
communications, and of the person authorizing the application; and

“(e) the period of tme during which such inrerception is authorized,
including a sratement as to whecher or noc the inrercepdon shall
aucomarically terminate when the described communicarion has been first
obtained.

L

“(7) Notwithstanding any other provision of this chaprer, any
invesrigative or law enforcemen officer, specially designared by the Auomey
General, the Depury Arrorney (reneral, the Associare Arromey Genegal. or
by the En‘ncigal prosecuting atrarney of any Stare or subdivision thereof
acring pursuant to a statute of that Srare, who reasonably derermines that—

“(a) an emergency situation exists thar invelves—

“(i) immediace danger of death or serious physical injury to any person,

“(ii) conspiraterial actvities threatening the narional securicy interest, or

"(iii)conspiratorial activiries characteristic of organized crime, thar
requires a wire, oral, ar electronic communicarion to be intercepred before an
arder aurhorizing such interceprion can, with due dilizence, be obrained, and

“(b) there are grounds upon which an erder could be entered under this
chapter ro authorize such interception, may intercept such wire, oral, or
elecrronic communicadon if an application for an order approving the
interception is made in accordance with rhis section within forry-eight hours
after the intereeption has occurred, or begins to occur. In the absence of an
order, such interception shall immediately terminate when the
communication sought is obrained or when the application for the order is
denied, whichever is earlier. In the event such application for approval is
denied, ot in any other rase where the mnrerceprion is terminared wirhout 2a
order having been issued, the canrents of any wire, oral, or electronic
communication inter¢epred shall be treared as having been obtained in
violarion of this chapter, and an inventory shall be served as provided for in

subsecrion (d) of this section on the parson named in the application.
LE R
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*(11) The requirements of subsections (1)(b)(ii) and (3)(d) of rhis section
relaring ta the specification of the facilivies from which, or the place where,
the communication is ro be inrercepred do not apply if—

“(3) in the case of an application with respect to the interception of an oral
communicarion—

“(i) the applicatien is by a Federal invesrigarive or law enforcement officer
and is approved by the Artorney General, the Deputy Atrorney General, che
Associate Attorney General, an Assisrant Arrorney General, or an acring
Assistant Arrorney General;

“(ii) the applicarion contains 2 full and complere statement as to why such
specification is not pracrical and identifies the person commirring the offense
and whase communirarians are to be infercepte:d: and

"(iii) the judge finds thag such specificarion is not pracrical; and

“(b) in che casg of an applicarion with respecr o 2 wite or glectronic
communicagen—

*{i) the application is by a Federal invesrigarive of law enforcement officer
and is approved by the Artorney General, the Depoty Attorney General, the
Asspgiate Attorney General, an Assistant Amtorney General, or an acting
Assistant Artorney General;

"(ii) the application identifies the person believed e be commuirring the
affense and whose communicarions are to be intercepted and the applicant
makes a showing that there is probable cause to believe that the person's
actions could have rhe cffeer of :hwar:ing Interception from a speciﬁed
facilicy; |

“(iii) the judge finds thar such showing has been adequarely made; and

“(iv) the order authorizing or approving the interception is limired to
interceprion only for such time as it is reasonable to presume that the person
identified in the application is or was reasonably proximare to the instrument
chrough which sueh communication will be or was cransmizred.

***" (Emphasis added.)

To ascertain the meaning of a stature, we begin with the language in which the
statute is framed (Leray T. v. Workmen's Comp. Appeals Bd. (1974) 12 Cal.3d 434, 438; Visalia
Schaol Dist. v. Workers Comp. Appeals Bd. (1995) 40 Cal. App.4ch 1211, 1220). When staturory
language is clear and unambiguous, there is no need for conscruction and courts should nor
indulge in it (Peaple v, Benson (1998) 18 Cal.4ch 24, 30). Absent a clearly expressed legislarive
inrention to the contrary, that language musc ordinarily be regarded as canclusive (Consumer
Product Saﬁ:ry Com. v. GTE Sylvania, Ine. (1980) 447 U.5. 102, 108).

In clear language, subsection (11) of Section 2518 authorizes only federal officials
o apply for a roving wiretap. We think it equally elear chat this was intenrional, as other
pordons of the same section authorize 2 broader graup, incInding srare officials, to apply for
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other kinds of wire interceprion authoriry. Under subsection (1) of Section 2518, general
autharicy for wire interception is provided to "investigative or law enforcement officers,” who
are defined to include officers of “any State or political subdivision thereof” (18 U.S.C. Sec.
2510(7)). Similarly, under subsecrion (7) of Section 2518, emergency autheriry excends to
these same officers if designated by the “principal prosecuting atrorney of any State or
subdivision thereof” [n contrast, when using rhe phrase “invesrigative or law enforcement
officers” in the context of the roving wirerap authorization, subsection (11) of Section 2518
limirs thar autheriy by referring to “odera] investigarive or law enforcement officers”
(emphasis added).

In support of this conclusien s the legislative history of the 1986 amendments o
the interceptions of communicarions provisions, which provide the authority for reving
surveillance. In the Senase Report from the Cammitree on the Judiciary concerning language
that was 1o become this law, the commiteee discusses rhe 1986 addition of the roving
surveillance provisions, nating thas “enly 2 limired list of Federal officials can apply for [rhic]
special order” (Sen. Rep. No. 99-647, 2d Sess. {1086), reprinted in 1986 1.5, Code Cong, &
Admin. News, at p. 3585). This is especially significant because state authority for
witetapping was virtually coextensive with the federal authority uacil the 1986 act added
these roving surveillance pmvisions.‘

For these reasons, it is onr opinion that a stare starute authorizing “roving
wiretaps” would be invalid as beyond the limited wirerapping anchoricy provided ra the stares

by faderal law.

Very truly yours,
Legslative Counsel
/

/" By

Thomas J. Kerbs
Depury Legislative Connsel

TIK:emb

* Aside from the specification of criminal charges for which interceprions af
communication were aurhorized, and the level of aurhority within ptosecuion ranks required to
make or auchorize an application for an order, we identify no significant difference in rhe
pre-1986 federal provisions authorizing stace and federal communicatons interception orders.



