JAN.23.2884  9:50AM NO. 234 P.2

UNITED STATES DISTRICT COURT
DISTRICT OF MINNESOTA . . ]

Jeanne Vergeldt, on behalf of herself j
and all others similarly situsted, CIVIL ACTION NO. (24— LA PA® J35h

Plaintiff, CLASS ACTION COMPLAINT -
Ve, 2

Northwest Airlines Carporation, and ,
Northwest Airlines, Inc., JURY TRIAL DEMANDED .

Defendants.

S et o e s

Plaintif, on behalf of herself and all other persons similarly situated, by PlaintifP’s vadersignea
attomneys, alleges the following for Plaintif"s Complaint; based upon the invastigation by Plaintiff’s
counsel. Furthermore, this Complaint is based upon Plaintiff’s personal knowledge as to the PlaintifPs
awn acts, and Upon information and belief as 1o all other matters, based upon the aforementioned
investigation. :

INTRODUCTION

1, Thisis & class action brought against defendants Northwest Airlines Corporation ("NWA
Carp.™) andNoythwwt Airlines, Inc. (“Northwest™) (collestively, “NWA” or “dafendants™ for their
violstions of the Electronie Cummunicatfons Privacy Act, 18 U.S.C. §2701 et sey., and stare and federal

2,"  Defendants, in vidlttion of federal and state law, pmvide;! personally identifigble
information for mare millions of NWA'S customers to thé Nationa! Aeronagtics and Space
Adminisiration (NASA) for NASA’s “research aud develapment work” following the September 11, ;
2001 terrorist attacks. At no time did NWA seek its customers’ consent, nor did it inform its customers ~ j

about the ung_ut!‘u:ﬂﬁd disclosure of their personal inforrg;ation. '
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3 As 8 result of defendants’ improper and ilr':sgal actions, defendants have violated state
and federal Jaws. Defendants’ violations resulted in damags to Plaintiff and members of the class for
which Plaintiff and members of the class seek injunctive, compensatory aud punitive relief.

JURISDICTION AND VENUE .

4. This Court has jurisdiction over the subjsct matter of this action pursuent to 28 US.C. §§

1331 and 18 U.S.C. §2701. The Court also has supplemental jurisdistion pursuant to 28 U.8.C.

§136%(a).. ' N
5. Veaueis proper in the district pursuaat 528 U.S.C. §1391 because defendants have
their heﬁqws in this distrier, and, all imes relevant to the acts complained of hetein, condugted
substantial business in this distict

6. Defandants, divectly and indirectly, used the means and instrumentalities of interstate
commerce, including the mails; velephone cormunications and the facilities of interstare cémme;-ce in

THE PARTIES
7. Plaimiff Jeanne Vergeldt, a resident of the State of Minnesots, obtaineq ane or x'm?re

connection with the aots, conduct, and other wrongs compiained of herein,

tickets from NWA for air flight transportation in July, August or September, 2001, and in conjunetion
with that ticket, prévided personally identifiable information to NWA. .
8 Defendamt NWA Comp.s & Delaware corporation with its principal place of business at

2700 Lone Oak Parkway, Eagan, MN $5121 NWA is the fourth largest passenger carriers in the world,

. and-had more than 60 million passengers in 2000,

9. Defeodant Northwest js & wholly-owned Subsidiary of NWA Corp, and is & Minnesota
corporation with its ptindpﬂ place of business ar 2700 Lone Oak Parkway, Eagan, MN 55121
Northwest generates than 95% of NWA, Corp’s operating revenus, which exceeded $11 billian in 2000.
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8 ACTION ALLE
10, Plaingiff brings this ection 25 a class action pursuant 1o Federal Ruls 23(2) and (b)(3) on

¥

behalf of a class dsﬁned aS'

all persons who prov:ded persanally identifizble mfnm:atmn to NWA prior to Qctober,
2001, and whoge information has been transferred to or ascessed by another person or
entity without the person’s authorization or fully-informed consent.

1. The members of the Class are so pumerols that joinder of all members is impracticable.

« The disposition of their claims in a class action will provide substantial benefits to the perties and the

Court, It  believed there are milllons of class members losated thronghour the Unied States.
12.  Thereisa well-defined commuuity of int;rest in the questions of law and faet invalved
in this case. The questions of Jaw and fact commeon 10 the. members of the Class which predominate over
questions which may aﬂtet jndividual Class members mulude the following: '
(3  Whether Defendants violated the Electronic Communications Privacy Act, 13
U.S.C. §2701 et seq: '
@) Whether Defendants violated thejcommon law in the State of Minnesots, 2a to

the éxtent applwable, substantislly similar laws of' omer states, as allegad herem,

() Whether Defendants devxsed and vged g scheme or arrifice {0 defraud or conceal

from Plaintiff and wembers of the class Defendants” practice of transferring and/or accessing clags
members’ personally ldmﬂable information without class members’ aithorization or fully-informed
consent; : .

()  Whether defendants engaged in d,iaceptiye acts and practices in connection with’

its undiselosed and systematic practice of transfetring and/or accessing Plaintiff*s and class member'-

. -+ electronically stored personally identifiable information; |

18y

(6)  Whether Defendants’ conduct was willful and/or iatentional;
. () Whether plaintiff and class members have sustained damages and gre entitled
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members; ané
and/or othsr equimble relief,

sustained damapes from defendants” wropgful conduct. -

sdjedication of this conu'ovmy. {

inconsistent and varying adjudications.

g

3|
recaver those damages or restitution as a result of Defenddnts’ wrongful sonduct;

(&) - Whatis the proper measure to determine damages suffered by Plainti{f and Class

(®)  Whether Plaintiffs and siass menfbers are entitied tb declaratary, injunctive

13.  Plaintiff's claims are Typical of those ofdae Class becguse plamtiﬂ'and the Class

. l4.  Plaintiff will adequarely protect the inte:'i!asts of the Class and has retained counse] who ‘

are experienced in class action seourities litigation, Neitl:ﬁar plaintiff nor plnin{:iﬁ‘s counse] have inverests
j .

which conflicy with those of the Class, : ' i

15. A oclass action is superior to other avaﬂaﬂle methods for the fair and efficient

16.  The prosecution of separate actions by individual Class members would ereate a risk of

") -
AL ALLEGATIONS »

17. As a result of the nature of its busmess, Nm‘hwest collects larga amounts of information
- ghout im cugtomers. NWA is aware that jts customers vhme their privacy, and are concerned about
identity thaft. 'mertfbrc, NWA maintains 2 privacy poh-:y on its website,

185 NWA’ privagy policy agsures wnsuqus that “{2]5 & User of nwa.com Reservations you
are in complete control of your travel planning naqda.:%‘l’bijy includes eamrqnmg the use of infarmation
you provide to Nerthwest Airlines, its aivline affiliates, ‘:End'WuﬂdPerks pamas " (evmrphasis added).

19.  NWA’s privacy policy includes sestwn entitled “With whom du you share my
informarion?” NWA states that it does not sell mﬂm&m to any third parties, and shares the

information only with frequent flyey parmers “for speezﬁo and pertinent provootional uss" anly :fthe

e .
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individual has "opte:i-in" ta receive this informtion,

20.  NWA claims to have security teasures tofprawc'q against e Joss, misuse and alteration
of consumer information under WA'S control. "S8L safé connection and secure transaction technology

* has effectively pmtemd hindreds of thousands of nwuoﬁn Raservations eustomers who have

trausmitted their credit card numbers opline and made a purchase since we Jaunohed.”

21. Bagmmng on or about December 11, 2001, employees from NASA met with employees
from NWA, including NWA's munager of sseurity, to d;senss automatic passenger rdmnﬁc;mon, threat
assessmmt and human factors issves for aviation secerity. One of the top:r.:s concerned the reqmzemem

of un “effaetive passenger screening system,” which “must address privacy and *big brother” issues tathe

[
+

extent pasgible.”
22, During one conversation on December 11, 2001, NASA asked NWA's manager of

smu;ity to provide three months of NWA passenger data (also referred to 22 “PNR. daw”) for NASA's
use in “research and development.” In 8 subsequent lmer; NASA specifically requested “system-wide
Norﬂzwcst Airliges passenger drvta ﬁ'\om July, August and Septembar 2001.”

23.  Sometimein Deoemba 2001, after the meetings desmbed above, NWA turned over m
NASA Airline Pagsenger and Rpsmanon database, containing the personal information of
approxumately 10 million of its customers that had flown NWA during July, August aid September,
2001, On information and belief, the database contained passenger names, addresses, teiephone

" numbers, information regarding Class members” mmnes, and oredit card numbe;'s.

24, ' There is n;) evidencs that NWA providied notice to, received autherization oF consent
frcm its pas;engcﬁ whose personal information was pmvisded to NASA, despite the fact that NWA has
the phone number and/or email addreéses jts customers who purchased rickers on-lirle,

25. Itis not known what security measures NASA used to prot:;ct NWA's customers’
information obtained From NWA Fu:memare, itis not known what NASA did with NWA's customers’

1£38 1 : ; . , 5
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information, or whether NASA distlosed NWA’s customers’ information 1 anyone else.

26.  On Septemberzz, 2003, annthcr airline, JetBlue Afrways, acknowledged that it had
pmv:ded personal information about its customers to ﬂw‘U 8. Depmmm of Defensa,

27, Thenext day, Richard Anderson, CRO efNWA stated “Northwest Airlines will not
share customer mt‘omanun, as JetBlue Airways has™ This statement was false when made.

' 28.  Onorabout JYamuary 19, 2004, NWA tried to explain how its CEO could make a false
statement regarding the actions thls company. N WA alleges that Mr Anderson was unaware that his
company had agreed to provide persona) information on more than 10 :mlhon customers.

29. NWa’s expianatxm. even if true, provides litile comfort. Mr Anderson was mada awary
of hig company's decision o provide pemonal informarion only thme days dfter he made the false
statement. Nonethelass, for more than three months, neither Mr. Andersm nor NWA refrained from

eorreeting Mr., Andersen’s statement wrtil jts falsity was pubhc,[y revealed.

30.  The value of NWA’s explanation is further mintmized because it sonflicte with Mr,
Anderson’s statement. N'WA’s explanation argies that “it' was ¢the re'sponsibili@ of the airline industry to
cooperate with these eﬁurm." Mk, Anderson’s statement is ineonsistent with the position that it was
NwA’g msfmnsibﬂii): 1o conperate with the government Mr. Anderson previously stated that his
company stood apart from JetBlue, whiich cooperated with the povernment.

31 In'addition, conmary m‘NWA‘s Bxplanaﬁp‘n, the airline industry has ot cooperated with
the government.” JetBlue, the 11 Jargest domestic airiine, is the only other airline to have cooperated

with the government.

32.  Mr. Anderson was not the only NWA employee to make false representations about the
corpany’s decision to provide its customers’ pemonal information to NASA. Kurt Ebenach, one of
NWA’s spakesnen, was quoted in a September 23, 2003 New York Timeés article as saying, “We {‘NWA}

do not provide that type of information 1o anyone,” This amement was false when made,

B U
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33, Onor al;out Janisry 19, 2004, NWA tried to explain how one of its spokesmen could
make a false stamment ngarding the company, NWA alleges that Mr Ebmosb was umaware that his
company had agreed to provide personzl mformatmn on inore than 10 mﬂhon customers. Again,
huwever, despite kndwing for more than theee months that his statement was false, neither Mr, Ebenoch
nor NWA ever sought o correst M.r Ebenoch's statement untjl its falsity was publicly revealed,

34. OnSeptember 23, 2003, the day afler JetBIue acknowledged it had providéd eustomers’
information to the US Department c;f Defense, a NASA employee informed NWA’s manager of security
that he believed that “NASA management devided that tbby did not want to continue wnﬂcing‘; with
Pa-%nser data in oyder to avoid crea.tin:g the appéarance that we are violating people’s privacy.” He
furﬂlﬂf.&wmd, “You may have heard about the problems that JetBlue is now baving after providing
passenger dara for a project si:ﬁilﬂ to Yurs.” _

35 Oninformation and belief‘, NASA rﬁumed NWA's sugtomers’ personal information 1o
NWA. It is not known whether NASA retained copies of any of this infomation.

36. On Ocdober 3, 2003 the Eiecm-anm Privacy Information Center (“EFIC™) subraitted a
Freedom of Information Act (FOLA) request to NASA seekmg docwments mﬂeeﬁng the disclosure of
NWA passenger data o NASA, or relating to the negotiation of oommumoaunn between any airline,
including NWA, and NASA for passenger data, |

37, OnDecember 16, 2003, NASA respondad to EPIC*s FOIA request. NASA produced
varions doct:mem, which implied that NWA was the only had provided passmgﬂ data to NASA. Prior
1o the release of this mfomanm NASA held discussion with NWA about the propriety of releasing
certain docaments, | - '

38, Nws4 conﬁnucs its patbmi' of contradicm'né its previous positions, NWA now admits it ,
provided its customers’ P&?mﬂ information to NASA, but allzgss that the disclosure, whick was made

without its ctmtomurs knowledge or cunsent, was justifisble. “Tn a recent press release, Northwest

s B Ramm e
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claims it “had 2 duty and an obligation to coaperate with fhe federal govemment for national security

reasofis.” Northwest prowdes 1o basis for the “duty” or “bbhgmou.” NWA’s statement is also
mmxmuwd by the faer that it didn't aﬂege the existence of a duty and ubhgatmn until wwd years afer it
first rclmef:i the information - and after jts conduct was publicly revealed, In addition, NWA’s claims
are further minimized by the fact that no other airlices felt compelled to comply with the same “duty”
and “obﬁgaﬁ_un” cited by NWA.

' VIOLATION OF THE ELECTRONIC c%%cnmns PRIVACY ACT - S‘I‘DRED
: ELECTRONIC COMMUNICATIONS, 18 U.5.C. §2701, £1 SEQ.
39.  Plaintiff repeats and realleges the e)legations contzined above, as if fully ser forth herem
40, Each instance of Dafqndants wrongful course of conduer, as set forth ahove, constitutes
a violation of‘tbe Electronic Communications Privacy Act, 18 U.s.C. §2701, et.req - in that Defendants,
by and through their he;rem-dmcnbed wrongful course of eonduct, intentionally transferred and/or .
accessed without authorization and/or intentionally excesded its auﬂ:oriwmn to aceess Plaintiff's and
the Class manbws" electronically stored personally idmhﬁable information and obtained access while in
electronic storage and/or knowingly divulged the personsily identifiable informatien whils in electronic
storage.

41.  Pursuantvo 18 U.S.C. §2707, Plaintiff snd the Class members are entitled 1o such
pr'zliminmy or other equitable or dmlmmry relief as may. be appropriate, at least $1,000 per Class
member in statutory damages, actual and punitive damage&, costs and reasonable attorneys” foes, plus
dngOrgtmc‘nt of any profits Defendants eamed as a result of such violations oF law.

IE .
NEGLIGENT MSREPR’ESENI‘A TION

42, Plamttffrcpgats and reallages the allegs,tmns contained ahove, o5 if fully set forth herein,

dn a e
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43,  Defendants falselj: stated and mistepresented to Plaintiff and members of the class that
Plaintiff and members of the class’ personally identifiable information would not be disclosed to third

Pﬂ‘m‘ 3

state accurately apd completely all material facts sonceriing the uses of Plaintiff a0d members of the
class’ personally identifisble information. " '

45.  Atthe time defendant made statements sind representations, they were bath material and
false. Defondants failed to excreise due care in making these false stmtaments and in failing to &isglose

accurate materia) Sacts v Plaintiff and the class.
46,  Plaintiff and members of the clzss, at the time these misrepresentations and omissions

were made, did not know the truth, but belicved defendant’s representations to be true, reazonably and
Justifiably whed upon them |

47. Defdmls' neghgrmt nnsreprcmmmns have cauged Plaintiff and other members of the
class irreparable injuries. Plaintiff and the class are entitled to an award of compensatory damages in &1
amouat to be determined a the twia) of this actian,
' COUNT ix

TRESPASS TO' PROPERTY

48.  Plaintiff repears and realleges the auegahons cnnmned above, ag if fully gef funh herein.

48, Asset forth in greater detail sbove, Defandants uansfsmd and/or used PlajntifPs and

. . the Class members pnersonal property, namely their personally zdmuﬁahle: mfmmnon contained in

1538.1

electronic storage.
50.  Pursuant to the common law, Plaintiff ahd members of the Class are entzded to such
preliminary or othcr squitable ar declaratory relief as my be appropriate, cvmpm-satmy dm&g*& actna)

damages, :ﬂeludmg any profits made by Defendants and: pumnve dama.gcs.

44,  Defendants owed to Plaintiffs and the other members of the class a duty of due care to

[
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COUNT IV |
INVASION OF PRIVACY - INTRUSION UPON SECLUS;ON :

. Sl. Plaintiff repeats and realleges the allegations coptaincd abave, as if fully set forth hereiss,

52 Defendants bredched their duty to Class membes o proteet the privacy of PlaintiP's and
the other membirs of the Class' personally identifiable infarmation by intentionally providing it to third
parfies as alleged herein. '

53, - Defendants have, either direstly or by ai‘&ing. abetting and/or conspiring to do 50,
knowingly disclosed, exploited, tmisappropriated and/or engaged in widespread commercial usage of
private and sensitive infmaﬁo;z concerning the Plainﬁiff’s and the Class m'.embers"‘persnnal affairs
lwithour the knowledge, authorization, or §eyénd the consent of Haiutiﬁ‘ and members of the Class. Such
eanduct constitutes & h@:ﬂy offensive and dangerons lnvasion of Plaintifi*s and the C'flass“mefnbers‘
privasy, and intrudes upon their seciusion, |

54, NWA’s privacy policy, as well as its statutory and law dut:es, provided plaintiff with a
legitimate expectation of privacy reparding the information provided 0 NWA.

55.  Defendams’ intrusion would be highly offeasive to a reasonable person. |

56.  Plaintiff 2ud the other members of the Class are entitled to damages and injunciive rekief
far Defendarts’ violation of the Class® right to privacy. '

COUNT,V
DECLARATORY JUDGMENT

5 7 Plaintiff repeats and realleges the al!egal’ions wontgined. above, as if fully set forth herein.

58 Plaintiff snd the mombers of the Class are entitled to 2 denlaratory judgrment that by
commission of the acts and omissions afleged herein, defendants have violated the Electranio |
Communications Privacy Act— Stored Electronic Crumﬁ;pnic.aﬁuus, 18 U.S.é. §§701 et seq., sadlor
_?Iqinﬂjff’s and Cla;s members’ common law rights agam:t respass 1o property, negligent
xgiswpresenmﬁm and invasion of privacy, o o

10 .
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REQUEST FOR RELIEF
WHEREFORE, Plaiuti, an behalf of berself and ol ofhers similaly simsated, respectfully
requests that the Court entet judgment in her favor and against Defendsats

" (0 Declaring this action to be a proper class a¢tion under the Federal Rulos of Civil -

Procedurs and certifying Mlaintiffs as m@meamﬁves of the clags.

() Ordmng the mpomy and pzelxmmazy off-sjte gvorage, under strict mdcpendent
menitoring, of all information collested andlor shared a3 g result of Defendants’ wrongful condusr
deseribed herein in order to preserve the status guo pendihg the Court's resolution of the iggues raised by
this Complaint;

{c) Ordermg & temporary and prehminaxy asget freezé or constructive trust on all
monies mngﬁxlly obtained, :md all profits wrongfully dérived, as a result of the conduct aleged in this
Complaint in order to preserve the status guo pending the Comrt’s resolution of the issues mssd by this
Comphmt;

(d) Deo!aring the acts and practlces ebmniamed of berein to be in wnlauon of the
statutory and common laws set forth above; "

(e} - Enjoining and restrafning the Deﬁndants from any further acts in violatmn of the
statutory and commen laws set forth above; ' .

® Direeting the Defendunts to take such affimative $ieps as are necessary to
ensure both that the ciuses and effects of their unlawﬁzi infamatiowhandling acts and practices are
climinated and no longer continue ang that a)! Class members ars speciﬁca@ly no;tiﬁed of NWA's

information-handling acts and practices and the existencs 4nd availability of a remedy to correct, the

. Hllegal activities wet forth-above, ALa minimurm, such affirmative steps must inelude: (i) ordering the

Defendants to conduct a cormntwe advemsing and information campaign advising consiumers whasc

Iectmmcany stored perso::al m:’omatwn bas already b::cn transferred and/or accessed Iwwm determine

11
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§f their information was impropetly transferred andiér acchssed how to detcrmine if heir information was
improperly transfirred and/or accessed, and (if) ordeying thcdssﬂ'uc:tton and/or purging, .under dourt
wonitoring, of all personally identifizble information transferred by NWA to any person 2s & result of
Defendants” weongful conduct described hersin. K

(g) . Awarding compensatory and stan:tc":ry damages in favor of Plaintiffs end the

" other members of the olass against Defendamts for da:mges sustpined asa resultof the wrmgdomgs of

Defendants, vogether with fnterest ﬁxemm.
()  Awarding Pluintiffs and the oﬂm’m@mbm of the ¢lags their costs and cxpenses

incurred in this action, including reasonable ullowance nfifaes for Plaintiffs attorneys, experts, and
:bimbmmt of Plaintiffs' and eonmsel‘g expenses; ‘

() Awarding Plaintff and members of the Class punitive damages;

)] Directing Defendents to disgorge all monies wrongfully o'mnmed a5 aresult of
the conduct al{oged in this Complaint and awardmg to Plaintiff and the Class members al! pmf’rts derived

“ar monies saved as 4 result of the unlawiul acts and pmctx‘ces alleged herein,

(k) Awarding Plaintiff and members of the Class pre-and post-judgment interest;

and

('  Granting such other and further sefief as this Court may deem Just and proper.

12
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DEMAND YOR JURY TRIAL |
Pursuant 1o Rule 38(b) of the Federal Rules of CE‘IiI Procadure,-?laintiﬁbmﬂ;y demands 2 frial

by jury in thiz ection of issucs so triable. o ;

M‘W

1250 East First Nationa] Bank Building ;
332 Minnesota Street )
St. Paul, Mimmesota 55101 :
(651) 2972100 i

RABIN, MURRAY & FRANKLLP {
Eric J. Belfi _ ;
275 Madison Avenue, 82 Floor ;
New York, NY¥ 10016 : :
(212) 682-1818 . |

Attarneys for Plaintffs |
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