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TRADE AND COMMERCE

& 21:8%, Defenses.

Summary  Pa. Jur. 2d Commercial iyaw%

73 P.S. §2301

Notes of Decisions

Bankruptey 3
Class actions 1
Law governing 2

1. Class actions

firm for viclations of the Pennsyiva
it ‘Extension Uniformity Act (FCEUA),
nection with attorney fees it charged in atier
ing to collect overdue waler and sewer'l
city was not reguired to sstablish the exact num-
ber of potential class members who suffered
actual damages, in order to meet the aumerosity
reguirement for class certification, whero homs-
owner showed that at least 148 individuals in
class paid attorney fees. Pipery. Portnoff Law
Associates, BE.D.Pa2003, 2 Feder-
al Civil Procedure &= 1825

Proposed class ol property owners who were
delinguent. in-paying fess 16 mumicipalities for

frash: sewer, and water services faited 1o satisly
pumerosity recuiterment for certification i action

sgainst law fiom and two member attorneys, ab
leging that collection letiers sent by attorevs
violated Pennsylvania Fair Credit Extension Uni-
formity Act (PECEUA). and Pennsylvaniz Uniair
Trade Practices and Consumer Protection Law
{PUTPCPL); state-law claims involved. mdividual
fssues of alieped bur ot demonstiated actial
damages, and property ownets failed 10 show
that those who sustained actual damapes sere
numerous, or that any individuals sustained aci-
4l damages. Parks v. Pormolf Law Assucintes,

§ 22706, Repeal

Lt EDPE2002 210 FRD. 156, Federal Civil
Procedure & 186

2. Law governing
Pennsylvania statute banning cumulative penal-
ties for violations of both that state’s Fair Credit
Extension Uniformity Act (FCEUA) and the fed-
eral Fair Debt ices Act ;
did not prevent det 1 i
both statutes simultaneously
one of the two statutory remedies ynder whic
seek damages. Alba
ates. Lid, BED.Pa
Election Of Remedie
Although a plaintilf may not recover damages
i federal laws, neither the

so long as he chose
e

sor
51

from
proceeding under. both laws hefore he or she
chooses: the state or federal remedy. Piper v,
iates, EDPa2003, 216
Of Remedizs &= §

3. Bankruplcy

Bankrupicy Code precrapted Chapter 13 debe
G state law claims that law firm by its alleged
practice of rezularly filing overstated artearage
Claims on creditors behal! in bankrupicy, had
violated: the Pennéylvania Fair Credit Extension

Upitormity Act and the Penng ia Unfair
Trade Prachces and Consamer Profection Law,
S wns liaBite for damages thereunder. Inore
Abramson, Bhetoy WD Pa 2004 115 BR 195

The provisions of 37 Pa. Code Ch, 303 frelating o debt eollection frade practices) are

repealed.

9000, Mareh 28 PL. 23, No 1,8 6 effoctive in 90 days.

CHAPTER 45

BREACH OF PERSONAL INFORMATION NOTIFICATION aUT

Section
2361, Cuin. Preemplion
2508
P2Ahg.
2a
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73 P.S. §2301 TRADE AND COMMERCE

SE4GUe 10

penaities.

§ 2302,

thorized access and acquisition of
security or confid lity of person-
[ & databasge of personal information
8 res has
= d faith
Dersona tion by an employee ¢ for the
purposes of the entity is not a breach of the security of the system if the personal
information is not used for a purpese other than the lawful purpose of the entity and is
not sublect to further unauthorized disclosure,

“Buginess,” A 'sole proprietorship, partnership,” corporation, association or other
group, however organized and whether or not organized W operate at a profit, including
3 financial institution organized, chartered or holding a license or authorization certifi-
cate under the laws of this Commonwealth, any other state, the United States or any
other country, or the parent or the subsidiary of a financial institution. The term
includes an entity that destroys records.

“Eneryption.”  The use of an algorithmie process to transform data into a form in
which ‘there is a Jow probability of assigning meaning without use of & confidential
process or key.

“Entity.” A State agency, a political subdivision of the Commonwealth or an
individual-or 2 business doing buginess in this Commonwealth.

“Individual.” A natural person.

“Notice,” May be provided by any of the following methods of notification:

{1} Written notice to the last known home address for the individual.

2y Telephonic notice, if the vustorner can be reasonably expected fo receive it and
the notice is given in'a clear ‘and conspicucus manner, describes the incident in
general terms and verifies personal information but does not require the customer fo
provide personal infornution and the customer Is provided with s telephone aumber to
call or Internet website to visit for further information or assistance.

(3} Bmail notice, 1 a prior business relationship exists and the person oy entity has

4 valid esmail address for the ndividual

431y Substitute notice, i the entity demonstrates one of the following:

(A} The cost of providing notice would excesd $100,000.

(B} The affectad class of subject persons 1o be notified exceeds 175,000,

(0 The entity does not have sufficient contact information.

(7 Bubsiitute notive shall consist of all of the WWllowing:

(A} BEe-mail notice when the entity hag an e-mail adovess for the subject
persons.

(B Conspicuous posting of the notice on the entity’s Intérnet website if the
entity maintains one. :

(G Notifieation to major Statewide media

“Pergonal information”
(1) An individuals Bret name or {irst initisd and last name 1 combination with and

finked to any one or more of the following data elements when the dats elerments are
not encrypted or redacted:
() Bucial Sepurity number.

0




following diseovery by the vendor to the entity on whose bena
stives or manages the data The entity shail be yesponsible for making the determing
- tions and discharging any remainie duties under this el

- 2005, Dee 22 P1 474 No 94, &5 offective in 180 duws Lhune 20, 20001

193PE § 2ad

TRADE AND COMMERCE 73 P.S. §2304

(i Driver's license number 078 Siate identificution eard number fmaned in leu of
a driver’s license.

(i) Financial account number, eredit or debit cerd number, in combination with
any required security eode, aeoess code or password that would permit access to an
individual's financial acconut. s
(2) The term does not inctude publicly afaiiabieénfsrmaﬁm that is lawfully made
available to the general public feom Federal, State o Toeal government records.

“Roeords”!  Any material, vegardless of the physical form, on whieh information is

vecorded or preserved by any means, ineluding I written or spoken words, graphically
depicted, printed or é’égetmmagﬂeﬁzzaééytmzzsmi%ﬁﬁé. The term does not include public-
ly availsble divectories comizining iformation an individual has voluntarily eonsented to
have prblicly disseminated or Hsted, such as npame, sddvess ov telephone number.

“Redact”. The term includes, but is not Timited to, alerstion or trineation aueh that

no mere thap the last four digits of 2 Social Security number, driver’s Heense number,
Stute identifieation-card sumber or aceount sumber s scoessible as part-of the data.

S@iate agency.” Any agency, bogrd, commission, authority or depariment of the

“Commonwealth and the General Assembly.

2005, Dee. 22, P.L, 474, Noo 04,8 2, effective in 180 days ;J:ama 20, 20061

§ 2303, Notification of breach

05 addivion ¢ffe

June 20, 2006,
(s} General rule—An entity that maintains, stores ov manages computerized data

that ifcludes personal nbrmabion shail provide notiee of any breach of the secnrity of
the system foliowing discovery of the breach of the security of the system to any
veident of this Commonwealth whose unencreypted and wiredacted personal information

was br is reasonably believed 1o have boen accessed and sequred by an unauthorized
person, Bxceptas provided in section 410t in order to take any measures necossany to
determine the scope of the Fonch and to restore the rensonahle integrity of the data
system, the notice shall be made without pnreasonable delay.  For the purpose of this
sepiion, o resident of this Sammonweaith may be determined to be an individual whose

pringipal mailing sddress, as reflected i the compiierized datu which iz maintaived,
stored of managed by the entity, ie in this Commonweadth,

(b} Encrypted information —An entity must provide notice of the breach if encrypt

. od information is accessed and aequived in an unenerypied form, i tho security breacn i

linked to & breach of the seewrity of the eneryption or if the seamrity Breach involves 2
person with access 10 the enervotion key - :

{¢) Vendor Avtification—A vendor that mintains, shores or manages computerized

Ants pn behalf of another entity Shall provide notice of afiy Yeench of the security systen

3

¥ the vendor maintalns,

comproniy

§ 2304, Exceplions

o Fune 20, 2005,

i aet may be delayed ¥ 2 law snforeemant agency

The notfention requived

iy peferencing this section that the

tifieaion will jmr inal or eivi estigation. The noofeation vequired by
this 20l shal b o afier the aw enforoenien agnEnty determines that it will nol

sationsl or homeland seoll

9005, Dec 22. P 1. 474 No 94, & doeliective in 150 dave Lhune 20, 200

]
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2305 TRADE AND

§ 2365, Notification of consumer reporting agencies

§ 2366, Preemption

2005 «

s act deals with subiect matter that is of
I Assembl t-thi hall
or

§ 2307. Notice exemption
2005 addition effective June 20, 2006.

(a) Information privacy or security policy—An entity that maintains its own
notification’ procedures as part of an information privacy or security poliey for the
tremtment of personal information and s consistent with the notics requiremnents of this
t shall be deemed to be in compliance with the netification requirements of this act if It
subjeet persons in aceordance with its policies in the event of a breach of

security of the system.

(b) Compliance with Federal requirements.—

(1} A financial institution that complies with the notification requirements pre-
seribed by the Federal Interageney Guidance on Response Programs for Unautho-
vized Access to Customer Informations snd Customer Notice is deemed fo be in
compliance with:this set.

trements or procedures
tzblished by the entity’
primary or functional Federal regulator shall be i compliance with this act,
2065, Dee: 22,21 474 No. 94, § 7, effective in 180 days [June 20, 20081

7

§ 2308 Civil relief

2005 addition effective June 20,2000,

Calation of this seb shall be deemed to be an unfaiy or deceptive set or practice In
Sulatiar nfthe vt of Decomber 17, 1968 (P.L. 1224, No. 2571, known 4s the Unfair
wide Praceices ano Consamer Protection Law. The Office of Attorney General shall

sive wuthority to bring an aetion under the Unfair Trade Procticed and
Uonsumer Protection Law for 3 viclation of this acl
2005 Dee. 22 P.L 474, No. 94, § 8, effective in 180 days LJane 20, 20061

LT3 PS8 § 201-Letseq

§ 2329, Applicability
2005 addition effective June 20, 2006,

This act shell apply o the discovery or notifieation of g breach 1 tie seeurity of
personal information data that oecurs on or after the effective date of this section,
2005, Do 22 P.L. 474 No. 94, & 29, effective in 180 days fdune 20, 20061
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