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NO. 162.  AN ACT RELATING TO THE PROTECTION OF PERSONAL INFORMATION. 

(S.284) 

It is hereby enacted by the General Assembly of the State of Vermont:  

Sec. 1.  9 V.S.A. chapter 62 is added to read: 

CHAPTER 62.  PROTECTION OF PERSONAL INFORMATION 

Subchapter 1.  General Provisions 

§ 2430.  DEFINITIONS 

The following definitions shall apply throughout this chapter unless otherwise required: 

(1)  “Business” means a sole proprietorship, partnership, corporation, association, limited liability 

company, or other group, however organized and whether or not organized to operate at a profit, including a 

financial institution organized, chartered, or holding a license or authorization certificate under the laws of this 

state, any other state, the United States, or any other country, or the parent, affiliate, or subsidiary of a financial 

institution, but in no case shall it include the state, a state agency, or any political subdivision of the state.   

(2)  “Consumer” means an individual residing in this state. 

(3)  “Data collector” may include, but is not limited to, the state, state agencies, political subdivisions of 

the state, public and private universities, privately and publicly held corporations, limited liability companies, 

financial institutions, retail operators, and any other entity that, for any purpose, whether by automated 

collection or otherwise, handles, collects, disseminates, or otherwise deals with nonpublic personal information.

(4)  “Encryption” means use of an algorithmic process to transform data into a form in which the data is 

rendered unreadable or unusable without use of a confidential process or key. 

(5)(A)  “Personal information” means an individual’s first name or first initial and last name in 

combination with any one or more of the following data elements, when either the name or the data elements 

are not encrypted or redacted or protected by another method that renders them unreadable or unusable by 

unauthorized persons: 

(i)  Social Security number; 

(ii)  Motor vehicle operator’s license number or nondriver identification card number; 

(iii)  Financial account number or credit or debit card number, if circumstances exist in which the 
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number could be used without additional identifying information, access codes, or passwords; 

(iv)  Account passwords or personal identification numbers or other access codes for a financial 

account. 

(B)  “Personal information” does not mean publicly available information that is lawfully made 

available to the general public from federal, state, or local government records. 

(6)  “Records” means any material on which written, drawn, spoken, visual, or electromagnetic 

information is recorded or preserved, regardless of physical form or characteristics. 

(7)  “Redaction” means the rendering of data so that it is unreadable or is truncated so that no more than 

the last four digits of the identification number are accessible as part of the data. 

(8)(A)  “Security breach” means unauthorized acquisition or access of computerized data that 

compromises the security, confidentiality, or integrity of personal information maintained by the data collector. 

(B)  “Security breach” does not include good faith but unauthorized acquisition or access of personal 

information by an employee or agent of the data collector for a legitimate purpose of the data collector, 

provided that the personal information is not used for a purpose unrelated to the data collector’s business or 

subject to further unauthorized disclosure. 

Subchapter 2.  Security Breach Notice Act 

§ 2435.  NOTICE OF SECURITY BREACHES 

(a)  This section shall be known as the Security Breach Notice Act. 

(b)  Notice of breach. 

(1)  Except as set forth in subsection (d) of this section, any data collector that owns or licenses 

computerized personal information that includes personal information concerning a consumer shall notify the 

consumer that there has been a security breach following discovery or notification to the data collector of the 

breach.  Notice of the breach shall be made in the most expedient time possible and without unreasonable delay, 

consistent with the legitimate needs of the law enforcement agency, as provided in subdivision (3) of this 

subsection, or with any measures necessary to determine the scope of the breach and restore the reasonable 

integrity, security, and confidentiality of the data system. 

(2)  Any data collector that maintains or possesses computerized data containing personal information of a 

consumer that the business does not own or license or any data collector that conducts business in Vermont that 

maintains or possesses records or data containing personal information that the data collector does not own or 

license shall notify the owner or licensee of the information of any security breach immediately following 
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discovery of the breach, consistent with the legitimate needs of law enforcement as provided in 

subdivision (3) of this subsection. 

(3)  The notice required by this subsection shall be delayed upon request of a law enforcement agency.  A 

law enforcement agency may request the delay if it believes that notification may impede a law enforcement 

investigation, or a national or homeland security investigation or jeopardize public safety or national or 

homeland security interests.  In the event law enforcement makes the request in a manner other than in writing, 

the data collector shall document such request contemporaneously in writing, including the name of the law 

enforcement officer making the request and the officer’s law enforcement agency engaged in the investigation.  

A law enforcement agency shall promptly notify the data collector when the law enforcement agency no longer 

believes that notification may impede a law enforcement investigation, or a national or homeland security 

investigation or jeopardize public safety or national or homeland security interests.  The data collector shall 

provide notice required by this section without unreasonable delay upon receipt of a written communication, 

which includes facsimile or electronic communication, from the law enforcement agency withdrawing its 

request for delay. 

(4)  The notice shall be clear and conspicuous.  The notice shall include a description of the following: 

(A)  The incident in general terms. 

(B)  The type of personal information that was subject to the unauthorized access or acquisition. 

(C)  The general acts of the business to protect the personal information from further unauthorized 

access or acquisition. 

(D)  A toll-free telephone number that the consumer may call for further information and assistance. 

(E)  Advice that directs the consumer to remain vigilant by reviewing account statements and 

monitoring free credit reports. 

(5)  For purposes of this subsection, notice to consumers may be provided by one of the following 

methods: 

(A)  Direct notice to consumers, which may be by one of the following methods: 

(i)  Written notice mailed to the consumer’s residence; 

(ii)  Electronic notice, for those consumers for whom the data collector has a valid e-mail address if: 

(I)  the data collector does not have contact information set forth in subdivisions (i) and (iii) of 

this subdivision (5)(A), the data collector’s primary method of communication with the consumer is by 

electronic means, the electronic notice does not request or contain a hypertext link to a request that the 
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consumer provide personal information, and the electronic notice conspicuously warns 

consumers not to provide personal information in response to electronic communications regarding security 

breaches; or 

(II)  the notice provided is consistent with the provisions regarding electronic records and 

signatures for notices as set forth in 15 U.S.C. § 7001; or 

(iii)  Telephonic notice, provided that telephonic contact is made directly with each affected 

consumer, and the telephonic contact is not through a prerecorded message. 

(B)  Substitute notice, if the data collector demonstrates that the cost of providing written or telephonic 

notice, pursuant to subdivision (A)(i) or (iii) of this subdivision (5), to affected consumers would exceed 

$5,000.00 or that the affected class of affected consumers to be provided written or telephonic notice, pursuant 

to subdivision (A)(i) or (iii) of this subdivision (5), exceeds 5,000, or the data collector does not have sufficient 

contact information.  Substitute notice shall consist of all of the following: 

(i)  conspicuous posting of the notice on the data collector’s website page if the data collector 

maintains one; and 

(ii)  notification to major statewide and regional media. 

(c)  In the event a data collector provides notice to more than 1,000 consumers at one time pursuant to this 

section, the data collector shall notify, without unreasonable delay, all consumer reporting agencies that compile 

and maintain files on consumers on a nationwide basis, as defined in 15 U.S.C. § 1681a(p), of the timing, 

distribution, and content of the notice.  This subsection shall not apply to a person who is licensed or registered 

under Title 8 by the department of banking, insurance, securities, and health care administration. 

(d)(1)  Notice of a security breach pursuant to subsection (b) of this section is not required if the data 

collector establishes that misuse of personal information is not reasonably possible and the data collector 

provides notice of the determination that the misuse of the personal information is not reasonably possible 

pursuant to the requirements of this subsection.  If the data collector establishes that misuse of the personal 

information is not reasonably possible, the data collector shall provide notice of its determination that misuse of 

the personal information is not reasonably possible and a detailed explanation for said determination to the 

Vermont attorney general or to the department of banking, insurance, securities, and health care administration 

in the event that the data collector is a person or entity licensed or registered with the department under Title 8 

or this title.  The data collector may designate its notice and detailed explanation to the Vermont attorney 

general or the department of banking, insurance, securities, and health care administration as “trade secret” if 
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the notice and detailed explanation meet the definition of trade secret contained in subdivision 317(c)(9) of 

Title 1. 

(2)  If a data collector established that misuse of personal information was not reasonably possible under 

subdivision (1) of this subsection, and subsequently obtains facts indicating that misuse of the personal 

information has occurred or is occurring, the data collector shall provide notice of the security breach pursuant 

to subsection (b) of this section. 

(e)  Any waiver of the provisions of this subchapter is contrary to public policy and is void and 

unenforceable. 

(f)  A financial institution that is subject to the following guidances, and any revisions, additions, or 

substitutions relating to said interagency guidance shall be exempt from this section: 

(1)  The Federal Interagency Guidance Response Programs for Unauthorized Access to Consumer 

Information and Customer Notice, issued on March 7, 2005, by the Board of Governors of the Federal Reserve 

System, the Federal Deposit Insurance Corporation, the Office of the Comptroller of the Currency, and the 

Office of Thrift Supervision; or 

(2)  Final Guidance on Response Programs for Unauthorized Access to Member Information and Member 

Notice, issued on April 14, 2005, by the National Credit Union Administration. 

(g)  Enforcement. 

(1)  With respect to all data collectors and other entities subject to this subchapter, other than a person or 

entity licensed or registered with the department of banking, insurance, securities, and health care 

administration under Title 8 or this title, the attorney general and state’s attorney shall have sole and full 

authority to investigate potential violations of this subchapter and to enforce, prosecute, obtain and impose 

remedies for a violation of this subchapter or any rules or regulations made pursuant to this chapter as the 

attorney general and state’s attorney have under chapter 63 of this title.  The attorney general may refer the 

matter to the state’s attorney in an appropriate case.  The superior courts shall have jurisdiction over any 

enforcement matter brought by the attorney general or a state’s attorney under this subsection. 

(2)  With respect to a data collector that is a person or entity licensed or registered with the department of 

banking, insurance, securities, and health care administration under Title 8 or this title, the department of 

banking, insurance, securities and health care administration shall have the full authority to investigate potential 

violations of this subchapter and to prosecute, obtain, and impose remedies for a violation of this subchapter or 

any rules or regulations adopted pursuant to this subchapter, as the department has under Title 8 or this title or 
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any other applicable law or regulation. 

(h)  Vermont law enforcement agencies, including the department of public safety, shall not be considered a 

data collector.  Except as provided in subdivisions (b)(2) and (b)(3) of this section, Vermont law enforcement 

agencies, including the department of public safety, shall be exempt from this subchapter.   

Subchapter 3.  Social Security Number Protection Act 

§ 2440.  SOCIAL SECURITY NUMBER PROTECTION 

(a)  This section shall be known as the Social Security Number Protection Act. 

(b)  Except as provided in subsection (c) of this section, a business may not do any of the following: 

(1)  Intentionally communicate or otherwise make available to the general public an individual’s Social 

Security number. 

(2)  Intentionally print or imbed an individual’s Social Security number on any card required for the 

individual to access products or services provided by the person or entity. 

(3)  Require an individual to transmit his or her Social Security number over the internet unless the 

connection is secure or the Social Security number is encrypted. 

(4)  Require an individual to use his or her Social Security number to access an internet website, unless a 

password or unique personal identification number or other authentication device is also required to access the 

internet website. 

(5)  Print an individual’s Social Security number on any materials that are mailed to the individual, unless 

state or federal law requires the Social Security number to be on the document to be mailed. 

(6)  Sell, lease, lend, trade, rent, or otherwise intentionally disclose an individual’s Social Security number 

to a third party without written consent to the disclosure from the individual, when the party making the 

disclosure knows or in the exercise of reasonable diligence would have reason to believe that the third party 

lacks a legitimate purpose for obtaining the individual’s Social Security number. 

(c)  Subsection (b) of this section shall not apply: 

(1)  When a Social Security number is included in an application or in documents related to an enrollment 

process, or to establish, amend, or terminate an account, contract, or policy; or to confirm the accuracy of the 

Social Security number for the purpose of obtaining a credit report pursuant to 15 U.S.C. § 1681(b)(2).  A 

Social Security number that is permitted to be mailed under this section may not be printed, in whole or in part, 

on a postcard or other mailer not requiring an envelope, or visible on an envelope without the envelope having 

been opened. 
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(2)  To the collection, use, or release of a Social Security number reasonably necessary for administrative 

purposes or internal verification. 

(3)  To the opening of an account or the provision of or payment for a product or service authorized by an 

individual. 

(4)  To the collection, use, or release of a Social Security number to investigate or prevent fraud; conduct 

background checks; conduct social or scientific research; collect a debt; obtain a credit report from or furnish 

data to a consumer reporting agency pursuant to the fair credit reporting act, 15 U.S.C. § 1681, et seq.; 

undertake a permissible purpose enumerated under Gramm Leach Bliley, 12 C.F.R. § 216.13-15; or locate an 

individual who is missing, is a lost relative, or is due a benefit, such as a pension, insurance, or unclaimed 

property benefit.  

(5)  To a business acting pursuant to a court order, warrant, subpoena, or when otherwise required by 

law, or in response to a facially valid discovery request pursuant to rules applicable to a court or administrative 

body that has jurisdiction over the disclosing entity. 

(6)  To a business providing the Social Security number to a federal, state, or local government entity, 

including a law enforcement agency, the department of public safety, and a court, or their agents or assigns. 

(7)  To a Social Security number that has been redacted. 

(8)(A)  To a business that has used, prior to January 1, 2007, an individual’s Social Security number in a 

manner inconsistent with subsection (b) of this section, which may continue using that individual’s Social 

Security number in that manner on or after January 1, 2007, if all of the following conditions are met: 

(i)  The use of the Social Security number is continuous.  If the use is stopped for any reason, 

subsection (b) of this section shall apply. 

(ii)  The individual is provided an annual disclosure that informs the individual that he or she has 

the right to stop the use of his or her Social Security number in a manner prohibited by subsection (b) of this 

section. 

(iii)  A written request by an individual to stop the use of his or her Social Security number in a 

manner prohibited by subsection (b) of this section is implemented within 30 days of the receipt of the request.  

There shall not be a fee or charge for implementing the request. 

(iv)  The person or entity does not deny services to an individual because the individual makes a 

written request pursuant to this subsection. 

(B)  Nothing in this subdivision (8) is intended to apply to the collection, use or dissemination of 
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Social Security numbers collected prior to January 1, 2007 and exempted from the provisions of 

subsection (b) of this section  pursuant to subdivisions (1) through (7) or (9) and (10) of this subsection. 

(9)  To information obtained from a recorded document in the official records of the town clerk or 

municipality. 

(10)  To information obtained from a document filed in the official records of the courts. 

(d)  Except as provided in subsection (e) of this section, the state and any state agency, political subdivision 

of the state, and agent or employee of the state, a state agency, or a political subdivision of the state, may not do 

any of the following: 

(1)  Collect a Social Security number from an individual unless authorized or required by law, state or 

federal regulation, or grant agreement to do so or unless the collection of the Social Security number or records 

containing the Social Security number is related to the performance of that agency’s duties and responsibilities 

as prescribed by law. 

(2)  Fail, when collecting a Social Security number from an individual in a hard copy format, to segregate 

that number on a separate page from the rest of the record, or as otherwise appropriate, in order that the Social 

Security number can be more easily redacted pursuant to a valid public records request. 

(3)  Fail, when collecting a Social Security number from an individual, to provide, at the time of or prior 

to the actual collection of the Social Security number by that agency, that individual, upon request, with a 

statement of the purpose or purposes for which the Social Security number is being collected and used. 

(4)  Use the Social Security number for any purpose other than the purpose set forth in the statement 

required under subdivision (3) of this subsection. 

(5)  Intentionally communicate or otherwise make available to the general public a person’s Social 

Security number. 

(6)  Intentionally print or imbed an individual’s Social Security number on any card required for the 

individual to access government services. 

(7)  Require an individual to transmit the individual’s Social Security number over the internet, unless the 

connection is secure or the Social Security number is encrypted. 

(8)  Require an individual to use the individual’s Social Security number to access an internet website, 

unless a password or unique personal identification number or other authentication device is also required to 

access the internet website. 

(9)  Print an individual’s Social Security number on any materials that are mailed to the individual, unless 
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a state or federal law, regulation, or grant agreement requires that the Social Security number be on the 

document to be mailed.  A Social Security number that is permitted to be mailed under this subdivision may not 

be printed, in whole or in part, on a postcard or other mailer not requiring an envelope, or visible on an 

envelope, without the envelope having been opened. 

(e)  Subsection (d) of this section does not apply to: 

(1)  Social Security numbers disclosed to another governmental entity or its agents, employees, 

contractors, grantees, or grantors of a governmental entity if disclosure is necessary for the receiving entity to 

perform its duties and responsibilities.  The receiving governmental entity and its agents, employees, and 

contractors shall maintain the confidential and exempt status of such numbers.  As used in this subsection, 

“necessary” means reasonably needed to promote the efficient, accurate, or economical conduct of an entity’s 

duties and responsibilities. 

(2)  Social Security numbers disclosed pursuant to a court order, warrant, or subpoena, or in response to a 

facially valid discovery request pursuant to rules applicable to a court or administrative body that has 

jurisdiction over the disclosing entity. 

(3)  Social Security numbers disclosed for public health purposes pursuant to and in compliance with 

requirements of the department of health under Title 18. 

(4)  The collection, use, or release of a Social Security number reasonably necessary for administrative 

purposes or internal verification.  Internal verification includes the sharing of information for internal 

verification between and among governmental entities and their agents, employees, contractors, grantees, and 

grantors. 

(5)  Social Security numbers that have been redacted. 

(6)(A)  A state agency or state political subdivision that has used, prior to January 1, 2007, an individual’s 

Social Security number in a manner inconsistent with subsection (d) of this section, which may continue using 

that individual’s Social Security number in that manner on or after January 1, 2007, if all of the following 

conditions are met: 

(i)  The use of the Social Security number is continuous.  If the use is stopped for any reason, 

subsection (d) of this section shall apply. 

(ii)  The individual is provided an annual disclosure that informs the individual that he or she has 

the right to stop the use of his or her Social Security number in a manner prohibited by subsection (d) of this 

section. 
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(iii)  A written request by an individual to stop the use of his or her Social Security number in a 

manner prohibited by subsection (d) of this section is implemented within 30 days of the receipt of the request.  

There shall not be a fee or charge for implementing the request. 

(iv)  The state agency or state political subdivision does not deny services to an individual because 

the individual makes a written request pursuant to this subdivision. 

(B)  Nothing in this subdivision (e)(6) is intended to apply to the collection, use or dissemination of 

Social Security numbers collected prior to January 1, 2007 and exempted from the provisions of subsection (d) 

of this section pursuant to subdivisions (1) through (5) or (7) through (11) of this subsection. 

(7)  Certified copies of vital records issued by the health department and other authorized officials 

pursuant to part 6 of Title 18. 

(8)  A recorded document in the official records of the town clerk or municipality. 

(9)  A document filed in the official records of the courts. 

(10)  The collection, use, or dissemination of Social Security numbers by law enforcement agencies and 

the department of public safety in the execution of their duties and responsibilities.  

(11)  The collection, use, or release of a Social Security number to investigate or prevent fraud; conduct 

background checks; conduct social or scientific research; collect a debt; obtain a credit report from or furnish 

data to a consumer reporting agency pursuant to the fair credit reporting act, 15 U.S.C. § 1681 et seq.; undertake 

a permissible purpose enumerated under Gramm Leach Bliley, 12 C.F.R. § 216.13-15; or locate an individual 

who is missing, is a lost relative, or is due a benefit, such as a pension, insurance, or unclaimed property benefit.

(f)  Any person has the right to request that a town clerk or clerk of court remove from an image or copy of 

an official record placed on a town’s or court’s internet website available to the general public or an internet 

website available to the general public to display public records by the town clerk or clerk of court, the person’s 

Social Security number, employer taxpayer identification number, driver’s license number, state identification 

number, passport number, checking account number, savings account number, credit card or debit card number, 

or personal identification number (PIN) code or passwords contained in that official record.  A town clerk or 

clerk of court is authorized to redact the personal information identified in a request submitted under this 

section. The request must be made in writing, legibly signed by the requester, and delivered by mail, facsimile, 

or electronic transmission, or delivered in person to the town clerk or clerk of court.  The request must specify 

the personal information to be redacted, information that identifies the document that contains the personal 

information and unique information that identifies the location within the document that contains the Social 
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Security number, employer taxpayer identification number, driver’s license number, state identification 

number, passport number, checking account number, savings account number, credit card number, or debit card 

number, or personal identification number (PIN) code or passwords to be redacted.  The request for redaction 

shall be considered a public record with access restricted to the town clerk, the clerk of court, their staff, or 

upon order of the court.  The town clerk or clerk of court shall have no duty to inquire beyond the written 

request to verify the identity of a person requesting redaction and shall have no duty to remove redaction for 

any reason upon subsequent request by an individual or by order of the court, if impossible to do so.  No fee 

will be charged for the redaction pursuant to such request.  Any person who requests a redaction without proper 

authority to do so shall be guilty of an infraction, punishable by a fine not to exceed $500.00 for each violation. 

(g)  Enforcement. 

(1)  With respect to businesses, the state, state agencies, political subdivisions of the state, and agents or 

employees of the state, a state agency, or a political subdivision of the state, subject to this subchapter, other 

than a person or entity licensed or registered with the department of banking, insurance, securities, and health 

care administration under Title 8 or this title, the attorney general and state’s attorney shall have sole and full 

authority to investigate potential violations of this subchapter, to enforce, prosecute, obtain, and impose 

remedies for a violation of this subchapter, or any rules made pursuant to this subchapter, and to promulgate 

rules under this subchapter, as the attorney general and state’s attorney have under chapter 63 of this title.  The 

attorney general may refer the matter to the state’s attorney in an appropriate case.  The superior courts shall 

have jurisdiction over any enforcement matter brought by the attorney general or a state’s attorney under this 

subsection. 

(2)  With respect to a person or entity licensed or registered with the department of banking, insurance, 

securities, and health care administration under Title 8 or this title, the department shall have full authority to 

investigate potential violations of this subchapter, and to prosecute, obtain and impose remedies for a violation 

of this subchapter or any rules adopted pursuant to this subchapter as the department has under Title 8 or this 

title, or any other applicable law or regulation. 

(3)  With respect to the information provided by the Vermont department of public safety and law 

enforcement agencies, and any agent or employee thereof, to the Vermont attorney general or state’s attorney 

pursuant to subdivision (1) of this subsection, the information provided or made available by the agency or 

department to the attorney general may be designated by the agency or department as confidential, and shall not 

be released under the provisions of 1 V.S.A. § 317.   
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Subchapter 4.  Document Safe Destruction Act 

§ 2445.  SAFE DESTRUCTION OF DOCUMENTS CONTAINING  

              PERSONAL INFORMATION 

(a)  As used in this section: 

(1)  “Business” means sole proprietorship, partnership, corporation, association, limited liability company, 

or other group, however organized and whether or not organized to operate at a profit, including a financial 

institution organized, chartered, or holding a license or authorization certificate under the laws of this state, any 

other state, the United States, or any other country, or the parent, affiliate, or subsidiary of a financial 

institution, but in no case shall it include the state, a state agency, or any political subdivision of the state.  The 

term includes an entity that destroys records. 

(2)  “Customer” means an individual who provides personal information to a business for the purpose of 

purchasing or leasing a product or obtaining a service from the business. 

(3)  “Personal information” means the following information that identifies, relates to, describes, or is 

capable of being associated with a particular individual: his or her signature, Social Security number, physical 

characteristics or description, passport number, driver’s license or state identification card number, insurance 

policy number, bank account number, credit card number, debit card number, or any other financial 

information. 

(4)(A)  “Record” means any material, regardless of the physical form, on which information is recorded 

or preserved by any means, including in written or spoken words, graphically depicted, printed, or 

electromagnetically transmitted. 

(B)  “Record” does not include publicly available directories containing information an individual has 

voluntarily consented to have publicly disseminated or listed, such as name, address, or telephone number. 

(b)  A business shall take all reasonable steps to destroy or arrange for the destruction of a customer’s 

records within its custody or control containing personal information which is no longer to be retained by the 

business by shredding, erasing, or otherwise modifying the personal information in those records to make it 

unreadable or indecipherable through any means for the purpose of: 

(1)  ensuring the security and confidentiality of customer personal information; 

(2)  protecting against any anticipated threats or hazards to the security or integrity of customer personal 

information; and 

(3)  protecting against unauthorized access to or use of customer personal information that could result in 
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substantial harm or inconvenience to any customer. 

(c)  An entity that is in the business of disposing of personal financial information that conducts business in 

Vermont or disposes of personal information of residents of Vermont must take all reasonable measures to 

dispose of records containing personal information by implementing and monitoring compliance with policies 

and procedures that protect against unauthorized access to or use of personal information during or after the 

collection and transportation and disposing of such information. 

(d)       This section does not apply to any of the following: 

(1)  Any bank, credit union, or financial institution as defined under the federal Gramm Leach Bliley law 

that is subject to the regulation of the Office of the Comptroller of the Currency, the Federal Reserve, the 

National Credit Union Administration, the Securities and Exchange Commission, the federal deposit insurance 

corporation, the office of thrift supervision of the U.S. department of the treasury, or the department of banking, 

insurance, securities, and health care administration and is subject to the privacy and security provisions of the 

Gramm Leach Bliley Act, 15 U.S.C. § 6801 et seq. 

(2)  Any health insurer or health care facility that is subject to and in compliance with the standards for 

privacy of individually identifiable health information and the security standards for the protection of electronic 

health information of the Health Insurance Portability and Accountability Act of 1996. 

(3)  Any consumer reporting agency that is subject to and in compliance with the Federal Credit 

Reporting Act, 15 U.S.C. § 1681 et seq., as amended. 

(e)  Enforcement. 

(1)  With respect to all businesses subject to this section, other than a person or entity licensed or 

registered with the department of banking, insurance, securities and health care administration under Title 8 or 

this title, the attorney general and state’s attorney shall have sole and full authority to investigate potential 

violations of this section, and to prosecute, obtain and impose remedies for a violation of this section, or any 

rules adopted pursuant to this section, and to promulgate rules under this act, as the attorney general and state’s 

attorney have under chapter 63 of this title.  The superior courts shall have jurisdiction over any enforcement 

matter brought by the attorney general or a state’s attorney under this subsection. 

(2)  With respect to a person or entity licensed or registered with the department of banking, insurance, 

securities, and health care administration under Title 8 or this title to do business in this state, the department of 

banking, insurance, securities, and health care administration shall have full authority to investigate potential 

violations of this act, and to prosecute, obtain, and impose remedies for a violation of this act, or any rules or 
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regulations made pursuant to this act, as the department has under Title 8 and this title, or any other 

applicable law or regulation. 

Sec. 2.  13 V.S.A. § 5353(c) is amended to read: 

(c)  The application for compensation shall be signed by the applicant and shall contain at least the following 

information which shall be provided subject to the penalties of perjury: 

* * * 

(4)  When reasonably available, copies of all law enforcement reports and reports from all health care 

providers who treated or examined the victim at the time of or after the crime or who treated or examined the 

dependent. 

(5)  The applicant’s Social Security number for the purpose of making cash payment to the applicant in 

accordance with section 5356 of this title. 

Sec. 3.  REPEAL 

13 V.S.A. § 7043(d)(2)(B) (use of a criminal offender’s Social Security number) is repealed. 

Sec. 4.  13 V.S.A. § 5362(c) is amended to read: 

(c)  The restitution unit shall have the authority to: 

* * * 

(3)(A)  Share and access information, consistent with Vermont and federal law, from the court, the 

department of corrections, the department of motor vehicles, the department of taxes, and the department of 

employment and training labor in order to carry out its collection and enforcement functions. 

(B)  Provide information to the department of corrections concerning supervised offenders, including 

an offender's restitution payment history and balance, address and contact information, employment 

information, and information concerning the restitution unit's collection efforts. 

(C)  The restitution unit is specifically authorized to collect, record, use, and disseminate Social 

Security numbers as needed for the purpose of collecting restitution and enforcing restitution judgment orders 

issued by the court. 

Sec. 4a.  EXTENSION OF SUNSET; CONFIDENTIALITY AND 

              NONCOMMERCIAL DISTRIBUTION OF CERTAIN TAX  

              RECORDS AND DATA 

Sec. 6 of Act No. 158 of the Acts of 2004 as amended by Sec. 54c of Act No. 71 of the Acts of 2006 (2005 

Adj. Sess.) is further amended to read: 
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Sec. 6.  SUNSET 

This act shall expire on June 30, 2006 2007, and sections of the Vermont Statutes Annotated which are 

amended by this act shall revert to the language in effect prior to the effective date of this act.  

Sec. 5.  SUNSET 

9 V.S.A. § 2435(h) (exemption for law enforcement agencies from security breach notice act) shall be 

repealed June 30, 2008. 

Sec. 6.  EFFECTIVE DATE 

(a)  This act, except for 9 V.S.A. § 2440, shall take effect January 1, 2007. 

(b)  9 V.S.A. § 2440 shall take effect July 1, 2007. 

Approved:  May 18, 2006 

 
Published by: 

The Vermont General Assembly  
115 State Street  

Montpelier, Vermont  

  
www.leg.state.vt.us
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