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WIRETAPPING

Murray v Financial Visions, Inc.

No. CV-07-2578-PHX-FJM, District Court Arizona, 7 November 2008 (opinion)

A US court rules that no interception of electronic coommunications can occur for the
purposes of liability under the Wiretap Act once the communication is in electronic

is covered by the Stored Communications Act.

storage, and if in storage, interception

The law governing third parties’
access to private internet
communications has been a
perennial source of confusion for
service providers and lawyers.
Courts have struggled to resolve
whether an email acquired by a
third party during the process of
transmission from sender to
recipient is subject to the strict
rules of the Wiretap Act', or the
less stringent provisions of the
Stored Communications Act
(SCA)? both of which are parts of
the Electronic Communications
Privacy Act. The confusion arises
from the fact that every email is
actually stored temporarily -
usually only for milliseconds -
numerous times between the time
it leaves the sender and the time it
arrives in the recipient’s inbox.
Thus, when a third party - whether
a duly authorized police officer, a
hacker, an employee of the service
provider, or someone else - obtains
that email during transmission, it
is not always clear whether that
acquisition was an ‘intercept’
governed by the Wiretap Act, an
acquisition of an email ‘in storage’
governed by the SCA, or both.

In Murray v Financial Visions,
Inc.?, the US District Court for the
District of Arizona recently
revisited this question. The court
found that the acquisition of email
during transmission will almost
always involve access to email in
temporary storage and therefore
fall within the purview of the SCA
and not the Wiretap Act. This is in
direct conflict with a decision by
the First Circuit, United States v.
Councilman®’. However, the Murray
court also stated that ‘certain email
interceptions may still fall within
the Wiretap Act”, further
muddying the already opaque
waters. Until this issue is resolved
by the Supreme Court or the
statutes are amended by Congress,
the confusion is likely to continue.
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Background

The Wiretap Act states that any
person (other than authorized
government officials, the parties to
a communication, and
communications service providers)
who ‘intentionally intercepts,
endeavors to intercept, or procures
any other person to intercept or
endeavor to intercept, any wire,
oral, or electronic communication’
shall be subject to fines,
imprisonment, and/or civil suits".
‘Intercept’ has been interpreted by
courts as applying only to the
acquisition of communications
during the transmission process’.
The SCA creates similar penalties
for intentional, unauthorized
access to ‘a wire or electronic
communication while it is in
electronic storage™. However, the
minimum civil damages available
under the Wiretap Act are
generally greater than those
available under the SCA. The
Wiretap Act’s exemption for service
providers is also narrower than the
SCAYs’.

When it comes to government
investigations, the Wiretap Act sets
stricter rules for intercepting email
communications than the SCA
does for accessing stored emails.
Thus, the SCA permits the
government to obtain emails
stored for 180 days or less with a
search warrant based on probable
cause to believe a crime has been
or is being committed". Emails
stored for longer can be obtained
more easily, with a court order
based on a showing that the emails
are ‘relevant and material’ to an
ongoing criminal investigation or
with a mere subpoena (as long as
notice is first given to the
subscriber of the email service,
absent authorization to delay
notification)". In contrast, an
intercept or ‘wiretap’ order can be
obtained only upon a showing of
probable cause to believe that one
of a list of enumerated serious

crimes has been or is being
committed, and only if the
government can state that other
investigative methods have been
tried and were unsuccessful or
would be unlikely to succeed or
would be too dangerous®. Wiretap
orders also require the government
to ‘minimize’ (i.e., not record, or
delete) the interception of
communications unrelated to the
crime under investigation"”. The
difference between ‘intercepting’ an
email in transmission and
accessing it while in storage is thus
a significant one for the
government, as well as private
actors.

The confusion about whether an
email is in transmission or storage
stems from a combination of the
nature of electronic
communications and the statutes’
expansive definition of ‘electronic
storage’. When a person sends an
email, the email is split into
‘packets, which are then
transmitted from computer to
computer over the internet. At
several points along the way, the
packets are reassembled,
temporarily stored, and then
repackaged and sent along toward
the destination. Every email thus
moves temporarily in and out of
storage as it moves from the sender
to the recipient’s inbox. Yet, this
entire process normally takes only
seconds, meaning that each storage
point might last only milliseconds.
The Wiretap Act and the SCA,
however, define ‘electronic storage’
broadly, as including ‘any
temporary, intermediate storage of
a wire or electronic
communication incidental to the
electronic transmission thereof™*.
Thus, if the definition is read
literally, the SCA would appear to
cover not only the acquisition of
emails ‘stored’ by the recipient in
his inbox (or the sender’s outbox)
after the transmission, but also the
interception of an email while it
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was still in the process of
transmission, since intercepts
would normally occur at a place of
temporary storage.

If such a reading is correct, then
one of two odd outcomes follows,
either:
® the Wiretap Act and the SCA are
redundant when it comes to
acquiring emails in transmission -
which makes it difficult to explain
why Congress provided for greater
damages under the Wiretap Act
than the SCA, or why Congress
made it more difficult for the
government to get a wiretap order
than an order for stored emails in
criminal investigations; or
® the Wiretap Act simply does not
apply to the vast majority of emails
- which does not seem at all what
Congress intended when it
included electronic
communications within the
Wiretap Act’s definition of
‘intercept’™.

The First Circuit has essentially
taken the first approach, holding
(in an en banc decision) that access
to email messages stored
temporarily as part of the
transmission process is covered by
the Wiretap Act as well as the
SCA". The court there found that
neither the terms of the Wiretap
Act nor traditional canons of
statutory interpretation clearly
resolved the issue. The court
therefore resorted to the legislative
history to divine Congress’ intent.
The court found ‘no indication’
that Congress ‘meant to exclude
the type of storage used during
transmission” from the Wiretap
Act’s scope. The court concluded
that the term ‘electronic
communication’ included
‘transient electronic storage that is
intrinsic to the communication
process for such communications’.
Since the communications at issue
were ‘electronic communications),
according to the court, they fell
under the scope of the Wiretap
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Act. The court also rejected the
argument that because the
acquisition of emails in storage is
explicitly covered by the SCA, such
acquisition could not
simultaneously be governed by the
Wiretap Act. The court concluded
that both statutes could cover the
same conduct, and the government
could choose which one to
prosecute under.

Ruling

In Murray v Financial Visions,
however, a district court in Arizona
ruled that unauthorized access to
email stored temporarily during
transmission is subject only to the
SCA, and not the Wiretap Act.
Patricia Murray, her husband
Robert Ortiz and their business,
Murray Financial LLC, sued
Principal Financial Group, Inc - for
which Ms. Murray sold ‘securities
and other investment products’ -
and Financial Visions, Inc. - which
provided the plaintiffs with website
and email services and was one of
Principal’s approved vendors”. In
an apparent effort to comply with
US Securities and Exchange
Commission record-keeping
requirements, Principal requested
that Financial Visions and other
approved vendors ‘intercept and
automatically transmit all email
sent from or received by any
Principal representatives), including
Ms. Murray". After Ms. Murray
learned that her emails had been
intercepted, she, her husband and
their company filed a putative class
action for violations of the Wiretap
Act against Principal, Financial
Visions and the other approved
vendors. However, the plaintiffs did
not allege any violations of the
SCA. The defendants moved for
judgment on the pleadings,
arguing that the plaintiffs ‘failed to
state a valid claim under the
Wiretap Act because the
intercepted email messages were in
‘electronic storage’...and therefore

were not subject to the Wiretap
Act™™.

Relying on the Ninth Circuit’s
ruling in Konop v. Hawaiian
Airlines, Inc.”, a case involving
unauthorized access to a secure
website, the court in Murray held
that an interception of electronic
communications is unlawful under
the Wiretap Act only if it is
‘acquired during transmission, not
while it is in electronic storage™'.
Thus, ‘[n]o interception can occur,
for purposes of liability under the
Wiretap Act, once the
communication is in ‘electronic
storage’”. However, the court
continued, ‘[e]mail and other
electronic communications are
stored at various junctures in
various computers between the
time the sender types the message
and the recipient reads it™.
Therefore, the court reasoned, any
acquisition of an email while it is
in this ‘temporary, intermediate’
storage ‘incidental to the electronic
transmission’ is covered only by the
SCA - and not the Wiretap Act™.

The court recognized that this
meant that ‘the Wiretap Act would
have “virtually no effect” on email
interceptions’, since most emails
would be accessed from a point of
temporary storage. However,
relying on a decision by the
Eleventh Circuit, the court found
that ‘[t]here [remains] a narrow
window during which an E-mail
interception may occur-the
seconds or mili-seconds [sic]
before which a newly composed
message is saved to any temporary
location following a send
command™. The court therefore
concluded that ‘even under the
narrow reading adopted by the
Ninth Circuit, certain email
interceptions may still fall within
the Wiretap Act’”. Because the
plaintiffs had not alleged that any
of the intercepted email ‘was ever
in electronic storage, the court held
that it was ‘not prepared at this
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early stage of the proceedings to
conclude as a matter of law that
[the plaintiffs’] email transmissions
necessarily involved ‘electronic
storage’ so as to defeat [their]
claims™. Accordingly, the court
denied the defendants’ motion for
judgment on the pleadings.

The differences among the courts
over how to reconcile the ‘complex,
often convoluted’ intersection of
the Wiretap Act and the SCA”, are
likely to continue until the courts
of appeals come to a consensus, the
Supreme Court resolves the issue
once and for all, or Congress
amends the statutes. In the
meantime, service providers and
lawyers will need to tread carefully
when confronted with the issue of
whether the acquisition of email by
government agent, a hacker, or
some other party is covered by the
Wiretap Act, the SCA, or both.

Michael Vatis Partner
Steptoe & Johnson LLP
mvatis@steptoe.com

1.18 U.S.C. §§ 2510-2522.

2.18 U.S.C. §§ 2701-2712.
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November 2008) (slip op.).

4. 418 F.3d 67 (1st Cir. 2005).

5. Murray, slip op. at 9.

6. 18 U.S.C. §§ 2511 (1)(a), 2520(a).

7. The Wiretap Act’s definition of
‘intercept’ is actually not very clear, as it
defines the term simply as ‘the aural or
other acquisition of the contents of any
wire, electronic, or oral communication
through the use of any electronic,
mechanical, or other device’, without any
reference to acquisitions of
communications in transmission or in
storage (18 U.S.C. § 2510 (4)).
Nevertheless, courts have generally held
that ‘intercept’ applies to the acquisition
of communications only during the
transmission process, not while in
storage. See Konop v. Hawaiian Airlines,
Inc., 302 F.3d 868 (9th Cir. 2002).

8.18 U.S.C. §§ 2701 (a), 2707 (a).

9. Compare 18 U.S.C. § 2511(2)(a)()
(exempting from the prohibition those
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service provider that are ‘a necessary
incident to the rendition of his service or
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(broadly exempting from the SCA's
prohibition any ‘conduct authorized...by
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