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I. Introduction

On the calendar of an academic, the closing weeks of August mean that a new semester is about to start. To stand at a podiu
late summer is to recall the sensation of excitement and apprehension of gathering notes and texts and entering the classroor
begin the school year.

For me, no memory of teaching is more vivid than my first year. After finishing school, | had spent two years at the Federal Tre
Commission working in the Office of Policy Planning and Evaluation. When | arrived at the University of Miami as an assistant
professor in 1976, my first assignments were to teach Contracts and then Antitrust.

Contracts came first in time and set a pattern that continued. | taught Contracts before | taught Antitrust. In the 1980s, | directe
FTC's Bureau of Consumer Protection before | headed the Bureau of Competition. When | became Chairman two years ago, !
prospect of shaping the agency's consumer protection program was no less an inducement than making competition policy.

My early years teaching Contracts deeply influenced my views about consumer protection. Contract law and theory are the
antecedents of modern consumer protection. The first-year Contracts course forces you to address three basic questions abo
private bargaining that have powerful implications for consumer protection:

e Why should the state enforce private promises?
o What role should the state play in defining and enforcing the rules for private exchange?
e How should the relevant public institutions be designed?

These questions resonate as powerfully today as they did for me almost 30 years ago. Continuing to revisit and answer these
questions is essential to the FTC's efforts to build consumer protection programs that best serve consumer interests.

Today, | want to examine these and related inquiries as part of a broader effort to present my vision for the FTC's consumer
protection mission. This presentation is a companion to earlier ones that examined the design and implementation of the
Commission's competition policy mission(1) and the exercise of the FTC's special role in advancing economic analysis and ag
that economic learning to law enforcement and the agency's other policy instruments.(2) As with previous papers, | wish to go



beyond simply reciting recent FTC activities and provide my perspective on the rationale for how the agency should formulate
consumer protection policy.

| will proceed in three parts. The first describes the philosophy underlying a sound consumer protection program. The second
segment discusses how that philosophy animates the design of specific, recent FTC consumer protection initiatives. The
presentation concludes by discussing the critical importance to sensible policymaking of what we call the Commission's resea
development function - the systematic effort to improve the base of knowledge that informs the agency's diverse initiatives in t
of changes in the economic and policymaking environment at home and abroad.

Il. General Principles
A. Economic and legal underpinnings and the role of the FTC

How do competition, consumer protection, and the Federal Trade Commission fit into the larger picture of the American econc
As much as | believe in the great value of the Commission to the U.S. economy, it is not immediately obvious why there is a n
a federal competition and consumer protection agency. It is obvious that any society must first make the fundamental choice ¢
economic system, whether it be competition through free enterprise and open markets, command-and-control regulation, or pi
collective ownership. As you know, the United States has largely chosen free enterprise and markets as the organizing princir
our economy. Free enterprise, however, does not mean a system without rules. Any market economy also needs a well-speci
structure of property rights, contract law, and other rules of conduct.(3)

One can envision the American economic system as a three-legged stool: a first leg of competition based on free enterprise w
second leg the legal structure of contract, property, and other private law that largely focuses on the relative rights of particula
parties. A two-legged stool will not be very stable. Likewise, markets and private legal rights, while indispensable to the Ameri
economic system, may falter in key respects. These legs can better support the American economic system when buttressed
third leg.(4) Public agencies - entrusted to promote consumer welfare by preserving competition and protecting consumers - w
this third leg, reinforcing the other two. | will elaborate on the strengths and limitations of the first two legs, competition and pri
law, and how agencies, like the Federal Trade Commission, function as a third leg to complement these strengths and compe
for the limitations of these other institutions.(5)

B. Leg 1: Competition and its limits

Competition presses producers to offer the most attractive array of price and quality options possible. In competitive industries
imperative to gain new sales by satisfying consumer needs increases the choices available. In competitive markets, when
consumers dislike the offerings of one seller, they can turn to others. This ability to shift expenditures imposes a rigorous disci
on each seller to satisfy consumer preferences. Competition does more than simply increase choices for consumers, howevel
motivates sellers to provide truthful, useful information about their products(6)

and drives them to fulfill promises concerning price, quality, and other terms of sale.(7) Consumers can punish a seller's decel
failure to fulfill a promise by voting with their feet - and their pocketbooks. This punishment is usually swift for sellers of produc
purchased frequently whose qualities purchasers can readily evaluate.(8)

For products purchased infrequently, for which an individual consumer cannot usually rely on personal experience to evaluate
seller's truthfulness, private institutions can help provide the information that augments or substitutes for such experience. For
example, third-party evaluations, such as Consumer Reports magazine, provide information on cars and appliances, which ar
average consumer may buy once every five, ten, or even twenty years.(9) In addition, rivals may emphasize the gap between
competitor's promises and the product it delivers. Reputation is also important to sellers,(10) and items like company brands &
logos implicitly convey quality and other important product information.(11)

Sometimes robust competition alone will not punish or deter seller dishonesty or reneging. For products called "credence goot
consumers cannot readily use their own experiences to assess whether the seller's quality claims are true.(12) Typical consur
know whether a food product "tastes great;" they cannot judge whether consuming the same product reduces the risk of canc
whether the cost of a car repair included items not necessary to restore the vehicle to its full capacity. Private rating systems
do the creation of regional or national firms with established reputations that would be severely damaged through exposure of
or fraud. Nevertheless, when information is costly to produce and to use, these market mechanisms will not correct all problen
Moreover, in certain circumstances, competing firms may not have strong incentives to identify their rivals' misrepresentations
would highlight a deficiency common to all such products.(13)

For credence goods, the market may not identify and discipline a deceptive seller because the product's qualities are so diffict
measure.(14) Moreover, a product market with special attributes - consumers cannot determine quality before purchase, highe
quality products cost more to produce than lower quality products, and firms cannot credibly guarantee quality - may become .
"lemons market" in which only low-quality products are sold.(15) Under these circumstances, the market mechanism may bre:



down because, in the presence of information asymmetries, no seller can convince consumers that it is offering a high-quality
product. Consumers would pay higher prices for better quality products if they could readily identify them; because they cannc
producers cannot recoup the additional costs of manufacture. Fortunately, these markets appear to be virtually nonexistent.(1

Legitimate companies care about how consumers regard them. They count on repeat business and word-of-mouth endorsem:
increase sales. By contrast, the commercial thief loses no sleep over its standing in the community and is unconcerned about
business. The fraudsters - as we call them - cheat consumers, grab the revenues, and disappear from sight, often to re-emerg
another guise to steal again.

When market forces cannot overcome these threats to consumer welfare, e.g., because some sellers are unconcerned about
business and reputation or because deception is difficult to detect because of information asymmetries, there are other ways 1
regulate exchanges. The second leg of the stool, private legal rights, not only complements the competitive market, it can alsc
overcome, or at least mitigate, some of these market problems.

C. Leg 2: Private legal rights and their limits

One of the crucial roles for government is to define and allocate property rights. Courts - and government agencies - can both
useful in defining and protecting those rights. The triad of property, contract, and tort law provide a basic set of legal rules pen
ownership, voluntary transference, and protection from involuntary transactions. David Hume's treatise on human nature spec
"three fundamental rules of nature, that of the stability of possession, of its transference by consent, and of the performance o
promises."(17)

If parties could breach without legal consequence, the voluntary exchange of promises of future performance would not disap)
however.(18) Indeed, before the rise of formal contract law, an active system of voluntary exchanges existed, in which people
credit bureaus, bonding, reliance on experience from past dealings, and similar devices to ensure performance.(19) Neverthel
compared to the system of contract law that developed, the alternative system was probably inefficient because it was almost
certainly more costly.(20) Credit bureaus and bonding, for example, increase the cost of contracting, at least by the fact that tt
parties need another contract to protect themselves from the consequences of breach. In some cases - those economists like
"at the margin" - the costs would be so high that certain exchanges would not be made at all.

One of the most useful roles for the government is to provide what are called default rules - terms that apply when the parties
explicitly specify otherwise. The more efficient these rules, the greater the scope for exchange and thus the greater the gain ir
consumer welfare. When contracts are formed, even in the most complex transactions, parties do not find it useful to define th
terms for every contingency possible. Instead, courts, legislatures, and agencies have developed default rules that are like bu
off-the-rack clothing rather than specially tailored clothes. Rather than writing your own contract, you get it "off the rack," as it
come down in the judicial and legislative pronouncements.(21) Many of these rules of exchange are so basic - for example, ru
against fraud, breach of contract, and deceptive advertising - that we do not even think about them as rules at all. In this way,
and increasingly sophisticated common law has evolved to govern consumer and other commercial transactions.

There are transaction costs involved in negotiating, forming, and enforcing contracts, however. Moreover, as is well known, re
courts for enforcement of consumer transactions is often economically infeasible. When disputes involve small losses to consi
private lawsuits are not a rational economic option for most because the costs, including non-pecuniary ones, associated with
far outweigh any likely redress. Class actions also suffer from structural problems that increase the risk of outcomes - such as
inadequate consumer redress and excessive attorneys fees - that fail to protect consumer welfare adequately.(22) Further, sn
claims courts often do not sufficiently reduce the costs of litigation.(23)

Market factors, such as a business's concerns about repeat business and reputation, can augment the effectiveness of comm
and overcome some of the incentives a seller might otherwise have to dishonor its agreements. In return, common law can
complement the operation of the market. For example, having a judicial remedy reduces the risk of engaging in a transaction \
new entrant to a market, allowing the transaction to take place at lower cost.(24) This remedy encourages market participants
patronize new entrants, with whom they have not previously transacted business, who have no prior pattern of repeat dealing,
who have not yet established a reputation.

In some cases, even market forces and common law together may be insufficient to discipline bad actors. One can easily ima
sellers unconcerned about repeat customers or reputation, or who make product claims that are difficult to verify, and who rely
fact that few injured consumers will undertake the often difficult task of suing to vindicate their rights.

D. Leg 3: Government agencies, including the Federal Trade Commission

When the ability of common law to protect consumers' rights falters, as when injury claims are small individually but significant
aggregate, and market forces are ineffective for the reasons discussed earlier, another institution may overcome these weakn
and thereby reinforce the effectiveness of competitive markets and common law. Public agencies - entrusted to promote cons



welfare by preserving competition and protecting consumers - work as a third leg of the stool, reinforcing these other two legs
support of the market economy.(25)

How the FTC supports competition (leg 1)

Our faith in the market is firmly grounded in the principle that free enterprise and competition best guarantee commercial freec
economic efficiency, and consumer welfare. The United States has chosen antitrust law to provide the governing rules for
competition in most sectors of the economy. Competition policy protects consumers, not competitors.(26) Antitrust law helps
maintain effective competition by prohibiting conduct that unreasonably restricts markets. | view antitrust law as "a form of reg
that competes with other regulatory structures"(27) and, in most instances, makes direct regulation unnecessary. The other of
addressing market imperfections is comprehensive sectoral regulation, which ordinarily entails strict controls on prices, entry,
conduct. For various segments of our economy, state and federal governments have adopted this latter strategy, often at gree

Consumer protection policy also has a vital role in supporting markets. It helps ensure that consumers can make well-informe:
decisions about their choices and that sellers will fulfill their promises and not increase sales by lying about their products. Tht
prevention of deception helps consumers in two ways: first, most obviously, by deterring deceptive sellers; and second by mal
easier for honest sellers to make credible claims about their products.

Thus, loss of sales to a dishonest competitor is not the only harm the dishonest inflict on legitimate businesses. If many seller:
about their products, a pernicious atmosphere of consumer distrust may develop. Such an atmosphere harms society in sevel
ways. Deceit by one group of sellers may lead consumers to doubt the integrity of an entire industry or to distrust markets gen
(28) Deception by Internet sellers, for example, could discourage consumers from using the Internet to gather information and
purchases. In such a world, truthful sellers must resort to extraordinary measures to persuade consumers of their honesty. Ev
honest suppliers take such precautions to show their trustworthiness, some consumers may avoid purchases that otherwise w
improve their well-being. By striving to keep sellers honest, consumer protection policy does more than safeguard the interest
individual victim - it serves the interest of consumers generally and facilitates competition.

How the FTC supports the common law (leg 2)

Under the FTC Act, we seek to stop unfair or deceptive acts or practices, thereby helping to reinforce the common law rules o
exchange. Simply stated, the core of modern consumer protection policy is to protect consumer sovereignty by attacking prac
that impede consumers' ability to make informed choices, such as fraud, unilateral breach of contract, and unauthorized billing
As discussed above, resort to courts for enforcement for consumer transactions often does not work well when many consum:
suffer small injury. While private class actions can provide some relief for class members, the FTC can act in the interest of all
consumers, free from the conflicting incentives in current class actions. In addition, administrative agencies, like the FTC, haw
developed areas of expertise, such as interpreting implied claims in advertising,(30) that provide an advantage over courts wh
ruling on consumer matters involving certain complex issues.

The Commission also can go beyond enforcing a particular contract provision to provide "rules of the game" that reduce const
harm in the future. The Commission can establish new default rules and procedures for transference of rights when it is othen
difficult to do so0.(31)

Once these new rules of exchange are established, if transaction costs are low, parties can more easily transfer these rights.(
E. Why the FTC is uniquely well suited for this role

Earlier this year, | discussed how to improve the economic foundations of antitrust, concluding that antitrust analysis, if perforr
correctly, uses a careful, fact-based economic approach grounded in a thorough understanding of the relevant institutions.(33
antitrust enforcement and litigation, the FTC routinely analyzes specific industry details and institutional arrangements. The ac
methodology is analogous to case studies and, in its finest form, pays proper attention to the institutions that influence compet
Beyond the context of individual enforcement matters, careful case studies have enriched our understanding of such issues a:
market power and efficiencies, contributing to improvements in antitrust policy.(34) The Commission has certain institutional
attributes - such as having a Bureau of Economics with over 70 professional economists - that make it well suited to apply this
approach, not only for competition but for consumer protection as well.

Both consumer protection and competition serve the common aim of improving consumer welfare, and they naturally complen
each other. A focus on competition theory that excludes consumer protection is not only shortsighted but, given the growing
importance of consumer issues, can ultimately be self-defeating. Consumer protection policy that ignores the impact on comp
can result in a cure worse than the disease. The true measure of our contribution to the economy is our progress in increasing
consumer welfare overall. Thus, well-conceived competition and consumer protection policies should take complementary pat
the goal of promoting consumer welfare.



There may be multiple ways to ensure that competition and consumer protection policy work together. Experience has shown
beneficial not only to use this approach but also to combine both the competition and the consumer protection functions in a s
public institution.(35) Our experience at the Federal Trade Commission suggests several synergies from this arrangement.(36

First, the consumer protection function can provide useful insights about how to execute competition policy. In several importe
instances, enforcement of our laws concerning advertising and marketing practices has improved our understanding of how
operate. For example, the development of our health care antitrust agenda benefitted from what we learned about the mannet
which truthful advertising informs consumer choice.

Thus, when we studied the effect of advertising and commercial practice restrictions on the business of optometry in our cons
protection mission, we proposed Consumer Protection Trade Regulation Rules to challenge those restrictions and also pursue
several antitrust challenges to attempts by professions to restrict new ways of delivering their services. We continue to share \
we have learned as part of our competition advocacy program. Recently, the FTC staff argued in comments to a state board tI
sellers of replacement contact lenses should not be subject to state professional licensing requirements because the possible
to consumers from increased protection did not outweigh the costs from the diminution of competition. The board ultimately he
out of state lens sellers did not need a state license.(37)

Our consumer protection program also has raised the possibility of new remedial strategies in competition cases. One of the
priorities during my tenure as Director of the Bureau of Consumer Protection in the early 1980s was to obtain redress for the v
of fraud.(38) Today, the disgorgement of revenues obtained by fraud is a centerpiece of our aggressive anti-fraud program. Tt
experience with restitution and disgorgement in consumer protection laid the foundation for the Commission to use those rem:
antitrust.(39)

The more important form of osmosis runs from competition to consumer protection policy. Because of its antitrust responsibilit
agency is well aware that robust competition is the best, single means to protect consumers. Rivalry among incumbent produc
and the threat and fact of entry from new suppliers, fuels the contest to satisfy consumer needs. In competitive markets, firms
prosper by surpassing their rivals. In turn, this competitive market has important implications for the design of consumer prote
policies to regulate advertising and marketing practices. Without a continual reminder of the benefits of competition, consumel
protection programs can impose controls that ultimately may diminish the very competition that increases consumer choice.

Competition principles can help ensure that consumer protection is consistent with consumer sovereignty. They remind us tha
consumer protection measures - even those motivated by the best of intentions - can create barriers to entry that limit the free
sellers to provide what consumers demand. We recently participated, for example, in a court challenge to a state law that ban
anyone other than licensed funeral directors from selling caskets to members of the public over the Internet. While recognizing
state's intent to protect its consumers, we questioned whether the law did more harm than good. In an amicus brief, the FTC r
that "[r]lather than protect[ing] consumers by exposing funeral directors to meaningful competition, the [law] protects funeral dii
from facing any competition from third-party casket sellers."(40) The synergy between protecting consumers from fraud or dec
without unduly restricting their choices in the market or their ability to obtain truthful information undergirds all of the Commiss
consumer protection initiatives today.

F. The Commission's positive agenda

In pursuit of its goal of improved consumer welfare, the Commission has developed an ideal combination of expertise and stat
which complements its strengths as an institution. These elements are necessary to the Commission's success, but they are r
sufficient. To animate its principles and make the best use of its institutional abilities, a coherent vision of its overall mission m
guide the Commission. To draw a simple analogy, consider a manufacturer who has developed a great product prototype thro
studying what consumers need and has assembled a technologically advanced factory with a highly skilled workforce. That
manufacturer still needs a concrete plan to instruct its workers how to take raw materials and, using the factory's tools, fashior
into a product that can be manufactured each day and provided to consumers at the optional price and quality level. For the F
positive agenda is the concrete plan for how our staff, using the Commission's statutory and institutional tools, can effectively
transform principles into reality for consumers through our daily actions.

The agency's success, in large part, reflects the shared vision of the agency's role that has evolved for over 20 years through
administrations and Chairmen. My experience in public agencies confirms a vital, often-stated conclusion of academic researc
no public institution achieves policy success without a coherent strategy for exercising its authority and spending its resources
manifestation of an agency's strategy is its positive agenda - a statement of the measures the agency intends to pursue to
accomplish its substantive aims. Without a general strategy and a positive agenda, an agency becomes a passive observer, s
along by external developments and temporary exigencies.

A positive agenda also provides essential guidance. For the agency's staff, a positive agenda focuses effort on measures mos
to fulfill the institution's mission. For the business community and other interested parties, a clear statement of intentions redu
uncertainty and facilitates compliance with the law.



The FTC's positive agenda is founded on the principle that the first line of consumer protection is vibrant competition in a stror
working market. In pursuing this agenda, the Commission, through aggressive enforcement and focused advocacy, strives to
promote competition and encourage the unfettered exchange of accurate, non-deceptive information. We focus on stopping c
that poses the greatest threat to consumer welfare, such as fraud, deceptive advertising, and unilateral breaches of contract,

employing a systematic approach for identifying and addressing serious misconduct, with special attention to harmful behavio
industries. We also use the agency's distinct institutional capabilities through the application of its full range of tools - prosecut
cases, conducting studies, holding hearings and workshops, engaging in advocacy before other government bodies, and educ
businesses and consumers - to address competition and consumer protection issues. Beyond the immediate goal of stopping
particular bad practice or promoting a beneficial one, our activities improve the institutions and processes by which competitio
consumer protection policies are formulated and applied.

Of course, prevention of consumer harm is far preferable to enforcement against bad actors, which is expensive and rarely m:
injured consumers completely whole. One of the best ways to protect consumers is to arm them with knowledge to protect
themselves. Thus, the FTC undertakes extensive consumer education on numerous topics, often working in tandem with othe
and private institutions.(41) Prevention is not solely up to consumers and government, however, and business can play an imj
role. Mindful that the regulatory powers of government should be the last, not the first, resort, we have urged industry to "Do tt
Right Thing" and police itself by stopping some of the most deceptive claims, which harm not only individual consumers but al
perception of the market system overall.(42)

Two interrelated developments - the accelerated development of communications technology, like the Internet, and the increa
internationalization of commerce - are rapidly expanding opportunities for both consumer benefits and consumer harm. Althou
strive to develop new tools to combat emerging harms, the pace of technological change and globalization is outstripping our .
to cope on our own.(43) Because the FTC cannot be everywhere, we are actively encouraging other consumer protection inst
to join us in our mission. Thus, the Commission's International Division of Consumer Protection works to ensure that the consi
protection rules around the globe focus on practices that distort consumer choice and raise a serious threat to the proper func
of markets.

Part of our positive agenda is thus to increase our effectiveness through cooperation with other institutions at all levels. We he
worked with a number of other public and private institutions in the United States to ensure that when taking action, they cons
full range of consumer interests, including the benefits of competition. For example, the FTC staff filed comments with the Foc
Drug Administration discussing the value to consumers of truthful advertising,(44) and it has filed numerous comments with th
Federal Energy Regulatory Commission on competition and electricity deregulation.(45) We routinely work with state agencie
and private associations(47) to advocate on behalf of consumers. We also are trying to make our actions more effective by inc
cooperation with criminal authorities.(48)

lll. How the FTC Puts these Principles into Action

After this discussion of principles, institutional structure, and a positive agenda, | turn to how these attributes take form throug!
Commission's consumer protection initiatives. As our top priority is stopping conduct that poses the greatest threat to consum:
first discuss our actions to combat fraud and then consider our advertising enforcement activities, with a special emphasis on
actions involving health claims. To illustrate how we use the agency's distinctive institutional capabilities to develop new rules
response to changed situations, | next discuss our initiatives involving privacy and spam. Finally, as examples of how we try fc
expand our influence to meet the new challenges of increasing globalization and advances in communications technology, | d
our international outreach and our e-commerce initiative.

A. Fraud

Preventing fraud is a crucial part of the Commission's support of the market system and the common law. Fraud is essentially
Fraud, like price fixing, distorts market forces and limits the ability of consumers to make informed choices. Fraud leads to
inefficiency, causing consumers to allocate their resources unproductively. Fraud also reduces consumer confidence and redt
the efficacy of legitimate advertising, thereby further diluting the amount of useful information to guide consumers' choices.

Because fraud is often national in scope, and scarce federal criminal law enforcement resources are primarily used against st
matters as drug trafficking and terrorism, fraud will go largely unchecked without the active leadership of the nation's consume
protection agency. Yet, through the 1970s, the Commission essentially ignored fraud cases. Instead, the Commission was ent
in a rulemaking frenzy based on earlier court opinions that appeared to provide almost boundless authority to revamp whole
industries based on authority to stop "unfair" practices.

The result was a series of proposed rules relying upon vague theories of unfairness that often had no empirical basis, could b
based entirely upon the Commissioners' personal values, and did not have to consider the ultimate costs to consumers of fore
their ability to choose freely in the marketplace.(49) The most prominent example of overreaching under this unfocused autho
a proposal to ban all advertising directed to children on the grounds that it was "immoral, unscrupulous, and unethical" and ba
generalized public policies to protect children.(50)



The breadth, overreaching, and lack of focus in the FTC's ambitious rulemaking agenda outraged many in business, Congres:
the media. Even the Washington Post editorialized that the FTC had become the "National Nanny."(51) Most significantly, the:
concerns reverberated in Congress. At one point, Congress refused to provide the necessary funding and simply shut down tt
for several days. Entire industries sought exemption from FTC jurisdiction, fortunately without success. So great were the con
that, after 1980, Congress did not reauthorize the FTC for fourteen years. Thus chastened, the Commission abandoned most
rulemaking initiatives and re-examined unfairness to develop a focused, injury-based test to evaluate allegedly unfair practice:
In short, this rulemaking effort failed because it lost sight of the appropriate role of the Commission.

In stark contrast to the failure of the agency's unfocused 1970s rulemaking agenda, the development of a vibrant anti-fraud pr
at the FTC is a great success story. When | became Consumer Protection Bureau Director in 1981, one of my goals was to es
a strong anti-fraud program. Fortunately, we found the legal tools for such a program already existed. In 1973, Congress had

amended the FTC Act to allow the Commission to sue in federal district court and obtain strong preliminary and permanent inj
relief - including redress.(53)

We determined to use this authority to fight fraud. We began by targeting the fraudulent sale of various types of unconvention:
investments.(54) The double-digit inflation of the period that made traditional investments relatively unattractive propelled thes
"alternative investment" scams. Our first case involved defendants that fraudulently sold $300 million worth of diamonds for
investment.(55) We followed with similar actions against boiler rooms selling advisory services for the federal oil and gas leas:
lottery, and shortly thereafter, against sellers of worthless oil and gas leases themselves. In this early period the Commission
three cases against sellers of gemstones and five cases involving oil and gas.(56)

Before the shift to federal court, most of the Commission's consumer protection work used our administrative process.(57) Mo
investigations relied upon voluntary production of requested documents and information from the investigated targets, who ha
incentive to delay. This process had obvious drawbacks for addressing fraud. Federal district court cases proved much more

effective, enabling the Commission to bring fraudulent schemes to an immediate halt, to take the targets by surprise so that m
might be available for redress, and to prevent destruction of records showing the extent of the fraud and identifying injured pa

Almost from the inception of the § 13(b) program, the Commission has used this tool not only to obtain court orders halting fra
schemes, but also to obtain consumer redress and other potent equitable remedies. Very early in the § 13(b) consumer protec
cases, the Commission began to seek, as ancillary to issuance of permanent injunctions, provisional remedies such as a free:
assets, expedited discovery, an accounting, and the appointment of a receiver on the ground that these remedies would insur
effectiveness of any final injunction ordered.(58)

To make the best use of this approach, however, required new investigative techniques geared for speed and stealth. The prit
new tool was taping of defendants' sales presentations. It has been a critical technique in many of our fraud cases. At the san
the FTC developed a group of professional investigators, trained to uncover fraudulent schemes, determine ownership and co
such schemes, trace assets, develop evidence, preserve evidence for trial, and testify in court. Recently, our investigators hay
become experts in Internet investigative techniques and have provided training for hundreds of local, state, federal, and intern
criminal and civil law enforcement offices.

Once launched, the fraud program grew in importance and success. Each succeeding FTC Chairman has expanded its scope
improved its operation. During the 1990s in particular, the agency formed strong, working relationships with state and local lav
enforcement agencies, leading sweeps against targeted types of fraud, thereby greatly increasing the program's effectiveness
During the late 1990s, the program matured under the strong leadership of Chairman Robert Pitofsky and Bureau Director Joc
Bernstein into the flagship of the Commission's consumer protection program. From FY 83 until FY 95 - the first full 13 years t
Commission filed § 13(b) actions - the average number brought was 23 per fiscal year. During the Pitofsky-Bernstein years, tr
average skyrocketed to 71 filings per fiscal year. Not surprisingly, as the number of filings increased, so has the amount of cot
redress awarded. In fiscal year 2001, for example, the redress ordered was more than $250 million. In this fiscal year, nearly ¢
million in consumer redress had been ordered as of June 30, 2003.

The Commission's ability to protect consumers from these scams was aided immeasurably by the creation of the Consumer
Response Center (CRC) - a central facility with trained call center staff and an automated call distribution system to record an
respond to consumer complaints and inquiries. The existing telemarketing fraud complaint database, in operation since the ez
1990s, was dramatically upgraded and revamped into Consumer Sentinel, a system linking law enforcers through a secure In
web site. The Consumer Sentinel system enabled the CRC staff to enter data from consumer complaint calls in real time. Initi:
scores, and ultimately hundreds, of law enforcement agencies at the state, federal, and local levels joined the system, gaining
access to the complaint database, as well as the opportunity to "cross-walk" their own complaint data into the Consumer Sent
database. Other entities, such as local Better Business Bureaus, also were invited to contribute complaint data to the Sentinel
database. Consumer Sentinel strengthened the fraud program by improving the staff's ability to spot emerging trends, to ident
emerging bad actors more quickly, and to locate potential witnesses to support the Commission's cases.

Of course, any program, no matter how good, can be improved. To ensure that we are using our database to its maximum pot
we have for the first time undertaken national surveys of fraud victims. This information is vital to assess the significance of



complaints we receive, and more importantly, of complaints we do not receive. In addition, we believe that only an increased t
criminal prosecution will deter some hardcore scam artists. We continue to work hard to develop relationships with criminal la\
enforcement authorities to encourage the prosecution of the worst actors. This includes working with the Office of Criminal Liti
at the Department of Justice to determine the best cases for criminal prosecution, as well as developing staff-level relationshig
Assistant United States Attorneys across the country to help them prosecute fraud that occurs in their back yards.(59) Many o
fraud cases we bring are criminal theft and involve wire fraud, mail fraud, money laundering, or all three. We have had tremen
success, but are constantly working to improve relationships and processes to increase the number of criminal prosecutions. (|
challenge is to use limited prosecutorial resources efficiently; improving this aspect of the fraud program is one of my highest
priorities.

B. Advertising(61)

As discussed above, the prevention of deceptive advertising helps consumers both by deterring individual deceptive sellers ar
making it easier for honest sellers to make credible product claims. While the Commission has had a substantial national adve
program since the agency's creation in 1914, it became a central focus of the FTC's consumer protection mission in the 1970
Commission continues to maintain an active program, adjusted to reflect the plethora of new advertising methods, such as
infomercials, telemarketing, and the Internet.(62)

Comparative advertising provides a clear example of how advertising can implicate both competition and consumer protection
issues. A company engages in comparative advertising when it claims that its own product is superior in price or other attribut
the products of its competitors, e.g., "A is 10% cheaper than B," or "Brand X has fewer calories than Brand Y." Up until the lat
1970s, many trade associations prohibited or discouraged the use of comparative advertising. In 1979, after conducting an ex
study, the Commission concluded that:

Comparative advertising, when truthful and non-deceptive, is a source of important information to consumers and
assists them in making rational purchasing decisions. Comparative advertising encourages product improvement and
innovation, and can lead to lower prices in the marketplace.(63)

Because truthful comparative advertising has such a positive effect on competition and consumers, the Commission announct
the agency "will continue to scrutinize carefully restrictions upon [comparative advertising's] use."(64) Most trade associations
longer impose limits on comparative advertising.

Unduly expansive principles of deception can impede the vigorous competition that comparative advertising usually provides.
example, the Commission in Kroger(65) challenged a grocery store that in newspaper advertisements truthfully compared its |
for specific grocery store items to those of a competing grocery chain. Applying the standard that claims are deceptive if they |
the "tendency and capacity to deceive," the Commission concluded that these claims were deceptive, because they were not
on "methodologically sound" and "statistically projectible" surveys showing that the advertised price difference applied to all pr
sold in the two grocery chains. The Commission did not rely on any survey evidence to support its conclusion, but instead reli¢
simply on intuition. Fortunately, this case and other cases like it(66) led the FTC in 1983 to issue its Deception Policy Stateme
replacing its outmoded "tendency or capacity to deceive" standard with the "reasonable consumer" standard. This change hel
circumscribe the Commission's concept of deception, thereby diminishing the agency's ability to chill comparative advertising.

Because truthful and non-misleading advertising is critical for competition, the Commission also has been vigilant to prevent o
broad private and government restrictions on such advertising. During the 1970s, for example, the Commission mounted a
precedent-setting challenge to the American Medical Association's prohibition on physician advertising.(67) Similarly, the FTC
frequently has criticized limitations that states have imposed or considered imposing on attorney advertising.(68)

The Commission similarly has been careful about the support it requires for claims under its advertising substantiation doctrin
doctrine, created in the 1970s, requires that all objective claims have a "reasonable basis" before the claim is distributed, and
genesis in fundamental deception principles. If an advertisement makes an express or implied representation about the partici
level of support for a claim, (e.g., "clinical tests prove our supplement reduces the risk of colds"), then consumers expect the
advertiser to have that amount of support and are deceived if it does not. On the other hand, if an advertisement does not mal
representation about the support for an objective claim, consumers expect that the advertiser has a "reasonable basis" for the
and are deceived if it does not.(69)

As applied in recent years, the doctrine provides sellers with substantial discretion in developing and making advertising claim
It does not set substantive standards (i.e., claims about "x" product must be supported by "y" tests), but instead takes a flexibl
approach, looking to the actual claim made by the advertisement (I have "x" support for my product) or to a series of seven fle
factors to determine whether the claim had a "reasonable" basis".(71) These factors include consideration of the benefits of a
claim and the costs of a false or misleading claim, thus expressly balancing the goal of preventing deception with the need to

access to truthful information and vigorous competition.(72)



C. Health Claims

An important part of our program to regulate advertising involves health claims. Products making such claims are prime exam
credence goods because of the difficulty in measuring the efficacy of a particular food in preventing any specific disease. The
evolution of the Commission's treatment of such claims is an especially good example of the importance of pursuing an unifiet
approach that respects the value of truthful advertising to both consumers and competition.

"Health claims" for food contend that eating more or less of particular foods can lower the risk of chronic diseases like cancer,
disease, and diabetes. There is strong, developing, and continuously-changing scientific evidence concerning the relationship
between specific foods and the risk of disease. Most of these studies examine the role of overall diet on health. Diets, of cours
comprised of individual foods, and healthy diets reflect individual food choices. Because the effects of a particular food on dise
risk are difficult to study, however, claims for individual foods have long been a flash point for advertising and labeling policies
regulatory agencies both in the United States and elsewhere have followed a variety of approaches, including prohibiting thes
claims in the name of protecting consumers from deception. Even the Federal Trade Commission in the 1970s flirted with the
a ban before shelving staff proposals to do so.(73)

FTC staff economists have conducted empirical studies on the effects of these different approaches. One particularly importar
looked at sales of high fiber cereal before and after the landmark National Cancer Institute/Kellogg's "All Bran" fiber advertisin
1980s.(74) Because that campaign occurred when such claims were technically impermissible under FDA regulations, it offere
unique opportunity to compare the effects of advertising against other efforts - such as government information programs to al
consumers to the same information.

The study looked at Kellogg's 1984 campaign claiming that All Bran cereal was high in fiber and that diets high in fiber could r
the risk of cancer. By 1987, three years after these claims began appearing in the marketplace, the study found that consume
substantially increased consumption of high-fiber cereals. The greatest increase occurred among consumers who had previot
consumed the least amount of high-fiber cereal. Most significant is that consumption of high-fiber cereals increased the most ¢
the least advantaged consumers. Thus, the study demonstrated that truthful advertising can efficiently spread information wid:

Fiber-cancer health claims changed the cereal market, too. Competing cereal manufacturers responded to Kellogg's health cl:
making similar health claims for their own high-fiber cereals. The market share for high-fiber cereals increased by almost four
percentage points, sales of high-fiber cereals increased by $280 million, and more high-fiber cereal products were introduced.

These and other analyses from the Commission's Bureau of Economics make a powerful case for the role of advertising in he
consumers improve their health. They underscore the wisdom of the Commission's balanced approach that seeks vigorously |
protect consumers from deception, while allowing them to benefit from the dissemination of truthful and non-misleading health
information.

Other studies demonstrate that government regulatory policies directly impact the amount of helpful nutrition information avail:
consumers in advertising. For example, in 1990, Congress passed the Nutrition Labeling and Education Act ("NLEA"), which r
food companies to petition the FDA for approval prior to making health claims on labels. The NLEA also states that the FDA c
approve such a petition unless "significant scientific agreement" among experts supports the claim.

A recent study by the FTC's Bureau of Economics examined a sample of 11,647 food advertisements that appeared in eight ¢
magazines between 1977 and 1997.(75) The sample revealed that heart disease and serum cholesterol health claims peaked
1989, and then dropped substantially in the early 1990's following the NLEA's passage. Likewise, following the NLEA,
advertisements for fats and oils no longer make claims about the health reasons to choose one fat over another. The FTC stu
concluded that experience under the NLEA supports the hypothesis that the law and its implementing regulations decreased t
claims in food advertising.

Of course, the NLEA has led to important benefits. The NLEA's nutrition labeling information box is widely and appropriately
recognized as one of the most helpful nutrition regulatory actions ever. But the FTC's enforcement experience and empirical s
clearly show that following a more market-oriented approach will best serve the goal of providing consumer access to truthful .
non-misleading health information. Fortunately, the FDA's Commissioner, Dr. Mark McClellan, has seized the opportunity to a
this approach. His Consumer Health Information for Better Nutrition Initiative will continue to protect consumers, but also allow
to receive more, truthful health information about foods and dietary supplements.(76)

Under the Initiative, the FDA will determine the level of science supporting all proposed health claims. The agency will place e
proposed health claim into a category based on the level of supporting science. Companies can make the proposed health cle
they include the qualifying language that the FDA has developed for claims within the category. Companies thus will have gre.
freedom to make health claims if they are properly qualified to describe the amount of supporting science.

This change may sound simply technical, but it can have a large impact. For example, there is accumulating evidence on the



relationship between foods high in Omega 3 fatty acids - like certain types of fish - and the reduced risk of heart disease. Bas
this evidence, the American Heart Association has recommended that consumers eat more foods rich in these acids. Under tt
FDA's old approach to health claims, food manufacturers had to wait until all the evidence on this relationship was proven bey
reasonable doubt. They were prohibited from sharing emerging evidence about the benefits of Omega 3 fatty acids in reducin
risk of heart disease. The old approach ensured certainty, but at the cost of delay in getting important health information to
consumers. The new approach will be a bit less definitive, yet it will get relevant health information to consumers far more quic
allowing Americans to make better-informed choices sooner about what to eat.

Of course, greater access to health information only benefits consumers if it is true and non-misleading. Deception is unlikely -
increase under the Initiative, however. First, the FDA must still pre-approve all health claims for foods and dietary supplement
Second, the FDA and the FTC have been increasingly coordinating their law enforcement efforts. In December 2002, the two
agencies committed to cracking down on fraudulent health claims for dietary supplements and other products. We are deliveri
that promise. Since last December, the FTC has filed or resolved 17 enforcement actions involving false or misleading adverti
claims for dietary supplements and other devices and therapies. These were not small sellers; the estimated sales for these p
exceeded $1 billion. With these actions, we are proclaiming that we will not allow deception to increase with the greater freedc
make health claims under the FDA Initiative.

D. Privacy

Fueled by the development of the Internet, privacy emerged as a major consumer issue in the mid 1990s. Most observers wat
do something to protect privacy. What to do was less clear.

The debate over privacy showed clearly the importance of relying on strong principles to guide an institution like the FTC throt
new territory. Grappling with the issues surrounding privacy required careful consideration of the basic questions of common .
why should the government protect privacy and what role should the government play in defining and enforcing privacy rules f
private exchange? Strong principles were needed to ensure that if the Commission went beyond enforcing a particular contrac
provision to provide new "rules of the game" that it develop those rules based on a deep understanding of the issues and an

appreciation of the possible harm if the new rules restricted the many consumer benefits that an information-based economy ¢

By the time | arrived at the Commission in June 2001, the agency had spent several years developing a sophisticated underst
of the issues through conferences and workshops. Industry, spurred by consumer interests and the Commission's activity, hac
addressing consumers' concerns, especially by posting privacy policies on commercial web sites. Nevertheless, | was surpris¢
during my confirmation process, those | talked to equated support for privacy protection as support for "notice, access, and ch
legislation on the Internet.(77) | wondered why the same information collected from the same consumer would be treated diffe
depending on whether it was collected online or off. That seemed like odd consumer protection, and it would certainly place ol
businesses at a competitive disadvantage. Like Peggy Lee, | wondered "Is that all there is?"(78)

Privacy was a new topic for me, one that | studied in-depth for the first time in the summer of 2001. | therefore initiated an exte
review of the issues. Howard Beales, our Director of the Bureau of Consumer Protection, and | held dozens of meetings with ¢
with diverse perspectives on privacy - ranging from consumer groups to trade associations to information technology executiv:
professors. We read academic, legal, and policy literature in addition to numerous briefing memos from the FTC staff. During
process, | was impressed by the widespread agreement on the importance of privacy issues and the importance of the FTC ir
protecting consumers' privacy.

1. The Inadequacy of "Fair Information Practices"”

Fair Information Practices or "FIPs" appears to be an appealing model because it is seemingly based on consumer consent, ¢
contracts between consumers and businesses. In practice, however, consent is illusory. For most consumers, the costs of exe
choice - although not high - are not worth the perceived benefits. Consider the billions of privacy notices sent to consumers ur
Gramm Leach Bliley. Very few have exercised their right to opt-out of information sharing. Part of the problem, no doubt, is the
difficulty of understanding some of the notices. Although | hope we can improve these notices, a more fundamental problem e
Exercising just one opportunity to opt-out may take only a few minutes, but opting out for each of the companies you do busin
with would take much longer. Consumers have many other options - not to mention demands - for their time - from paying bills
getting dinner on the table to helping children with homework. Given that time is scarce and even reading the notice takes effc
could be spent elsewhere, it is not surprising that few consumers opt-out, even when it is seemingly easy.

Nor is opt-in the solution. Because most consumers will not expend the time and effort to consider the choice, opt-in is only th
correct default if most fully-informed consumers would refuse to share information. Explaining the benefits and costs of inform
sharing is beyond the competence of even the best drafted short notices. We cannot make people focus on this, or any other,

Thus, the FIPs model has fundamental problems. Because considering the choice imposes costs apparently in excess of the |
for many consumers, applying the model would not reveal consumer preferences. Moreover, legislation codifying the principle



the risk of unnecessarily hobbling development of the many benefits that an information-based economy could offer consumel
It is hard to describe in advance technology or beneficial information uses that have not been invented or even considered.

2. New Framework
a. The Information Economy

We decided to search for another model to guide privacy policy. Our review led to an alternative approach that better balance:
benefits of information sharing with protection of consumers from misuse of that information. It is true that surveys tell us the €
to which information is collected troubles consumers.(80) At the same time, consumers willingly part with personal information
day to facilitate transactions. For example, few consumers seem worried about the many companies that have to share their
information to clear checks or, for that matter, to process ATM transactions. They generally understand that the information m
collected and shared to complete the transaction. Indeed, surveys reveal that most Americans are "privacy pragmatists," who
about privacy but are willing to share information when they see tangible benefits and they believe care is taken to protect tha
information.(81)

Our economy generates an enormous amount of data, mostly used by honest businesses for purposes that benefit consumer:
example that was influential in forming our alternative approach to privacy is the nation's credit reporting system. The FTC has
longstanding familiarity with this system through its enforcement of the nation's oldest commercial privacy law, the 1970 Fair (
Reporting Act (FCRA).

We often take for granted that the average American today enjoys access to credit and financial services, shopping choices, ¢
educational resources that earlier Americans could never have imagined. Today, we can check our credit card and bank balar
over the phone 24 hours a day; order books, clothes, or gifts online while we are having our first cup of coffee in the morning;
review our finances in a convenient, consolidated statement whenever we like. All over America, every day consumers who h:
good credit can borrow $10,000 or more from a complete stranger and actually drive away in a new car in an hour or less. | ce
the "miracle of instant credit."

This "miracle" is only possible because of our credit reporting system. The system works because, without consumer consent,
sensitive information about consumers' credit history is given to the credit reporting agencies. If FIPs were used, requiring noti
choice, consumers could then decide - on a creditor-by-creditor basis - whether they wanted their information reported. Many
consumers would not bother to exercise choice. Consumers with poor credit would have an incentive to withhold the sharing ¢
negative information. The current system would collapse, and with it, enormous benefits to consumers. The lack of choice doe
mean consumers' privacy is unprotected. Because credit histories are one of our most sensitive pieces of information, their us
and should be, carefully protected under the FCRA.(82)

b. Focus on the Misuse of Consumer Information

Consumers benefit from legitimate uses of information; such uses do not cause their privacy concerns. Consumers are conce
however, that information, once collected, may be misused to harm them or disrupt their daily lives. It is these adverse
consequences that drive consumer concerns about privacy.

Thus, we concluded that the most important objective of a privacy agenda should be stopping practices that can harm consun
These include physical harm: certainly, parents do not want information on the whereabouts of their kids to be freely available
misuse of information also can cause economic harm. Such harm includes denial of credit - or even a job - based on inaccura
incomplete information. In extreme cases, the misuse of information also can lead to identity theft, our top consumer complain
category for three years in a row. Finally, the misuse of information can cause annoying, irritating, and unwanted intrusions in
lives. These include the unwanted phone calls that disrupt the dinner or the "spam" that clogs our computers.

Focusing on the harms that occur when information is misused or inaccurate, rather than on notice and choice about whether
information can be collected or used at all, is a more workable approach. Concentrating on harm reflects what troubles consu
the most, while not unduly restricting the free flow of information that benefits our economy. It also imposes costs on harmful
practices and the companies who use them, rather than raising the expenses of everyone engaged in commerce.

c. Explicit Recognition of Trade-Offs

Targeting practices that involve misuse of consumer information also recognizes the trade-offs inherent in any regulation desi
protect consumer privacy. Privacy is not, nor can it ever can be, an absolute right. Everyday consumers make practical compr
between privacy and other desirable goals - like having our briefcase or backpack inspected at the airport or before entering a
building or a sports arena. These trade-offs exist in the commercial sphere as well - where information-sharing poses risks, bt
offers benefits. Like our approach to protecting consumers from deceptive advertising, our privacy agenda seeks both strong



protection of privacy and preservation of the important benefits of our information economy.
d. Focus on Online as well as Offline

The FTC's previous efforts were primarily focused on addressing consumers' concerns about online data collection. If the con
reducing the adverse consequences that can occur when information is misused, then it does not matter whether information
originally collected online or offline. It simply matters if it is misused. The risk of identity theft, for example, is no less real and t
consequences no different if a thief steals your credit card number from a website or from the mailbox in front of your house. E
treatment of information collected online or off provides better protection for consumers. Moreover, an equal playing field for o
and offline businesses is also less likely to impede continuing growth and development of Internet commerce.

3. FTC Privacy Program

For two years, we have implemented these principles through a variety of privacy initiatives. To achieve our goals, in each of 1
two fiscal years, we have increased significantly the agency resources devoted to privacy. In Fiscal Year 2002, we increased i
staff hours devoted to privacy issues by 60 percent. Compared to 2001, the FTC now spends several times more of its resour
protecting consumer privacy.

a. National Do Not Call Registry

Perhaps the clearest illustration of the benefits of this approach is the Commission's "Do Not Call" rulemaking. It is no secret t
intrusive phone calls that disrupt dinner and other increasingly scarce family time are a major annoyance to many. Not surpris
the response to our National Do Not Call Registry has been overwhelming: consumers have registered more than 32 million
telephone numbers.

One possible approach to this problem would be a complicated system of notice and choice about the collection and use of
consumers' telephone numbers. This approach has severe limitations. As our experience under the Gramm-Leach-Bliley Act
demonstrates, it is expensive to implement. If the consumer even once gives permission to share his phone number, all prior ¢
may be undone. In any event, given the widespread availability of telephone numbers, the approach is also likely to be ineffec

In contrast, the approach encapsulated in our rule is simple and straightforward. It allows consumers themselves to decide wt
they want to receive these calls at home.(83) Its "business relationship" exception ensures that the rule does not sweep too bi
(84) The retention of the rule provisions allowing consumers to "opt out" of future calls from any individual company ensures
consumers control over even those calls. Most significantly, in contrast to the Gramm-Leach-Bliley notice approach that has b
estimated to have direct costs of as much as $1.25 billion(85), the Commission's Do Not Call rule has direct costs of only a sn
fraction of that amount.

b. Identity Theft

We have established our other privacy priorities using the same approach. Identity theft is a most serious form of misuse. The
addresses this problem with three main components: our Identity Theft Data Clearinghouse (the "Clearinghouse"); our consun
education and assistance resources, including our toll-free hotline, web site, and educational brochures; and our collaborative
outreach efforts with law enforcement and private industry.

The FTC's primary role in combating identity theft derives from the 1998 Identity Theft Assumption and Deterrence Act ("the Ic
Theft Act" or "the Act").(86) The Act directed the Commission to establish the federal government's central repository for ident
complaints and to provide victim assistance and consumer education. The Commission also works extensively with industry tc
victims, including providing direct advice and assistance when information has been compromised. The FTC has committed
significant resources to assisting law enforcement. Investigation and prosecution not only stop the offender from destroying ar
person's financial well being, but also can deter would-be identity thieves from committing the crime. Moreover, as discussed |
the Commission can take enforcement action when companies fail to take adequate security precautions to protect consumer.
personal information.

c. Enforcing Privacy Promises

Another serious form of misuse is collecting information under false pretenses or misrepresenting the purposes for which the

information was collected. We have undertaken aggressive enforcement against companies who violate promises they make .
privacy, with a particular focus on promises made about the security provided for consumer information. Here, again, we focu
misuses of information that causes adverse consequences - in this case, the use of information for purposes different from thc
consumers bargained for or in a manner that creates unreasonable risks that information will be misused. Our focus on adver:
consequences also makes us particularly concerned about misuses of sensitive information - for example, credit card and soc



security numbers, medical data, and information about children.

Ensuring information security is a particular priority at the agency; poor security practices put consumer information at risk anc
ultimately lead to identity theft or other serious misuses of information. We have thus far brought three cases challenging pron
companies made about the security provided for consumer information - against Eli Lilly,(87) Microsoft,(88) and Guess.(89) E:
case involved the failure to implement reasonable security procedures to protect sensitive information, despite promises to the
contrary. Lilly involved information about consumers' health. Microsoft and Guess involved credit card numbers, and Microsofi
involved personal information about children.

The Commission is not simply condemning all security breaches. While a breach may indicate a problem with a company's se
breaches can happen even when a company has taken every reasonable precaution. In such instances, the breach will not vir
the laws that the FTC enforces. Instead, the Commission recognizes that security is a process of using reasonable and appro
measures given the circumstances.

In our first two offline privacy cases, we also challenged claims about how information collected from children - through survey
administered at schools - would be used.(90) These cases, once again, involved sensitive information for which misuse could
serious consequences - including, for example, children's name, address, gender, grade point average, date of birth, academi
other interests, and racial and religious background. We alleged that, in collecting the information, the companies represented
would be shared only with colleges, universities, and others providing education-related services. In fact, they shared the infor
with brokers who sold it to buyers for commercial marketing. In other words, students thought their information would be used
help them get into college but ended up with solicitations for beauty pageants, shaving cream, and credit cards.

d. Consumer Information Security

Information security is a core part of any program of preventing misuse of information. Good security is important to prevent tt
other misuses of sensitive information. If there was any doubt, consider the TriWest(91) and Ford/Experian(92) incidents, in w
major breaches of company databases put the sensitive personal information of tens of thousands of consumers at risk. To pr
these harms, we are emphasizing security on a number of fronts.

First, as just discussed, we have challenged false statements companies make about their security practices. These cases ap
be having an effect. We understand that word is spreading, that companies are changing their incentives, and that our cases :
helping employees convince their CEOs to take appropriate care in this area.

We also have an important new tool here - the Gramm-Leach-Bliley Safeguards Rule - to help us promote and enforce good ¢
practices. Under the Rule, financial institutions must undertake certain basic steps to ensure that they have security appropria
their businesses and for the information they collect. These steps include designating someone to coordinate security efforts ¢
assessing risk in all areas of the business that might affect the security of customer information.

We plan to enforce this Rule vigorously, and we are investigating companies that may not be complying. But the chief value o
Rule is educational. By requiring companies to take these basic steps, the Rule forces companies that may not have thought :
security previously to study their practices and assess the risks to the information they collect and store. The Rule could subst
reduce potential misuses of information caused by simple inattention to basic safeguards - such as when a company puts sen
financial documents outside in a dumpster instead of having them shredded or burned.

Moreover, we are attempting to educate the public about information security. We have developed a web site, disseminated
materials, and held several workshops to promote better security practices by consumers and businesses alike.(93) As head «
U.S. delegation to the OECD Experts Group for Review of the 1992 OECD Guidelines for the Security of Information Systems
colleague, Commissioner Orson Swindle, led efforts to revise the Guidelines, which were finalized in August 2002.(94)

e. Increased FCRA Enforcement

We also are increasing enforcement of the Fair Credit Reporting Act. As discussed above, the FCRA strikes the same balanct
between privacy and the beneficial use of information that we are trying to achieve with the rest of our privacy program. The F
allows credit data to be used to grant credit and other benefits, but limits use of the data to certain "permissible purposes.” It a
requires steps to enhance the accuracy of the data, so that consumers are not denied important benefits due to errors in their
reports. One of the most significant steps is that consumers be notified whenever information in their credit report is used to di
them credit, insurance, employment, or other benefits or grant less favorable terms. Consumers can then check their credit re
and correct any errors when they have the greatest incentive to do so. We have proposed that Congress strengthen this impo
safeguard.(95)

All players in the credit reporting system must comply with these accuracy requirements. Among other steps, we are enforcing



provision requiring that users of reports give notice to consumers when the users take adverse action because of information
report. We are also requiring that credit bureaus comply with their accuracy duties under the statute. For example, we recently
settled allegations against Equifax that it violated an FTC order requiring it to make personnel accessible to answer consumer
questions about possible errors in their credit reports.(96) We also are working closely with the credit bureaus on a voluntary i
to address the consumer complaints we receive about information in credit reports, when consumers have used the credit bur
dispute resolution process and are not satisfied with the result. We will send the credit bureaus the complaints so they can bot
resolve them and identify and correct any systematic problems. The program, which does not limit our ability to pursue law
enforcement, will provide us and the credit reporting industry with information on how well the system is working.

E. Spam

Although the principles the Commission applies for consumer protection have proven useful in formulating an effective privacy
program, they face their most significant test in dealing with spam. There are some similarities between the spam problem ant
other actions. Just as the unwanted intrusion into our homes created by telemarketing calls implicates consumers' privacy, so
does the clogging of our Internet mailboxes by unwanted and unsolicited commercial email, or "spam." Spam has become on¢
biggest intrusions into consumers' daily lives. Everyone enjoys reading email they want, whether messages from friends or ne
about a sale at your favorite store. Today, though, our inboxes are filled with objectionable and fraudulent messages.

As just discussed, the National Do Not Call Registry will protect consumers from the unwanted intrusion of telemarketing calls
not unduly inhibiting the flow of useful information. It is not apparent, however, that any regulatory solution exists for spam. Sp
one of the most daunting consumer protection problems that the Commission has ever faced.

The problems from spam go well beyond the annoyance it causes. These problems include the fraudulent and deceptive cont
most spam messages, the sheer volume of spam being sent across the Internet, and the security issues raised when spam is
to disrupt service or as a vehicle for sending viruses. Although a single piece of spam to a single consumer causes de minimi:
economic harm, the cumulative economic damage from spam is enormous, and growing. We lack reliable, empirical research
regarding the costs of spam, but estimates - guesses might be a better word - have ranged from $10 billion to $87 billion a ye:

Despite the concerted efforts of government regulators, legislators, Internet service providers, and other interested parties, the
problem continues to worsen. Virtually all of the panelists at the Commission's recent Spam Forum(98) opined that the volume
unsolicited email is increasing exponentially and that we are at a "tipping point," requiring some action to avert deep erosion o
confidence that could hinder, or even, for many, destroy, email as a tool for communication and online commerce. In other wo
spam is "killing the killer app."(99)

Two facts make spam different from other forms of marketing. First, unlike telemarketers or direct mail users, spammers can ¢
hide their identity and cross international borders. Email can be sent from anywhere to anyone in the world, without the recipie
knowing who sent it. Spammers are technologically adept at hiding their identities, using false header information, and routing
emails across borders and through open relays,(100) making it extremely difficult even for experienced government investigat
with subpoena power to track them. Our enforcement experience, and that of the few states that have tried to punish spamme
that it can take months of investigation, and the issuance of a dozen or more subpoenas, simply to locate a spammer. Althoug
are dedicating significant resources to attacking deceptive spam,(101) it is difficult to prosecute enough spammers to have a ¢
deterrent effect, let alone stop, or even slow down, the problem.

Second, there are fundamental differences between the costs of email and other forms of marketing. Unlike phone calls or me
solicitations, sending additional spam is essentially costless. Instead, recipients and Internet Service Providers bear most of tt
costs. Because email technology allows spammers to shift the costs almost entirely to third parties, there is no incentive for th
spammers to reduce the volume. This shifting of costs encourages inefficiency because the total cost to send tens of millions
emails, if borne by the spammer, would presumably outweigh the proceeds that most spam generates. Yet at our Spam Forur
bulk emailer testified that he could profit even if his response rate was less than 0.0001%. Because there is virtually no margir
to increasing the number of messages, fraud artists and pornographers, who generally have little to gain from reputation, profi
extremely low response rates by sending untold millions of messages. If spammers had to pay the actual costs of spam, normr
market forces would eliminate much of the spam problem.

Because of the anonymity the technology affords, spammers are often exceptionally bold fraud artists, flooding inboxes with

outrageous claims. In April 2003, the FTC released a report analyzing false claims made in spam.(102) To prepare the report,
FTC staff reviewed a sample of approximately 1,000 pieces of spam.(103) Of the 1,000 pieces, 66 percent contained facial el
of obvious deception in the "from" line, the "subject" line, or the text of the message.(104) When these data are further analyz
exclude sexually explicit email and email hawking products or services that are permeated with fraud - such as chain letters, ¢
repair, and cable de-scramblers - only 16.5% of the spam did not contain obvious deception and came from possibly legitimat:
marketers.(105) We further analyzed a random sample of 114 of these spam, looking behind the header information to see wt
registered the domain name for any web sites connected to the email by hyperlink. We found none from Fortune 500 compani
only one from a Fortune 1000 company.(106) The study also showed that only 2% of all of the sample contained an "ADV:" la
even though laws in 11 states, including California, require such a label. It thus appears that the overwhelming majority of spa



completely ignore state labeling laws.

Clearly, then, spam is a major problem that normal market forces will not solve and is therefore a prime candidate for governn
intervention. The very technology that makes email such a powerful and revolutionary tool for business, however, makes spar
problem that the application of the Commission's law enforcement and regulatory tools cannot solve. There is no quick or sim|
"silver bullet." Rather, solutions must be pursued from many directions - technological, legal, and consumer action. This is whi
are doing at the FTC. First, we will continue to investigate and prosecute deceptive spam, as well as the deceptive and unfair
email technology. To leverage our enforcement resources, we have formed a Spam Task Force consisting of federal, state, ai
law enforcement agencies. By providing technical support and coordination, we hope to encourage enforcement by state and
agencies to prosecute scams that likely originate outside of their jurisdiction.(107)

Although spam is universally regarded as a major problem, there has been relatively little research about it. Thus, as a seconc
the Commission has conducted research on spam, including the Remove-Me Surf,(108) Spam Harvest,(109) False Claims in
Study,(110) and the April 2003 Spam Forum.(111) The Spam Forum in particular provided valuable information to hone our sj
agenda and helped develop the contacts in the IT industry the Commission needs to stay well informed as we help lead the fi¢
against spam. The Commission will continue to pursue research into spam and to work with its partners in industry, state
government, and other federal agencies to provide the best possible information to consumers and businesses through consu
alerts, brochures, and other appropriate methods.

Third, a key component of the FTC's efforts against spam is educating consumers and businesses about how they can decre:
amount of spam they receive. The FTC's educational materials provide guidance on how to decrease the chances of having a
address harvested and used for spam, and suggest several other steps to decrease the amount of spam an address may rece
(112) The FTC's educational materials on spam are available on our website.(113)

Fourth, led by Commissioner Swindle, the Commission has brought together interested parties, including government, ISPs,
marketers, and technologists. In our haste to reduce spam, we must avoid over-regulation that could impede the flow of usefu
information to consumers. It is important to include legitimate marketers in this discussion because they have a strong interest
solving the spam problem - the sheer volume of spam and its impact on consumer confidence is eroding a valuable form of
marketing.

As you are no doubt aware, there are several legislative proposals to address spam. Parts of these proposals can help, but nc
should expect any new law to make a substantial difference by itself. Unfortunately, the legislative debate seems to be veering
the wrong track, exploring largely ineffective solutions. For example, a "Do Not Spam" list is an intriguing idea, but it is unclear
we can make it work. Most spam is already so clearly illegitimate that the senders are no more likely to comply than with the ",
laws they now ignore. We are sure the National Do Not Call Registry will reduce calls significantly. There is no basis to conclu
a Do Not Spam list would be enforceable or produce any noticeable reduction in spam. If it were established, my advice to
consumers would be: Don't waste the time and effort to sign up. Let me explain the role that | see for legislation. There are thr
issues that any spam legislation must confront to be effective: First, legislation must enhance the ability to find the person sen
the spam messages. Although technological changes will most effectively deal with this issue, we have proposed five procedL
legislative changes that can provide some assistance in our law enforcement investigations.(114) Thus far, proposed spam
legislation has not included these additional changes that would make it easier for us to find and prosecute spammers, althout
some of them are included in other legislative proposals.(115)

Second, legislation must deal with how to punish the person sending the spam messages. Most spam we see already violate

FTC Act. Outside the spam context, when we find a fraudulent seller, we often can freeze assets and seek restitution of ill goti
gains for consumers. Unfortunately, most of our spam enforcement targets to date have very limited assets. Our authority thu
already entitles us to more money than many of the spammers have. Authority to get civil penalties, contained in the major lec
proposals, may help and certainly cannot hurt,(116) but it will not make a dramatic difference. If spammers lack the money to

consumer redress, they would similarly lack the money to pay civil penalties.

More important than civil penalties is clarifying criminal authority. When defendants have no assets, or when we cannot impos
penalties sufficient to remove the financial incentive to engage in law violations, criminal sanctions are the only viable deterrer
Although there are criminal laws that can reach most of the worst spam-related problems, additional authority may be helpful.

Finally, legislation can determine what standards will govern non-deceptive, unsolicited commercial email. This is the least im|
issue for dealing with the current spam problem, which involves few legitimate marketers. Ironically, because the legislation w
little to solve the current spam plague, this is the issue to which the proposals are most clearly addressed. These standards sl
include clear identification of the sender of a message and empower consumers to opt-out of messages that they do not wish
receive. Legitimate businesses are easy to find, because they want to be found. That is what legitimate marketing is all about.
Legitimate marketers need guidance more than they need punishment. The current morass of conflicting state laws, particular
regard to labeling, make it very difficult for legitimate marketers to use email. The stigma associated with spam because of the
volume of fraud also makes legitimate email marketing less attractive and effective. There is a place for legitimate commercial
just as there is for telemarketing and direct mail, but the spam problem first needs to be addressed to make it a useful marketi



for legitimate companies.

In the end, legislation cannot do much to solve the spam problem, because it can only make a limited contribution to the cruci:
problems of anonymity and cost shifting. Some of the proposed legislation, unfortunately, could be harmful or, at best, useless
me give two examples.

First, proposals in both the House and the Senate require us to prove knowledge to bring an action against a seller that hires ;
spammer. Under one of the Senate bills, it would be extremely difficult successfully to sue a seller that hires a third-party to se
email that is deceptive or otherwise violates the act, such as by not providing a working "opt-out." The FTC would have to pro
the seller knew, or consciously avoided knowing, that the third-party emailer it hired infended to violate the law. This standard
requires proof of both the seller's and spammer's level of knowledge. In its entirety, this bill contains thirteen separate provisio
requiring a showing of some level of knowledge. Indeed, there are five different levels of knowledge required, but not defined «
explained.(117) These various requirements to prove intent pose a serious hurdle that we do not have to meet to obtain an inj
under our current jurisdiction.(118)

Although criminal prosecutors must satisfy such tests, they have penalties and investigative tools we lack, including the grand

The breadth of remedies currently available to us under the FTC Act include immediate and permanent injunctive relief and th
whole range of traditional equitable remedies, such as an asset freeze and appointment of receivers. As a result, the authority
proposed spam legislation, as a practical matter, will likely prove less useful than our existing tools under Section 5 of the FTC
do not know why the proposals seek to make it so hard for us to prosecute problematic spam. | do know that a future FTC will
likely choose a more cumbersome statute to attack spam.

A second example of the problems new legislation could cause is the triggers for criminal sanctions contained in some of the
proposals. Under one proposed standard, federal prosecutors would have to show beyond a reasonable doubt that a spamme
falsified his identity in 10,000 different emails to bring a felony charge. As the Justice Department has noted in testimony, suct
simply will often be impracticable.(119)

In the end, spam will be reduced, if at all, through several technological improvements, as well as safer computing practices b
users, that decrease the amount of spam evading ISPs' anti-spam filters, and the seamless integration of anti-spam technolog
the email services consumers use. Ultimately, the Internet protocols for email may need to be changed.(120)

Such a solution, however, is unlikely in the near term. Until then, ISPs need to empower consumers by providing them the me
deal with spam more easily.

F. International cooperation

As noted earlier, the development of the Internet and the related increase in international commerce provide enormous benefi
consumers, but also have multiplied opportunities for consumer harm. In developing new tools to fight these harms, we also s
multiply our effectiveness by working with other consumer protection institutions around the world. Through these efforts, we t
ensure that consumer protection rules outside the U.S. focus on practices that distort consumer choice and raise a serious thr
the proper functioning of markets. To this end, we hope to foster consistent, market-driven policies internationally.

The emergence of new technologies, especially global communication systems, has changed the marketing landscape. Toda
see satellite networks broadcasting advertisements around the world, with operators waiting to take orders in the caller's own
language. Telemarketers routinely call U.S. consumers from Canada. Most significantly, in many markets the Internet is trans«
national borders. Thus, we cannot avoid global consumer protection issues.

Given this trend, international convergence of consumer protection rules is especially important. Greater consistency among
consumer protection rules will reduce compliance burdens for businesses selling internationally. In particular, the more comm:
among different consumer protection regimes, the less burdened merchants are in complying with different, and potentially
conflicting, rules. Indeed, the European Commission recently found that 68% of businesses it surveyed agreed that harmonize
national consumer protection regulations would make cross-border advertising within the European Union more efficient.(121)
study by the European Mail Order Trade Association found that five of the top ten barriers to selling across borders related wr
in part to differences in national rules on commercial practices.(122)

More consistent consumer protection rules internationally also benefit consumers by ensuring that they have more choices.
Inconsistent rules can drive businesses from the marketplace, or deter their entry in the first place, thus reducing consumer ct
Because there will be more competition with better rules, consumers should also benefit from lower prices.

For these reasons, the development of international consumer protection policies is a priority. In 2002, we created an Internati



Division of Consumer Protection, which seeks international rules that promote a consistent market-oriented approach to const
protection. As with consumer protection in general, the first priority of an international consumer protection program should be
combating fraud. Indeed, as our domestic efforts have become more effective, scam artists have recognized that the FTC anc
foreign counterparts face significant obstacles in trying to fight cross-border fraud. Increasingly, scam artists take advantage o
law enforcement difficulties by using facilities in one country to target consumers in others. In 2000, 11% of our consumer con
involved cross-border fraud; by 2002, the number of cross-border fraud complaints had risen to over 14%.(123) There also ha
an increase in FTC cases involving offshore defendants, offshore evidence, or offshore assets. In 2002, for example, the FTC
brought over 20 law enforcement actions involving cross-border fraud. Cases this year involve advance fee credit cards peddl
Canadian telemarketers,(124) allegedly bogus international driving licenses advertised through spam email by defendants in

Denmark,(125) Israel, the Bahamas, and Romania,(126) and products and programs sold over the Internet by defendants bas
Switzerland,(127) Canada, the U.K., and Mexico(128) that allegedly falsely claim to cure cancer, AIDS, and other serious dise

Fraud harms any economy, even a well-established one. In emerging markets, the damage of fraud may be even greater. It is
enough that consumers suffer out-of-pocket losses. In a transition environment, fraud can undermine consumer confidence ar
uncertainty that often accompanies the abandonment of central planning. The inability of Albania, for example, to address effe
the pyramid schemes that masqueraded as legitimate investments led to the fall of the government and a was serious setbact
market reforms.(129) Unless a nation visibly and effectively suppresses seller deceit, consumers may perceive that in a marke
system commercial dishonesty is the norm, not the exception.

Moreover, consumers in countries that fail to develop effective anti-fraud strategies may become especially attractive targets f
fraudsters. Countries that house the targets of cross-border fraud are not the only victims; countries that unwittingly host them
as well. What country wants the dubious reputation as a haven for perpetrators of international fraud? Thus, Canada is detern
resist attempts by fraudulent telemarketers to make Canada their safe haven. A consortium of Canadian agencies that include
Competition Bureau, the Royal Canadian Mounted Police, and provincial and local authorities have worked with us effectively
attack fraud.(130)

We are building international consensus on the importance of combating cross-border fraud. My colleague Commissioner Mo:
Thompson chairs the OECD Committee on Consumer Policy, which, this past June, announced new Guidelines for internatior
cooperation to combat the growing problem of cross-border fraud.(131) Importantly, the Guidelines will help governments wor
effectively and efficiently to combat the increasing incidence of cross-border fraud. The Guidelines create a common definitior
"fraudulent and deceptive commercial practices" and express a commitment among OECD member countries to cooperate or
combating these practices. In the United States, we have begun to implement these Guidelines to ensure that the FTC has th
it needs to combat cross-border fraud. In June, we proposed legislation to Congress that would make it easier to share inform
and cooperate with our counterparts abroad.(132)

G. E-Commerce

Our e-commerce initiative is another example of the Commission using its institutional strengths to support competitive marke
the common law as they adapt to technological change. Although the Internet can provide consumers with important benefits,
commerce also has pitfalls. As already noted, the Commission has undertaken many enforcement and educational efforts to
online consumers against fraud and other problems. These consumer protection initiatives will help the Internet continue to thi
a legitimate and reputable sphere of commerce and likely lead to greater consumer confidence in, and use of, the medium.

The Internet also raises competition issues. While many states are regulating e-commerce to promote important public interes
objectives, such as protecting consumers from deception and fraud, some of these actions also shield local businesses from ¢
state competition. For example, some states require that online vendors maintain a physical office in the state, others complet
prohibit online sales or shipments of certain products. Many states also require that out-of-state sellers obtain an in-state licen
before selling particular goods, such as caskets or contact lenses, or services, such as medical or legal advice. Some observe
question whether the attendant higher prices and loss of variety outweigh the consumer protection benefits.(133)

In March 2002, Commission staff commented to the Connecticut Board of Examiners for Opticians against the Board requiring
Internet sellers of replacement contact lenses have a Connecticut optician's license.(134) Such sellers merely mail out prepac
lenses pursuant to a valid prescription. The staff concluded that the proposed requirement would increase consumer costs wit
offsetting health benefits and would hinder the expansion of Internet commerce. Indeed, such licensing could harm public hea
raising the cost of replacement contact lenses, inducing consumers to replace the lenses less frequently than doctors recomrr
to substitute other types of contact lenses that pose greater health risks. On June 24, 2003, the Board ruled that contact lens :
located outside of the state who sell lenses to Connecticut residents do not need a Connecticut license, but must merely sell
pursuant to a lawfully issued prescription. The effect of the Board's ruling is that state licensing or other requirements will not
Internet commerce in replacement contact lenses, which was the goal of the Commission's advocacy.(135)

The issue of industry members imposing restrictions on consumer choice led the Commission, with the Department of Justice
oppose a proposed bar opinion in North Carolina that required the physical presence of an attorney at residential loan closing:
including simple refinancings.(136) The Commission argued that the proposal would not only raise costs for consumers, who



have to pay for additional services, but also created an uneven playing field for out-of-state Internet lenders, because in-state
were allowed to close loans without attorneys. In January 2003, the state bar adopted a pair of opinions that eliminate the
requirement that an attorney be physically present at closings. The opinions also allow non-attorneys to obtain signatures and
receive and disburse funds. This outcome preserved competition for consumers in real estate closings, ensured even greater
consumer choice, and helped promote Internet lending options for North Carolina consumers.

The Commission also has addressed these issues in other states(137) and on a national scale. Late last year, the FTC and th
Department of Justice wrote to an American Bar Association (ABA) task force that was considering a proposed model definitic
the practice of law.(138) We urged the ABA not to adopt the proposed definition, which was over broad and could restrain
competition between lawyers and nonlawyers to provide similar services to consumers. The agencies cautioned that, if adopte
state governments, the proposed definition likely would raise costs for consumers and limit their competitive choices. The lette
noted the lack of evidence that this competition hurts consumers and the substantial evidence that they benefit from it. The AE
force ultimately withdrew the proposed model definition and instead suggested that each jurisdiction adopt its own definition a
determine who may provide services based upon the potential harm and benefit to the public.(139)

It is important to stress that the policy issue in our e-commerce activities is not whether licensing and certification regimes shao
scrapped. The question is instead whether legitimate consumer protection, safety, and other objectives motivate refusals to pe
reasonable accommodations of such licensing regimes or instead they represent a desire to exclude competitors from the
marketplace.

IV. Policy Research and Development

This discussion of our positive agenda identifies a necessary condition for the FTC's future success in consumer protection.
Continuing, substantial efforts to increase the Commission's base of knowledge are indispensable to address new commercia
phenomena, to analyze complex technical issues involving health and safety, and to respond to new technologies that, among
capabilities, permit the assembly and rapid transmission of vast amounts of information. All of these developments occur in a
regulatory environment in which the Commission must use the force of its arguments, not fiat, to persuade public authorities a
and abroad to cooperate in law enforcement and other forms of policymaking.

| have called the expansion of the FTC's knowledge base an investment in policy research and development (R&D).(140) The
Commission is the public equivalent of a private firm whose success requires substantial R&D. Just as a high technology com
must perform research to develop new products, so too must the FTC expand its knowledge to design law enforcement and o
policies to conquer current and anticipated consumer protection problems.

We can meet this test. A far-sighted feature of the FTC's institutional design is that Congress gave the agency flexible tools to
perform the necessary consumer protection R&D.(141) Several examples illustrate how the Commission uses its distinctive
institutional strengths to ensure that it accurately understands and properly responds to new challenges.

Possible Barriers to E-commerce workshop

In October 2002, the Commission sponsored a three-day workshop on Possible Anticompetitive Efforts to Restrict Competitior
the Internet.(142) The workshop examined state regulations and private arrangements, often adopted for purposes unrelated
competition, that may aid existing bricks-and-mortar businesses at the expense of new Internet competitors, ultimately hurting
consumers. The workshop sought to enhance the FTC's understanding of these issues, inform policymakers about how restric
state regulation affects competition and consumers, educate private entities about business practices that may raise concerns
learn of additional avenues to promote competition through e-commerce.

More than 70 representatives of industry, academia, state and federal government agencies, and independent public policy

organizations participated in the workshop and discussed possible barriers to e-commerce in ten different industries ranging fi
financial services to automobiles to wine. The workshop spawned several projects. For example, the FTC Bureau of Economir
issued a working paper on the availability of wine over the Internet.(143) The paper examined the effect of Virginia's ban on di
wine shipments from out-of-state sellers on price and variety available to Virginia consumers. The study found that Virginia's ¢
shipment ban reduces the varieties of wine available to consumers and prevents them from purchasing certain premium wine:
lower prices online. We then issued an FTC staff report assessing the impact on wine consumers of barriers to e-commerce.(’
The report found that states could significantly enhance consumer welfare by allowing the direct shipment of wine to consume

The wine report will be followed by reports on other industries discussed at the workshop. Each report will analyze the compet
and consumer protection aspects of the possible anticompetitive barriers, including regulations and business practices. What"
learned from the barriers to e-commerce workshop will continue to inform the Commission's advocacy and enforcement agen«

Information flows workshop



In June, the Commission held a workshop on Information Flows to examine the benefits and costs to consumers and busines:
the collection and use of consumer information. As discussed above, the Commission's privacy agenda focuses on stopping
practices that cause real harm to consumers, while not restricting unduly the free flow of information that benefits our econom
help ensure that the Commission's approach both protects privacy and preserves important benefits, we convened the workst
learn from knowledgeable observers with a range of perspectives, including executives from a variety of businesses that use
consumer information extensively, academic researchers, consumer privacy advocates, and government officials. Panelists
presented their original research and debated the appropriate methodology for evaluating information practices from consume
business perspectives, including the appropriate use of benefit/cost analysis.

More research is needed so that we as policy makers can understand more fully the role of information practices in our inform
economy. The knowledge we gathered at this workshop, and the future research that it is likely to spur, will help inform the
Commission and other policymakers as we debate the difficult issues involving privacy and the free flow of consumer informat

FCRA Recommendation

Our efforts to increase knowledge through workshops, such as the Information Flows event, are not merely aspirational. Rese
presented at the Information Flows workshop helped guide our recommendations on FCRA reauthorization. As mentioned ab
Fair Credit Reporting Act tries to balance the beneficial use of information with the costs. Participants at the Information Flows
workshop provided research on likely effects from changes to the FCRA's current uniform standards and preemption of state |
with respect to certain matters.(145) This research indicated that allowing the national standards to expire likely would harm
consumers. One study measured the impact of different scenarios of possible state regulation on credit score modeling and,
ultimately, on the cost and availability of credit. The results suggested that the hypothesized changes in FCRA standards wou
most consumers' credit scores and lower the predictive power of scoring models, leading to increased delinquency rates or (ic
maintain current delinquency rates) restricted availability of credit.(146) Based in part on this research, the Commission
recommended in testimony before Congress that all of the standards be made permanent.(147)

V. Conclusion

The FTC's consumer protection program has been transformed during my professional career. This transformation clarified th
agency's mission and enhanced its effectiveness by better deploying its inherent strengths, to the benefit of both the agency &
more important, consumers. What can one learn from this discussion of the underlying principles for formulating an effective

consumer protection policy and the recitation of FTC activities that illustrate these principles? One key lesson is that, of cours¢
principles matter. An institution that merely reacts to circumstances and does not work from a coherent philosophy will ultimat
to achieve lasting success. Even if it wins a few battles, it is not orchestrating an overall strategy to succeed on a larger scale
reinforcing its strengths, filling gaps in the lines of defense, and carefully venturing into new terrain with a compass firmly in he

Beyond principles, we need a plan for implementation. The heart of the agency's strategy for consumer protection is the searc
practices that harm consumers by hampering the competitive process and violating the basic rules of exchange. While we will
much of this work through case selection and prosecution, we will also make full use of our distinctive institutional attributes,
including the ability to perform advocacy and conduct studies.

A necessary condition for the FTC's future success in consumer protection is to increase the Commission's base of knowledgs
address new commercial phenomena, to analyze complex technical issues involving health and safety, and to respond to new
technologies. This base of knowledge will enable the Commission to retain the intellectual leadership necessary to persuade ¢
to join us in our mission to foster consistent, market-driven consumer protection policies.
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