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To deter and punish terrorist acts in the United States and around the

world, to enhance law enforecement investigatory tools, and for other purposes.
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IN THE SENATE OF THE UNITED STATES

OCTOBER 4, 2001
DasciiLe (for himself, Mr. LoTT, Mr. LEATTY, Mr. HATCH, Mr. GRATIAM,
Mr. SHELBY, and Mr. SARBANES) introduced the following bill; which
was read the first time

A BILL

deter and punish terrorist acts in the United States
and around the world, to enhance law enforcement inves-
tigatory tools, and for other purposes.

Be it enacted by the Senate and House of Representa-
tives of the United States of America in Congress assembled,
SECTION 1. SHORT TITLE AND TABLE OF CONTENTS.

(a) SHORT TrrLE.—This Act may be cited as the
“Uniting and Strengthening America Act” or the “USA
Act of 20017,
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Terrorist attacks and other acts of violence against mass transpor-
tation systems.

Expansion of the biological weapons statute.

Definition of domestic terrorism.

Prohibition against harboring terrorists.

Jurisdiction over crimes committed at U.S. facilities abroad.

Material support for terrorism.

Assets of terrorist organizations.

Technical clarification relating to provision of material support to ter-
rorism.

Definition of Federal crime of terrorism.

No statute of limitation for certain terrorism offenses.

Alternate maximum penalties for terrorism offenses.

Penalties for terrorist conspiracies.

Post-release supervision of terrorists.

Inclusion of acts of terrorism as racketeering activity.

Deterrence and prevention of eyberterrorism.

Additional defense to civil actions relating to preserving records in re-
sponse to government requests.

. Development and support of ¢ybersecurity forensic capabilities.

TITLE IX—IMPROVED INTELLIGENCE

Responsibilities of Director of Central Intelligence regarding foreign
intelligence collected under Foreign Intelligence Surveillance
Act of 1978.

. Inclusion of international terrorist activities within scope of foreign

intelligence under National Security Act of 1947.

. Sense of Congress on the establishment and maintenance of intel-

ligence relationships to acquire information on terrorists and
terrorist organizations.

Temporary authority to defer submittal to Congress of reports on in-
telligence and intelligence-related matters.

Disclosure to director of central intelligence of foreign intelligence-re-
lated information with respect to eriminal investigations.
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Training of government officials regarding identification and use of
foreign intelligence.

SEC. 2. CONSTRUCTION; SEVERABILITY.

Any provision of this Act held to be invalid or unen-

forceable by its terms, or as applied to any person or cir-

cumstance, shall be construed so as to give it the max-

imum effect permitted by law, unless such holding shall

be one of utter invalidity or unenforceability, in which

event such provision shall be deemed severable from this
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Act and shall not affect the remainder thereof or the appli-
cation of such provision to other persons not similarly situ-

ated or to other, dissimilar circumstances.

TITLE I—ENHANCING DOMESTIC
SECURITY AGAINST TERRORISM

SEC. 101. COUNTERTERRORISM FUND.

(a) ESTABLISHMENT; AVATLABILITY.—There is here-
by established in the Treasury of the United States a sepa-
rate fund to be known as the “Counterterrorism Fund”,
amounts in which shall remain available without fiscal
year limitation—

(1) to reimburse any Department of Justice
component for any costs incurred in connection
with—

(A) reestablishing the operational capa-
bility of an office or facility that has been dam-
aged or destroyed as the result of any domestic
or international terrorism incident;

(B) providing support to counter, inves-
tigate, or prosecute domestic or international
terrorism, including, without limitation, paying
rewards in connection with these activities; and

(C) conducting terrorism threat assess-
ments of Federal agencies and their facilities;

and
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(2) to reimburse any department or agency of
the Federal Government for any costs incurred in
connection with detaining in foreign countries indi-
viduals accused of acts of terrorism that violate the
laws of the United States.

(b) No EFFECT ON PRIOR APPROPRIATIONS.—Sub-

section (a) shall not be construed to affect the amount

or availability of any appropriation to  the

Counterterrorism Fund made before the date of enact-

ment of this Act.

SEC. 102. SENSE OF CONGRESS CONDEMNING DISCRIMINA-
TION AGAINST ARAB AND MUSLIM AMERI-
CANS.

(a) FINDINGS.

Congress makes the following find-
ngs:

(1) Arab Americans, Muslim Americans, and
Americans from South Asia play a vital role in our
Nation and are entitled to nothing less than the full
rights of every American.

(2) The acts of violence that have been taken
against Arab and Muslim Americans since the Sep-
tember 11, 2001, attacks against the United States
should be and are condemmned by all Americans who

value freedom.

*S 1510 IS



© 00O N O 0o B~ W N PP

N N DN DN DD DN P PP PPk PR PP
o A WO N P O ©W 00 N O O b W N B O

8

(3) The concept of individual responsibility for
wrongdoing is sacrosanct in American society, and
applies equally to all religious, racial, and ethnic
oroups.

(4) When American citizens commit acts of vio-
lence against those who are, or are perceived to be,
of Arab or Muslim descent, they should be punished
to the full extent of the law.

(5) Muslim Americans have become so fearful
of harassment that many Muslim women are chang-
ing the way they dress to avoid becoming targets.

(6) Many Arab Americans and Muslim Ameri-
cans have acted heroically during the attacks on the
United States, including Mohammed Salman
Hamdani, a 23-year-old New Yorker of Pakistani
descent, who is believed to have gone to the World
Trade Center to offer rescue assistance and is now
missing.

(b) SENSE OF CONGRESS.—It is the sense of Con-

oress that—

(1) the civil rights and civil liberties of all
Americans, 1including Arab Americans, Muslim
Americans, and Americans from South Asia, must
be protected, and that every effort must be taken to

preserve their safety;
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9
(2) any acts of wviolence or discrimination
against any Americans be condemned; and
(3) the Nation is called upon to recognize the
patriotism of fellow citizens from all ethnie, racial,
and religious backegrounds.

SEC. 103. INCREASED FUNDING FOR THE TECHNICAL SUP-
PORT CENTER AT THE FEDERAL BUREAU OF
INVESTIGATION.

There are authorized to be appropriated for the Tech-
nical Support Center established in section 811 of the
Antiterrorism and Effective Death Penalty Act of 1996
(Public Law 104-132) to help meet the demands for ac-
tivities to combat terrorism and support and enhance the
technical support and tactical operations of the FBI,
$200,000,000 for each of the fiscal years 2002, 2003, and
2004.

SEC. 104. REQUESTS FOR MILITARY ASSISTANCE TO EN-
FORCE PROHIBITION IN CERTAIN EMER-
GENCIES.

Section 2332e of title 18, United States Code, is
amended—

(1) by striking “2332¢” and inserting “2332a’’;
and

(2) by striking “chemical”.
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SEC. 105. EXPANSION OF NATIONAL ELECTRONIC CRIME

TASK FORCE INITIATIVE.

The Director of the United States Secret Service
shall take appropriate actions to develop a national net-
work of electronic crime task forces, based on the New
York Electronie Crimes Task Force model, throughout the
United States, for the purpose of preventing, detecting,
and 1nvestigating various forms of electronic crimes, in-
cluding potential terrorist attacks against critical infra-
structure and financial payment systems.

SEC. 106. PRESIDENTIAL AUTHORITY.

Section 203 of the International Emergency Powers

Act (50 U.S.C. 1702) 1s amended—
(1) in subsection (a)(1)—

(A) at the end of subparagraph (A) (flush
to that subparagraph), by striking *; and” and
iserting a comma and the following:

“by any person, or with respect to any property,

subject to the jurisdiction of the United States;”;

(B) in subparagraph (B)—

(i) by inserting ““, block during the
pendency of an investigation” after “‘inves-
tigate”; and

(i1) by striking ‘“‘interest;” and insert-

ing “‘interest by any person, or with re-
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spect to any property, subject to the juris-

diction of the United States; and”’; and

(C) by inserting at the end the following:

“(C) when the United States is engaged in
armed hostilities or has been attacked by a for-
eign country or foreign nationals, confiscate any
property, subject to the jurisdiction of the
United States, of any foreign person, foreign
organization, or foreign country that he deter-
mines has planned, authorized, aided, or en-
cgaged in such hostilities or attacks against the
United States; and all right, title, and interest
in any property so confiscated shall vest, when,
as, and upon the terms directed by the Presi-
dent, in such agency or person as the President
may designate from time to time, and upon
such terms and conditions as the President may
prescribe, such interest or property shall be
held, used, administered, liquidated, sold, or
otherwise dealt with in the interest of and for
the benefit of the United States, and such des-
ignated agency or person may perform any and
all acts incident to the accomplishment or fur-
therance of these purposes.”; and

(2) by inserting at the end the following:
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“(e) CLASSIFIED INFORMATION.—In any judicial re-
view of a determination made under this section, if the
determination was based on classified information (as de-
fined in section 1(a) of the Classified Information Proce-
dures Act) such information may be submitted to the re-
viewing court ex parte and in camera. This subsection does

not confer or imply any right to judicial review.”.

TITLE II—-ENHANCED
SURVEILLANCE PROCEDURES

SEC. 201. AUTHORITY TO INTERCEPT WIRE, ORAL, AND
ELECTRONIC COMMUNICATIONS RELATING
TO TERRORISM.
Section 2516(1) of title 18, United States Code, is
amended—

(1) by redesignating paragraph (p), as so redes-
ignated by section 434(2) of the Antiterrorism and
Effective Death Penalty Act of 1996 (Public Law
104-132; 110 Stat. 1274), as paragraph (r); and

(2) by inserting after paragraph (p), as so re-
designated by section 201(3) of the Illecal Immigra-
tion Reform and Immigrant Responsibility Act of
1996 (division C of Public Law 104-208; 110 Stat.
3009-565), the following new paragraph:

“(q) any criminal violation of section 229 (relating

to chemical weapons); or sections 2332, 2332a, 2332b,
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2332d, 2339A, or 2339B of this title (relating to ter-

rorism); or’’.

SEC. 202. AUTHORITY TO INTERCEPT WIRE, ORAL, AND
ELECTRONIC COMMUNICATIONS RELATING
TO COMPUTER FRAUD AND ABUSE OF-
FENSES.

Section 2516(1)(c) of title 18, United States Code,
is amended by striking “and section 1341 (relating to mail
fraud),” and inserting ‘“‘section 1341 (relating to mail
fraud), a felony violation of section 1030 (relating to com-
puter fraud and abuse),”.

SEC. 203. AUTHORITY TO SHARE CRIMINAL INVESTIGATIVE
INFORMATION.

(a) AUTHORITY TO SHARE GRAND JURY INFORMA-

TION.—
(1) IN GENERAL.—Rule 6(e)(3)(C) of the Fed-
eral Rules of Criminal Procedure is amended—
(A) in clause (ii1), by striking “‘or” at the
end;
(B) in clause (iv), by striking the period at
the end and inserting “‘; or”’; and
(C) by inserting at the end the following:
“(v) when the matters involve foreign
intelligence or counterintelligence (as de-

fined in section 3 of the National Security
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1 Act of 1947 (50 U.S.C. 401a)), or foreign
2 intelligence information (as defined in Rule
3 6(e)(3)(C)(i1)) to any other Federal law en-
4 forcement, intelligence, protective, immi-
5 oration, national defense, or national secu-
6 rity official in order to assist the official
7 receiving that information in the perform-
8 ance of his official duties.

9 Any Federal official who receives information
10 pursuant to clause (v) may use that information
11 only as necessary in the conduct of that per-
12 son’s official duties subject to any limitations
13 on the unauthorized disclosure of such informa-
14 tion.”.

15 (2) DEFINITION.—Rule 6(e)(3)(C) of the Fed-
16 eral Rules of Criminal Procedure, as amended by
17 paragraph (1), is amended by—

18 (A) inserting “(i)” after “(C)"’;

19 (B) redesignating clauses (1) through (v)
20 as subclauses (I) through (IV), respectively; and
21 (C) inserting at the end the following:

22 “(ii) In this subparagraph, the term ‘for-
23 eign intelligence information” means—

24 “(I) information, whether or not con-
25 cerning a United States person, that re-

*S 1510 IS
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1 lates to the ability of the United States to
2 protect against—
3 “(aa) actual or potential attack
4 or other grave hostile acts of a foreign
5 power or an agent of a foreign power;
6 “(bb) sabotage or international
7 terrorism by a foreign power or an
8 agent of a foreign power; or
9 “(ce) clandestine intelligence ac-
10 tivities by an intelligence service or
11 network of a foreign power or by an
12 agent of a foreign power; or
13 “(IT) information, whether or not con-
14 cerning a United States person, with re-
15 spect to a foreign power or foreign terri-
16 tory that relates to—
17 “(aa) the national defense or the
18 security of the United States; or
19 “(bb) the conduct of the foreign
20 affairs of the United States.”.
21 (b) AuTHorITY TO SHARE ELECTRONIC, WIRE, AND
22 ORAL INTERCEPTION INFORMATION.—
23 (1) LAW ENFORCEMENT.—Section 2517 of title
24 18, United States Code, is amended by inserting at
25 the end the following:
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“(6) Any investigative or law enforcement officer, or
attorney for the Government, who by any means author-
ized by this chapter, has obtained knowledge of the con-
tents of any wire, oral, or electronic communication, or
evidence derived therefrom, may disclose such contents to
any other Federal law enforcement, intelligence, protec-
tive, immigration, national defense, or national security of-
ficial to the extent that such contents include foreign intel-
ligence or counterintelligence (as defined in section 3 of
the National Security Act of 1947 (50 U.S.C. 401a)), or
foreign intelligence information (as defined in subsection
(19) of section 2510 of this title), to assist the official
who 18 to receive that information in the performance of
his official duties. Any Federal official who receives infor-
mation pursuant to this provision may use that informa-
tion only as necessary in the conduct of that person’s offi-
cial duties subject to any limitations on the unauthorized
disclosure of such information.”.
(2) DEFINITION.—Section 2510 of title 18,
United States Code, is amended by—
(A) in paragraph (17), by striking “and”
after the semicolon;
(B) in paragraph (18), by striking the pe-
riod and inserting ‘; and”’; and

(C) by inserting at the end the following:
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“(19) ‘“foreign intelligence information’” means—
“(A) information, whether or not con-
cerning a United States person, that relates to
the ability of the United States to protect
against—

“(1) actual or potential attack or other
orave hostile acts of a foreign power or an
agent of a foreign power;

“(i1) sabotage or international ter-
rorism by a foreign power or an agent of
a foreign power; or

“(i11) clandestine intelligence activities
by an intelligence service or network of a
foreign power or by an agent of a foreign
power; or
“(B) information, whether or not con-

cerning a United States person, with respect to
a foreign power or foreign territory that relates
to—

‘(1) the national defense or the secu-
rity of the United States; or

“(i1) the conduct of the foreign affairs

of the United States.”.

(¢) PROCEDURES.—The Attorney General shall es-

25 tablish procedures for the disclosure of information pursu-
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ant to section 2517(6) and Rule 6(e)(3)(C)(v) of the Fed-
eral Rules of Criminal Procedure that identifies a United

States person, as defined in section 101 of the Foreign

Intelligence Surveillance Act of 1978 (50 U.S.C. 1801)).

(d) FOREIGN INTELLIGENCE INFORMATION .—

(1) IN GENERAL.—Notwithstanding any other
provision of law, it shall be lawful for foreign intel-
ligence or counterintelligence (as defined section 3 of
the National Security Act of 1947 (50 U.S.C.
401a)) or foreign intelligence information obtained
as part of a criminal investigation to be disclosed to
any Federal law enforcement, intelligence, protective,
immigration, national defense, or national security
official in order to assist the official receiving that
information in the performance of his official duties.
Any Federal official who receives information pursu-
ant to this provision may use that information only
as necessary in the conduct of that person’s official
duties subject to any limitations on the unauthorized
disclosure of such information.

(2) DEFINITION.—In this subsection, the term
“foreign intelligence information” means—

(A) information, whether or not concerning

a United States person, that relates to the abil-

ity of the United States to protect against—
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(1) actual or potential attack or other
erave hostile acts of a foreign power or an
agent of a foreign power;

(1) sabotage or international ter-
rorism by a foreign power or an agent of
a foreign power; or

(i11) clandestine intelligence activities
by an intelligence service or network of a
foreign power or by an agent of a foreign
power; or

(B) information, whether or not concerning

a United States person, with respect to a for-

eign power or foreign territory that relates to—

(1) the national defense or the security
of the United States; or
(11) the conduct of the foreign affairs

of the United States.

SEC. 204. CLARIFICATION OF INTELLIGENCE EXCEPTIONS

FROM LIMITATIONS ON INTERCEPTION AND

DISCLOSURE OF WIRE, ORAL, AND ELEC-

TRONIC COMMUNICATIONS.

Section 2511(2)(f) of title 18, United States Code,

1s amended—
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(1) by striking “this chapter or chapter 1217
and inserting ‘“‘this chapter or chapter 121 or 206
of this title”; and
(2) by striking “wire and oral” and inserting

“wire, oral, and electronic’.

SEC. 205. EMPLOYMENT OF TRANSLATORS BY THE FED-
ERAL BUREAU OF INVESTIGATION.

(a) AuTHORITY.—The Director of the Federal Bu-
reau of Investigation is authorized to expedite the employ-
ment of  personnel as translators to  support
counterterrorism investigations and operations without re-
card to applicable Federal personnel requirements and

himitations.

(b) SECURITY REQUIREMENTS.—The Director of the
Federal Bureau of Investigation shall establish such secu-
rity requirements as are necessary for the personnel em-
ployed as translators under subsection (a).

(¢) REPORT.—The Attorney General shall report to
the Committees on the Judiciary of the House of Rep-
resentatives and the Senate on—

(1) the number of translators employed by the

FBI and other components of the Department of

Justice;

(2) any legal or practical impediments to using

translators employed by other Federal, State, or
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local agencies, on a full, part-time, or shared basis;
and

(3) the needs of the F'BI for specific translation
services in certain languages, and recommendations
for meeting those needs.

SEC. 206. ROVING SURVEILLANCE AUTHORITY UNDER THE
FOREIGN INTELLIGENCE SURVEILLANCE ACT
OF 1978.

Section 105(¢)(2)(B) of the Foreign Intelligence Sur-
veillance Act of 1978 (50 U.S.C. 1805(¢)(2)(B)) is amend-
ed by inserting “, or in circumstances where the Court
finds that the actions of the target of the application may
have the effect of thwarting the identification of a speci-
fied person, such other persons,” after ‘“‘specified person’.
SEC. 207. DURATION OF FISA SURVEILLANCE OF NON-

UNITED STATES PERSONS WHO ARE AGENTS
OF A FOREIGN POWER.

(a) DURATION .—

(1) SURVEILLANCE.—Section 105(d)(1) of the

Foreign Intelligence Surveillance Act of 1978 (50

U.S.C. 1805(d)(1)) is amended by

(A) inserting ““(A)” after “except that’;
and
(B) inserting before the period the fol-

lowing: ““, and (B) an order under this Act for
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a surveillance targeted against an agent of a
foreign power, as defined in section 101(b)(A)
may be for the period specified in the applica-
tion or for 120 days, whichever is less”.
(2) Prysican SEARCH.—Section 304(d)(1) of the

Foreign Intelligence Surveillance Act of 1978 (50 U.S.C.

1824(d)(1)) is amended by
A) striking “forty-five” and inserting “90"’;

() inserting before the period the following: ,

(

(B) inserting ““(A)”" after “except that’’; and

(
and (B) an order under this section for a physical
search targeted against an agent of a foreign power
as defined in section 101(b)(A) may be for the pe-
riod specified in the application or for 120 days,
whichever is less’.

(b) EXTENSION.—

(1) IN GENERAL.—Section 105(d)(2) of the
Foreign Intelligence Surveillance Act of 1978 (50
U.S.C. 1805(d)(2)) is amended by—

(A) inserting “(A)” after ‘“‘except that’;
and

(B) inserting before the period the fol-
lowing: “, and (B) an extension of an order

under this Act for a surveillance targeted

against an agent of a foreign power as defined
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in section 101(b)(1)(A) may be for a period not
to exceed 1 year”.
(2) DEFINED TERM.—Section 304(d)(2) of the
Foreign Intelligence Surveillance Act of 1978 (50
U.S.C. 1824(d)(2) is amended by inserting after
“not a United States person,” the following: “or
against an agent of a foreign power as defined in
section 101(b)(1)(A)”.
SEC. 208. DESIGNATION OF JUDGES.

Section 103(a) of the Foreign Intelligence Surveil-

lance Act of 1978 (50 U.S.C. 1803(a)) is amended by

(1) striking “seven district court judges” and
inserting ‘11 district court judges”; and

(2) inserting “of whom no less than 3 shall re-
side within 20 miles of the District of Columbia”
after “circuits’.

SEC. 209. SEIZURE OF VOICE-MAIL MESSAGES PURSUANT
TO WARRANTS.

Title 18, United States Code, is amended—

(1) in section 2510—

(A) in paragraph (1), by striking beginning
with “and such” and all that follows through
“communication’; and

(B) in paragraph (14), by inserting “wire

or’” after “transmission of”’; and
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(2) 1n subsections (a) and (b) of section 2703

(A) by striking “CONTENTS OF ELEC-
TRONIC” and inserting “CONTENTS OF WIRE OR
ELECTRONIC” each place it appears;

(B) by striking “contents of an electronic”
and inserting “‘contents of a wire or electronic”
each place 1t appears; and

(C) by striking ‘“‘any electronic” and in-
serting “‘any wire or electronic¢” each place it
appears.

SEC. 210. SCOPE OF SUBPOENAS FOR RECORDS OF ELEC-
TRONIC COMMUNICATIONS.
Section 2703(¢)(2) of title 18, United States Code,
as redesignated by section 212, is amended—

(1) by striking “‘entity the name, address, local
and long distance telephone toll billing records, tele-
phone number or other subscriber number or iden-
tity, and length of service of the subscriber” and in-
serting the following: “‘entity the—

“(A) name;

“(B) address;

“(C) local and long distance telephone connec-
tion records, or records of session times and dura-

tions;
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“(D) length of service (including start date)
and types of service utilized;

“(E) telephone or instrument number or other
subscriber number or identity, including any tempo-
rarily assigned network address; and

“(F) means and source of payment (including
any credit card or bank account number),

of a subscriber”; and

(2) by striking “and the types of services the

subsecriber or customer utilized,”.
SEC. 211. CLARIFICATION OF SCOPE.

Section 631 of the Communications Act of 1934 (47
U.S.C. 551) is amended—

(1) m subsection (¢)(2)—

(A) in subparagraph (B), by striking “or’’;

(B) in subparagraph (C), by striking the
period at the end and inserting”’; or”’; and

(C) by inserting at the end the following:

“(D) authorized under chapters 119, 121, or
206 of title 18, United States Code, except that such
disclosure shall not include records revealing cus-
tomer cable television viewing activity.”; and

(2) in subsection (h) by striking “A govern-
mental entity”” and inserting “Except as provided in

subsection (¢)(2)(D), a governmental entity”.
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SEC. 212. EMERGENCY DISCLOSURE OF ELECTRONIC COM-

MUNICATIONS TO PROTECT LIFE AND LIMB.
(a) DISCLOSURE OF CONTENTS.—

(1) IN GENERAL.—Section 2702 of title 18,
United States Code, is amended—

(A) by striking the section heading and in-
serting the following:
“§2702. Voluntary disclosure of customer commu-
nications or records”;

(B) in subsection (a)—

(i) in paragraph (2)(A), by striking
“and” at the end;

(i) in paragraph (2)(B), by striking
the period and inserting ‘‘; and”; and

(111) by inserting after paragraph (2)
the following:

“(3) a provider of remote computing service or
electronic communication service to the public shall
not knowingly divulge a record or other information
pertaining to a subscriber to or customer of such
service (not including the contents of communica-
tions covered by paragraph (1) or (2)) to any gov-
ernmental entity.”’;

(C) in subsection (b), by striking “EXCEP-

TIONS.

A person or entity’” and inserting “EX-
CEPTIONS FOR DISCLOSURE OF COMMUNICA-
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TIONS.— A provider described in subsection
()"
(D) 1n subsection (b)(6)—
(1) in subparagraph (A)(ii), by strik-
ing “or’’;
(i1) in subparagraph (B), by striking

“;or”; and

the period and inserting
(ii1) by adding after subparagraph (B)
the following:

“(C) if the provider reasonably believes
that an emergency involving immediate danger
of death or serious physical injury to any per-
son requires disclosure of the information with-
out delay.”; and

(E) by inserting after subsection (b) the
following:

“(¢) EXCEPTIONS FOR DISCLOSURE OF CUSTOMER
RECORDS.—A provider described in subsection (a) may di-
vulge a record or other information pertaining to a sub-
seriber to or customer of such service (not including the
contents of communications covered by subsection (a)(1)
or (a)(2))—

“(1) as otherwise authorized in section 2703;
“(2) with the lawful consent of the customer or

subsecriber;
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1 “(3) as may be necessarily incident to the ren-
2 dition of the service or to the protection of the rights
3 or property of the provider of that service;
4 “(4) to a governmental entity, if the provider
5 reasonably believes that an emergency involving im-
6 mediate danger of death or serious physical injury to
7 any person justifies disclosure of the information; or
8 “(5) to any person other than a governmental
9 entity.”.
10 (2) TECHNICAL AND CONFORMING AMEND-
11 MENT.—The table of sections for chapter 121 of
12 title 18, United States Code, is amended by striking
13 the item relating to section 2702 and inserting the
14 following:
“2702. Voluntary disclosure of customer communications or records.”.
15 (b) REQUIREMENTS FOR GOVERNMENT ACCESS.
16 (1) IN GENERAL.—Section 2703 of title 18,
17 United States Code, is amended—
18 (A) by striking the section heading and in-
19 serting the following:

20 “§2703. Required disclosure of customer communica-

21 tions or records”;

22 (B) in subsection (¢) by redesignating
23 paragraph (2) as paragraph (3);

24 (C) 1 subsection (¢)(1)—
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(1) by striking “(A) Except as pro-
vided in subparagraph (B), a provider of
electronic communication service or remote

computing service may’ and inserting “A

eovernmental entity may require a provider

of electronic communication service or re-
mote computing service to’’;
(i1) by striking “‘covered by subsection

(a) or (b) of this section) to any person

other than a governmental entity.

“(B) A provider of electronic communica-
tion service or remote computing service shall
disclose a record or other information per-
taining to a subscriber to or customer of such
service (not including the contents of commu-
nications covered by subsection (a) or (b) of
this section) to a governmental entity’” and in-
serting )"’;

(1) by redesignating subparagraph

(C) as paragraph (2);

(iv) by redesignating clauses (i), (ii),

(i), and (iv) as subparagraphs (A), (B),

(C), and (D), respectively;
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(v) in subparagraph (D) (as redesig-
nated) by striking the period and inserting
“:or’”; and
(vi) by inserting after subparagraph
(D) (as redesignated) the following:
“(E) seeks information under paragraph
(2).”; and
(D) in paragraph (2) (as redesignated) by

2

striking ‘“subparagraph (B)” and insert “para-
oraph (1)”.
(2) TECHNICAL AND CONFORMING AMEND-
MENT.—The table of sections for chapter 121 of
title 18, United States Code, is amended by striking

the item relating to section 2703 and inserting the

following:

“2703. Required disclosure of customer communications or records.”.
SEC. 213. AUTHORITY FOR DELAYING NOTICE OF THE EXE-
CUTION OF A WARRANT.
Section 3103a of title 18, United States Code, is
amended—
(1) by inserting “(a) IN GENERAL.—" before
“In addition”; and
(2) by adding at the end the following:
“(b) DELAY.—With respect to the issuance of any
warrant or court order under this section, or any other
rule of law, to search for and seize any property or mate-
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1 rial that constitutes evidence of a eriminal offense in viola-
2 tion of the laws of the United States, any notice required,

3 or that may be required, to be given may be delayed if—

4 “(1) the court finds reasonable cause to believe
5 that providing immediate notification of the execu-
6 tion of the warrant may have an adverse result (as
7 defined in section 2705);

8 “(2) the warrant prohibits the seizure of any
9 tangible property, any wire or electronic communica-
10 tion (as defined in section 2510), or, except as ex-
11 pressly provided in chapter 121, any stored wire or
12 electronic information, except where the court finds
13 reasonable necessity for the seizure; and

14 “(3) the warrant provides for the giving of such
15 notice within a reasonable period of its execution,
16 which period may thereafter be extended by the
17 court for good cause shown.”.

18 SEC. 214. PEN REGISTER AND TRAP AND TRACE AUTHOR-

19 ITY UNDER FISA.

20 (a) APPLICATIONS AND ORDERS.—Section 402 of the
21 Foreign Intelligence Surveillance Act of 1978 (50 U.S.C.

22 1842) is amended—

23 (1) in subsection (a)(1), by striking “for any in-
24 vestigation to gather foreign intelligence information
25 or information concerning international terrorism’”
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and inserting ‘‘for any investigation to protect
against international terrorism or clandestine intel-
ligence activities, provided that such investigation of
a United States person is not conducted solely upon
the basis of activities protected by the first amend-
ment to the Constitution’;

(2) by amending subsection (¢)(2) to read as
follows:

“(2) a certification by the applicant that the in-
formation likely to be obtained is relevant to an on-
coing investication to protect against international
terrorism or clandestine intelligence activities, pro-
vided that such investigation of a United States per-
son is not conducted solely upon the basis of activi-
ties protected by the first amendment to the Con-
stitution.”;

(3) by striking subsection (¢)(3); and

(4) by amending subsection (d)(2)(A) to read
as follows:

“(A) shall specify

“(1) the identity, if known, of the per-
son who is the subject of the investigation;
“(i1) the identity, if known, of the per-
son to whom is leased or in whose name 1is

listed the telephone line or other facility to
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which the pen register or trap and trace
device is to be attached or applied;

“(i11) the attributes of the communica-
tions to which the order applies, such as
the number or other identifier, and, if
known, the location of the telephone line or
other facility to which the pen register or

trap and trace device is to be attached or

© 00O N O 0o B~ W N PP

applied and, in the case of a trap and trace
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device, the geographic limits of the trap

 —
[

and trace order.”.

=
N

(b) AUTHORIZATION DURING EMERGENCIES.—Sec-
13 tion 403 of the Foreign Intellicence Surveillance Act of

14 1978 (50 U.S.C. 1843) is amended—

15 (1) in subsection (a), by striking ‘“foreign intel-
16 ligence information or information concerning inter-
17 national terrorism” and inserting “information to
18 protect against international terrorism or clandestine
19 intelligence activities, provided that such investiga-
20 tion of a United States person is not conducted sole-
21 ly upon the basis of activities protected by the first
22 amendment to the Constitution”; and

23 (2) in subsection (b)(1), by striking “foreign in-
24 telligence information or information concerning
25 international terrorism’ and inserting ‘‘information
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to protect against international terrorism or clandes-
tine intelligence activities, provided that such inves-
tigation of a United States person is not conducted
solely upon the basis of activities protected by the
first amendment to the Constitution’.
SEC. 215. ACCESS TO RECORDS AND OTHER ITEMS UNDER
THE FOREIGN INTELLIGENCE SURVEIL-
LANCE ACT.

Title V of the Foreign Intelligence Surveillance Act
of 1978 (50 U.S.C. 1861 et seq.) is amended by striking
sections 501 through 503 and inserting the following:
“SEC. 501. ACCESS TO CERTAIN BUSINESS RECORDS FOR

FOREIGN INTELLIGENCE AND INTER-
NATIONAL TERRORISM INVESTIGATIONS.

“(a)(1) The Director of the Federal Bureau of Inves-
tigation or a designee of the Director (whose rank shall
be no lower than Assistant Special Agent in Charge) may
make an application for an order requiring the production
of any tangible things (including books, records, papers,
documents, and other items) for an investigation to pro-
tect against international terrorism or clandestine intel-
ligence activities, provided that such investigation of a
United States person is not conducted solely upon the
basis of activities protected by the first amendment to the

Constitution.
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“(2) An ivestigation conducted under this section

shall—

“(A) be conducted under guidelines approved by
the Attorney General under Executive Order 12333
(or a successor order); and

“(B) not be conducted of a United States per-
son solely upon the basis of activities protected by
the first amendment to the Constitution of the
United States.
“(b) Each application under this section—

“(1) shall be made to—

“(A) a judge of the court established by
section 103(a); or
“(B) a Umted States Magistrate Judge

under chapter 43 of title 28, United States

Code, who is publicly designated by the Chief

Justice of the United States to have the power

to hear applications and grant orders for the

production of tangible things under this section

on behalf of a judge of that court; and

“(2) shall specify that the records concerned
are sought for an authorized ivestigation conducted
in accordance with subsection (a)(2) to protect
against international terrorism or clandestine intel-

ligence activities.
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“(¢)(1) Upon an application made pursuant to this
section, the judege shall enter an ex parte order as re-
quested, or as modified, approving the release of records
if the judge finds that the application meets the require-
ments of this section.

“(2) An order under this subsection shall not disclose
that it 1s issued for purposes of an investigation described
in subsection (a).

“(d) No person shall disclose to any other person
(other than those persons necessary to produce the tan-
eible things under this section) that the Federal Bureau
of Investigation has sought or obtained tangible things
under this section.

“(e) A person who, in good faith, produces tangible
things under an order pursuant to this section shall not
be liable to any other person for such production. Such
production shall not be deemed to constitute a waiver of
any privilege in any other proceeding or context.

“SEC. 502. CONGRESSIONAL OVERSIGHT.

“(a) On a semiannual basis, the Attorney General
shall fully inform the Permanent Select Committee on In-
telligence of the House of Representatives and the Select
Committee on Intelligence of the Senate concerning all re-
quests for the production of tangible things under section

402.
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“(b) On a semiannual basis, the Attorney General

shall provide to the Committees on the Judiciary of the

3 House of Representatives and the Senate a report setting

4 forth with respect to the preceding 6-month period—
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“(1) the total number of applications made for
orders approving requests for the production of tan-
eible things under section 402; and

“(2) the total number of such orders either
eranted, modified, or denied.”.

SEC. 216. MODIFICATION OF AUTHORITIES RELATING TO
USE OF PEN REGISTERS AND TRAP AND
TRACE DEVICES.
(a) GENERAL LIMITATIONS.—Section 3121(¢) of title
18, United States Code, is amended—

(1) by inserting “or trap and trace device”

after “pen register’’;

)

(2) by inserting °, routing, addressing,” after
“dialing”’; and

(3) by striking “call processing” and inserting
“the processing and transmitting of wire or elec-

tronic communications so as not to include the con-

tents of any wire or electronic communications’.

(b) ISSUANCE OF ORDERS.
(1) IN GENERAL.—Section 3123(a) of title 18,

United States Code, is amended to read as follows:
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“(a) IN GENERAL.—

“(1) ATTORNEY FOR THE GOVERNMENT.—
Upon an application made under section 3122(a)(1),
the court shall enter an ex parte order authorizing
the installation and use of a pen register or trap and
trace device anywhere within the United States, if
the court finds that the attorney for the Government
has certified to the court that the information likely
to be obtained by such installation and use 1s rel-
evant to an ongoing criminal investigation. The
order, upon service of that order, shall apply to any
person or entity providing wire or electronic commu-
nication service in the United States whose assist-
ance may facilitate the execution of the order.
Whenever such an order is served on any person or
entity not specifically named in the order, upon re-
quest of such person or entity, the attorney for the
Government or law enforcement or investigative offi-
cer that is serving the order shall provide written or
electronic certification that the order applies to the
person or entity being served.

“(2) STATE INVESTIGATIVE OR LAW ENFORCE-
MENT OFFICER.—Upon an application made under
section 3122(a)(2), the court shall enter an ex parte

order authorizing the installation and use of a pen
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register or trap and trace device within the jurisdie-
tion of the court, if the court finds that the State
law enforcement or investigative officer has certified
to the court that the information likely to be ob-
tained by such installation and use is relevant to an
ongoing criminal investigation.”.

(2) CONTENTS OF ORDER.—Section 3123(b)(1)
of title 18, United States Code, is amended—

(A) in subparagraph (A)—

(i) by inserting ‘“or other facility”
after “telephone line”’; and

(i) by inserting before the semicolon
at the end “‘or applied”’; and

(B) by striking subparagraph (C) and in-
serting the following:

“(C) the attributes of the communications
to which the order applies, including the num-
ber or other identifier and, if known, the loca-
tion of the telephone line or other facility to
which the pen register or trap and trace device
18 to be attached or applied, and, in the case of
an order authorizing installation and use of a
trap and trace device under subsection (a)(2),

the geographic limits of the order; and”.
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(3) NONDISCLOSURE REQUIREMENTS.—Section
3123(d)(2) of title 18, United States Code, is
amended—
(A) by inserting “or other facility’” after
“the line”’; and
(B) by striking ““, or who has been ordered

[4

by the court” and inserting “or applied, or who

is obligated by the order”.

(¢) DEFINITIONS.

(1) COURT OF COMPETENT JURISDICTION.—
Section 3127(2) of title 18, United States Code, is
amended by striking subparagraph (A) and inserting
the following:

“(A) any district court of the United
States (including a magistrate judge of such a
court) or any United States court of appeals
having jurisdiction over the offense being inves-
tigated; or”.

(2) PEN REGISTER.—Section 3127(3) of title
18, United States Code, is amended—

(A) by striking ‘‘electronic or other im-
pulses” and all that follows through ‘is at-
tached” and inserting ‘“dialing, routing, ad-
dressing, or signaling information transmitted

by an instrument or facility from which a wire
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or electronic communication is transmitted, pro-
vided, however, that such information shall not
include the contents of any communication’;
and
(B) by inserting “or process” after “de-
- :
vice”’ each place 1t appears.

(3) TRAP AND TRACE DEVICE.—Section

3127(4) of title 18, Umnited States Code, 1is

amended—

(A) by striking “of an instrument” and all
that follows through the semicolon and insert-
ing “or other dialing, routing, addressing, and
signaling information reasonably likely to iden-
tify the source of a wire or electronic commu-
nication, provided, however, that such informa-
tion shall not include the contents of any com-
munication;”’; and

4

(B) by inserting “or process’” after “‘a de-
vice”.

(4) CONFORMING AMENDMENT.—Section

3127(1) of title 18, United States Code, is

amended—

(A) by striking “and”; and

Y

(B) by inserting ““, and ‘contents’” after

“electronic communication service’.
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(5) TECHNICAL AMENDMENT.—Section 3124(d)

of title 18, United States Code, is amended by strik-

ing “the terms of”’.

SEC. 217. 1

NTERCEPTION OF COMPUTER TRESPASSER COM-

MUNICATIONS.

Chapter 119 of title 18, United States Code, is

amended

(1) in section 2510—

(A) in paragraph (17), by striking “and”
at the end;

(B) in paragraph (18), by striking the pe-
riod and inserting a semicolon; and

(C) by inserting after paragraph (18) the
following:

“(19) ‘protected computer’ has the meaning set

forth in section 1030; and

*S 1510 IS

“(20) ‘computer trespasser’—

“(A) means a person who accesses a pro-
tected computer without authorization and thus
has no reasonable expectation of privacy in any
communication transmitted to, through, or from
the protected computer; and

“(B) does not include a person known by
the owner or operator of the protected computer

to have an existing contractual relationship with
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the owner or operator of the protected computer

for access to all or part of the protected com-

puter.”; and

(2) 1n section 2511(2), by inserting at the end
the following:

“(1) It shall not be unlawful under this chapter for

a person acting under color of law to intercept the wire

or electronic communications of a computer trespasser,

if—

SEC.

“(1) the owner or operator of the protected com-
puter authorizes the interception of the computer
trespasser’s communications on the protected com-
puter;

“(i1) the person acting under color of law is
lawfully engaged in an investigation;

“(ii1) the person acting under color of law has
reasonable grounds to believe that the contents of
the computer trespasser’s communications will be
relevant to the investigation; and

“(iv) such interception does not acquire commu-
nications other than those transmitted to or from
the computer trespasser.”.

218. FOREIGN INTELLIGENCE INFORMATION.

Sections 104(a)(7)(B) and section 303(a)(7)(B) (50

25 U.S.C. 1804(a)(7)(B) and 1823(a)(7)(B)) of the Foreien

*S 1510 IS



© 00 N O 0o B~ W N PP

N N DN DN DD P PP PPk PR PP
o A W N P O ©W 00 N O 0o b W N B O

44

Intelligence Surveillance Act of 1978 are each amended

by striking ““the purpose” and inserting “a significant pur-

pose””.

SEC. 219. SINGLE-JURISDICTION SEARCH WARRANTS FOR
TERRORISM.

Rule 41(a) of the Federal Rules of Criminal Proce-
dure is amended by inserting after ‘“‘executed” the fol-
lowing: “and (3) in an investigation of domestic terrorism
or international terrorism (as defined in section 2331 of
title 18, United States Code), by a Federal magistrate
judge in any district in which activities related to the ter-
rorism may have occurred, for a search of property or for
a person within or outside the district”.

SEC. 220. NATIONWIDE SERVICE OF SEARCH WARRANTS
FOR ELECTRONIC EVIDENCE.

Chapter 121 of title 18, United States Code, is
amended—

(1) in section 2703, by striking “‘under the

Federal Rules of Criminal Procedure” every place it

appears and inserting ‘“‘using the procedures de-

seribed in the Federal Rules of Criminal Procedure
by a court with jurisdiction over the offense under
investigation’; and

(2) in section 2711—

(A) in paragraph (1), by striking “and”;
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(B) in paragraph (2), by striking the pe-
riod and inserting *; and”’; and
(C) by inserting at the end the following:
“(3) the term ‘court of competent jurisdiction’
has the meaning assigned by section 3127, and in-
cludes any Federal court within that definition,
without geographic limitation.”.

SEC. 221. TRADE SANCTIONS.

© 00O N O 0o B~ W N P

(a) IN GENERAL.—The Trade Sanctions Reform and
10 Export Enhancement Act of 2000 (Public Law 106-387;
11 114 Stat. 1549A-67) 1s amended—

12 (1) by amending section 904(2)(C) to read as
13 follows:

14 “(C) used to facilitate the design, develop-
15 ment, or production of chemical or biological
16 weapons, missiles, or weapons of mass destruc-
17 tion.”’;

18 (2) 1n section 906(a)(1)—

19 (A) by inserting ““, the Taliban or the ter-
20 ritory of  Afehanistan controlled by the
21 Taliban,” after “Cuba’; and

22 (B) by inserting “, or in the territory of
23 Afehanistan controlled by the Taliban,” after
24 “within such country”’; and
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(3) in section 906(a)(2), by inserting *, or to
any other entity in Syria or North Korea” after
“Korea’ .

(b) APPLICATION OF THE TRADE SANCTIONS RE-
FORM AND EXPORT ENHANCEMENT ACT.—Nothing in the
Trade Sanctions Reform and Export Enhancement Act of
2000 shall limit the application or scope of any law estab-
lishing eriminal or civil penalties, including any executive
order or regulation promulgated pursuant to such laws (or
similar or successor laws), for the unlawful export of any
agricultural commodity, medicine, or medical device to—

(1) a foreign organization, group, or person
designated pursuant to Executive Order 12947 of
June 25, 1995;

(2) a Foreign Terrorist Organization pursuant
to the Antiterrorism and Effective Death Penalty
Act of 1996 (Public Law 104-132);

(3) a foreign organization, group, or