Commentary on the UNCITRAL Model Law on Electronic Signatures



In March 2001, the Electronic Commerce Working Group of the United Nations Commission on International Trade Law (UNCITRAL) completed its work on a “Model Law on Electronic Signatures,” four years after it began the project in 1997.  The full Commission is expected to adopt the Model Law and its associated “Guide to Enactment” at a session to be held later this year.  UNCITRAL Model Laws are intended for adoption by countries around the world.



As described below, the Model Law threatens party autonomy in the choice of electronic transaction models and creates an incoherent set of electronic signature regulations that manage to be both too vague and too prescriptive at the same time.  It is being adopted after most of the largest e-commerce nations – in North America, Europe, and Asia – have already adopted somewhat divergent electronic signature laws but before many developing countries have done so. Yet the Model Law does little to bridge the gap among laws already on the books.  Instead, in important ways it charts a course that differs from all of the electronic signature laws that have so far been adopted.  As a result, the Model Law has the potential to confuse international practice in this important field and to relegate developing countries that adopt it to a backwater of electronic commerce.  The resulting confusion could significantly hinder the ability to use electronic signatures on a global basis.  In short, e-commerce companies are likely to see this Model Law as a step backward for the use of electronic signatures and, consequently, for their ability to engage in global electronic commerce.

Overview of the Model Law
A. Articles 1-4



Articles 1-4 of the Model Law are essentially throat-clearing provisions.  Article 1 defines the Law’s sphere of application, and Article 2 provides definitions.  Article 3 helpfully states the principle that nothing in the rules should discriminate against any method of electronic signatures, although other provisions (discussed below) seem to have precisely the discriminatory effect that Article 3 disavows.  Finally, Article 4 states two anodyne principles of interpretation.

B. Article 5 - Party Autonomy



The meat of the Model Law begins with Article 5, which provides a degree of party autonomy for agreements about the use of electronic signatures.  Party autonomy is essential for the development of global electronic signature systems.  Typically, electronic signature systems require very clear and detailed understandings about the responsibilities and rights of all participants.  (This is especially true for systems built on public key encryption.)  The systems cannot easily be modified to operate differently in different countries.  They are, like e-commerce, inherently global.  Unless the electronic signature laws of all countries were to be made extraordinarily detailed and completely uniform, detailed and enforceable contracts are the only way to create a global electronic signature system in which all participants’ roles are clear.  This in turn means that the law of each country must give the parties the flexibility to establish their own rules for using electronic signatures.  Such flexibility will allow contractually-based electronic signature implementations to operate across national borders.  



This is not too much to ask of governments, particularly in the context of commercial, non-consumer transactions, which is the scope of the Model Law.  In general, companies have broad discretion to enter into business contracts, and the courts of most countries routinely enforce those contracts as written.  Moreover, companies have being doing business electronically across national borders for many decades, using technologies as diverse as telegrams, facsimiles, and electronic data interchange methods.  Those methods of business have been based on private agreement or established commercial practice with particular industries.  



The wording of the Model Law on this score, however, is less than ideal.  Article 5 states that “The provisions of this Law may be derogated from or their effect may be varied by agreement, unless that agreement would not be valid or effective under applicable law.”  The last clause threatens, at least on its face, to turn Article 5 into an almost circular provision: Parties may depart from this law by agreement, unless the law says that you can’t.  This caveat could be read to allow countries to enact new legislation specifically restricting the freedom to contract around the rules of the Model Law, at least in particular areas or with respect to certain kinds of transactions.  This would mean that systems that rely upon a contractual agreement concerning the use and recognition of electronic signatures (such as cross-border B2B exchanges, or global PKI implementations) would be more likely to encounter validity and enforcement issues in particular jurisdictions.  



In response to this concern, the Guide to Enactment – a kind of negotiating history and “official interpretation” of the Model Law prepared by the Commission – offers a sentence that seeks to clarify Article 5.  The Guide to Enactment states that Article 5 should not “be misinterpreted as encouraging States to establish mandatory legislation limiting the effect of party autonomy with respect to electronic signatures or otherwise inviting States to restrict the freedom of parties to agree as between themselves on issues of form requirements governing their communications.”  This is a helpful statement, although it is not exactly conclusive.  First, while UNCITRAL says it does not encourage mandatory legislation that would override the parties’ choices, it leaves open the possibility that existing or later legislation could indeed be interpreted as having that effect.  Second, the Guide to Enactment is formally aimed at legislatures, as its name implies. Judges may or may not find it persuasive when the time comes to resolve a particular dispute.  Given the importance of party autonomy to the operation of most electronic signature models, it would have been far preferable to have included language to this effect directly in Article 5.  As it stands, adoption of Article 5 in its present form presents at least the risk of misinterpretation of the intent of this provision.  This concern grows sharper when one considers some of the unique (and uniquely mischievous) provisions that UNCITRAL has added to its Model Law, particularly Articles 8 through 11.  

C. Articles 6 and 7 – Standards for Legal Recognition of Electronic Signatures



The key provision of the Model Law is Article 6, which calls for the legal recognition of an electronic signature where that signature “is as reliable as was appropriate for the purpose for which the data message was generated or communicated, in the light of all the circumstances, including any relevant agreement.”  This formulation, derived from Article 7 of UNCITRAL’s 1996 Model Law on Electronic Commerce, was enormously successful in shaping the evolution of electronic signature law around the world, and it is now as close to the global consensus as can be found in the field.  It is both clear and technology-neutral.  Most countries that have electronic signature laws have adopted a provision like this.  Some, such as the U.S., have thought that nothing more is needed. U.S. laws on electronic enable the use of electronic signatures without prescribing detailed standards.  



Regrettably, the UNCITRAL working group did not feel free to leave its earlier work untouched.  Perhaps the working group felt it would be embarrassing to announce that the 1996 proposal was all that was necessary, since that would have raised questions about why the later working group was established in the first place.  Whatever the reason, Article 6 of the new model now adds an elaborate superstructure to the simple words of the 1996 Model Law – a superstructure that may prove more divisive than unifying, since it endorses an approach much more common in civil law countries than in common law countries.  The new language dictates factors which, if met, create a presumption of "reliability" (although it states that this provision does not limit the ability to establish reliability in other ways).  Building higher still on this foundation, Article 7 of the new law gives an enacting country discretion to designate in advance technologies that satisfy the Article 6 standard for electronic signature recognition.  Many e-commerce companies are likely to find this “presumption” troubling, although it is common enough outside the United States.  It is of course an invitation for government bureaucracies to designate winners and losers, or perhaps just slow down all the contestants equally.  Globally, there is potential for varying applications of the factors of reliability, along with inconsistent determinations as to which types of electronic signatures should be granted legal recognition.  All this is likely to negate the benefits of the technology-neutral standard already established in UNCITRAL’s 1996 work.  Moreover, the creation of a set of "presumptions" may cast doubt on the validity of electronic signatures that do not meet an individual country's criteria for reliability (and, given the weakness of Article 5, this in turn opens the door to judicial conclusions that “contracts should not be interpreted to allow the use of insecure technology”).  In the end, articles 6 and 7 create a framework for government regulation of signature technologies and methodologies (since only the brave are likely to use signature techniques that do not meet the requirements for the "presumption").



When all is said and done, however, we recognize that objections to such a large government role are not shared everywhere.  In point of fact, companies based in the United States are more likely to object to Articles 6 and 7 than companies based in, say, Europe or Japan, both of which have adopted some variant of the “presumption” approach endorsed by the Model Law.  In our view, UNCITRAL would have been wiser to seek a means of compromising between the U.S. and the European approach, rather than simply adopting a quasiregulatory scheme whose value has not been established.  But with Japan and Singapore following the a path like the EU’s, UNCITRAL could reasonably have concluded that there was a consensus on how to handle electronic signatures, and that the U.S. was simply outside that consensus.



The same cannot be said, however, for UNCITRAL’s next set of provisions, which apparently recommend to developing nations a set of rules that will put them well outside the broad consensus already adopted by most developed countries.

D. Articles 8-11 – Obligations of Signing Parties, Relying Parties and Certification Service Providers



These provisions, Articles 8-11, essentially create liabilities for anyone (including signing parties, relying parties and certification service providers) who implements electronic signatures in a fashion that diverges from the UNCITRAL standards.  The provisions which impose liabilities and duties on signing parties and relying parties are as unlike European or Japanese law as they are unlike the laws of the United States.  In fact, these provisions do not resemble any law currently in effect anywhere.  The imposition of liabilities and other requirements on certification service providers is not unprecedented; the European Union Electronic Signature Directive and its annexes contain provisions of this nature.  Nevertheless, the prescription of responsibilities for certification service providers has the potential to restrict the ability to determine appropriate rights and responsibilities by contract; therefore, the prescriptive provisions of the Model Law are likely to spark concern even among European companies.  What’s more, by adding liabilities for signing and relying parties, the Model Law casts a shadow over every possible participant in an electronic signature transaction.



To be more specific, Article 8 makes signing parties liable if they do not take reasonable care to protect their signature devices or if they do not notify potential relying parties of any possible compromise of those devices.  Article 9 imposes liability on a certification service provider that fails to meet a detailed set of requirements, including (1) exercising reasonable care to ensure the accuracy and completeness of all material representations made in relation to its certificates; (2) providing reasonably accessible means by which a relying party may ascertain that the signature creation data associated with a certificate were valid at the time of issuance; and (3) providing reasonably accessible means by which a relying party may ascertain the level of assurance and liability associated with its certificates.  Article 10 prescribes factors for determining the trustworthiness of the systems, procedures and human resources used by a certification service provider.  Finally, Article 11 makes relying parties responsible for the legal consequences of their failure to reasonably verify the reliability of an electronic signature, and for similar failures with respect to certificates. 



There are three major problems with these provisions.  First, they are written with public key encryption in mind.  There is nothing wrong with public key encryption; indeed, it is one of the most promising, if not the most promising, electronic signature technologies available.  But it is not the only system in use, and certainly not the only kind of signature that should be recognized in law.  To take one example, courts have been quite willing to treat a typed email name as a signature for purposes of creating a valid contract; to take another, many banks and brokers allow their customers to move their funds on the basis of an electronic password that functions as a signature.  These uses are not likely to disappear soon, and indeed, the Model Law begins by endorsing this broad view of what an electronic signature can be (a typed name or password would meet its definition of an electronic signature as “data in electronic form in, affixed to, or logically associated with, a data message, which may be used to identify the signatory in relation to the data message and indicate the signatory’s approval of the information contained in the data message”).  



Articles 8 – 11, however, greatly undermine and confuse what had been broad consensus on the recognition of all forms of electronic signatures.  In these articles, UNCITRAL has applied a set of rules written with public key systems in mind to all electronic signatures.  In addition to making the guidelines in the Model Law somewhat incoherent (certification service providers, for example, are irrelevant to many electronic signature technologies), this application results in unexpected burdens on signing parties and relying parties.  A person would not necessarily expect, for instance, to be subject to the liability imposed by Article 8 merely by virtue of operating in a digital environment (e.g., using an email program).  For example, a person who left his or her computer on and unattended (thereby arguably failing to exercise reasonable care) might be surprised to learn that he or she could be held liable for damages resulting from an email sent by a third party under that person’s typed email signature.  



Second, Articles 8-11 prescribe a set of standards that are sufficiently vague to allow for inconsistent interpretations among adopting countries.  The potential for varying applications of these standards, along with similar problems in the application of Articles 6 and 7 (as discussed above), is a significant obstacle to the development of global electronic signature systems.  Moreover, the model law specifically does not address the consequences of what the failure to comply with these provisions would be – a subject that is left to other national law.  This again gives rise to the possibility (indeed, the certainty) of inconsistent application from one country to another and, more generally, calls into the question the utility of these provisions in the first place.  



Lastly, even if these liability rules were somehow confined to PKI implementations, it still does not make sense to prescribe by law what the parties' respective rights and liabilities might be -- a subject that is better left to contract.  Again, given the almost certain lack of uniformity in the application of the standards, the Model Law will not succeed in clearly delineating the roles of the participants in global electronic signature systems.  This clarity can only be achieved through the use of detailed and enforceable contracts among parties to a particular system, drafted according to the specific needs and environment of that system.



Perhaps in response to some of these criticisms, UNCITRAL added to the final draft of the model law a caveat in articles 8 and 9 that the liability provisions apply only to electronic signatures that can have “legal effect.”  This addition does nothing to lessen the incoherence of these provisions, however.  Any electronic signature can, if applied with the requisite intent, have “legal effect” – that is the point of Article 6 of the model law.  So to suggest that the minimum liability provisions of articles 8 and 9 apply only to signatures that can have “legal effect” does nothing to limit the scope of circumstances to which these provisions apply, or provide any meaningful insight into why the law should prescribe certain liabilities of signature holders or certification service providers.  Oddly, the “legal effect” caveat was not included in Article 11, relating to the conduct of relying parties – this is a puzzling omission, given that the relying party is the one party that should truly bear the consequences of its failure to validate an electronic signature where that signature could have some legal effect.  

E. Article 12 - Cross-Border Recognition of Electronic Signatures and Certificates



A clear and uniform set of rules for cross-border legal recognition of electronic signatures and certificates is also essential to the development of global electronic commerce.  The creation of a patchwork of ambiguous, inconsistent standards could make it impractical or, in some cases, even impossible to operate electronic signature systems globally.  



In Article 12, UNCITRAL attempts to ensure that foreign electronic signatures and certificates will not be denied legal recognition solely on the basis of their place of origin.  Article 12 provides that electronic signatures or certificates created, used or issued outside an enacting country shall be the legal equivalent of those created, used or issued within the country if they offer “a substantially equivalent level of reliability.”  The ambiguity regarding the application of this standard (this section states only that in determining whether this level of reliability has been met, a country must take account of recognized international standards and any other relevant factors) will almost certainly leave room for countries to impose inconsistent requirements for the recognition of foreign electronic signatures and certificates.  The burden (or impossibility) of complying with these inconsistent requirements might deter companies from conducting electronic commerce in countries that have adopted the Model Law. 



Party autonomy to depart from the Model Law’s cross-border recognition rules is especially important given Article 12’s ambiguity.  Article 12 seems to promote party autonomy by stating that where parties agree to the use of certain electronic signatures or certificates, that agreement will be sufficient for purposes of cross-border recognition, “unless that agreement would not be valid or effective under applicable law.”  However, this provision contains the same ambiguity regarding party autonomy as discussed above with respect to Article 5.  Like Article 5, the Guide to Enactment contains useful clarifications to the effect that the “applicable law” standard should not be used to undercut private agreements concerning the use of electronic signatures in cross-border applications.  Again, however, a more clearly drafted provision in the article itself would have been preferable.  
PAGE  
- 2 -


