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BITS Voluntary Guidelines

For Aggregation Services

Executive Summary
Financial aggregation is the process of gathering content from multiple sources and consolidating that information at a single web location for review and, potentially, financial transactions by the customer. 

Consumer demand for aggregation services continues to accelerate. According to Celent, the number of users in the United States is expected to increase from an estimated 800 thousand at the close of 2000 to 3.4 million in 2001, 9.52 million in 2002 and to more than 35 million by 2004. Consumers want convenience and consolidation of their financial information. They also want assurances of safety, soundness, security and privacy. More and more financial services companies and customers view such consolidation—a form of aggregation—as a baseline requirement for customer retention and service. Just as consolidated financial information is becoming a boilerplate option today, funds transfer, asset analysis, and other optimization techniques will be on tomorrow’s basic aggregation menu. As the industry moves rapidly toward enhanced aggregation functionality, it is critically important to get the basics right.

BITS AGGREGATION SERVICES INITIATIVE:  Phase I

Since the aggregation issue emerged in late 1999, over 215 representatives from approximately 80 organizations, including financial services firms, US banking regulators, aggregators, and technology providers, have participated in the BITS Aggregation Services Working Group.  At this early stage in the development of aggregation services, there is a compelling need to establish ground rules for making these practices safe, sound, private and secure for consumers.  The BITS Voluntary Guidelines for Aggregation Services were developed to meet this need.  These Voluntary Guidelines were developed through an intensive, collaborative and consensus-seeking process.  While the participants—a diverse cross-industry group—are strongly committed to implementation of these Guidelines, listing of an institution’s name as a participant does not necessarily indicate formal endorsement. 

The BITS Aggregation Services Working Group identified and categorized many of the threats and opportunities involved in the aggregation process.  The work effort mirrored the rapid evolution of aggregation services which has progressed in some institutions from screen scraping to data-feed technologies.  
Phase I of this BITS Aggregation Services initiative focused on the risks and liabilities attributed to the screen-scraping process, which requires customers to share their authentication information with a third party in order to obtain a consolidated view of their accounts.  Phase I was completed with endorsement of the BITS Voluntary Guidelines for Aggregation Services by the Boards of Directors of BITS and The Financial Services Roundtable as well as the Roundtable’s Consumer Issues Committee.  With this endorsement, the Voluntary Guidelines are now public.  The Voluntary Guidelines will help educate business and consumer participants about the risks associated with aggregation services and possible ways to mitigate against those risks. 

The BITS Voluntary Guidelines for Aggregation Services have been commended by the Office of the Comptroller of the Currency (OCC), which introduced them to the Basel Committee on E-Banking and the Organization for Economic Cooperation and Development (OECD) for discussion and possible adoption.  

These Voluntary Guidelines address five specific areas of concern: security, privacy, business practices, customer education, and legal and regulatory implications. 

Security  

The Voluntary Guidelines include suggestions for security requirements for aggregators in their collection and storage of customer information.  Much of the value of the Voluntary Guidelines rests in the ability of financial institutions and aggregation service providers to use the guidelines to identify relevant issues for contract discussions.

Privacy 

The Voluntary Guidelines enumerate base-level privacy guidelines above which companies may choose to differentiate their own offerings. These basic guidelines are consistent with Gramm-Leach-Bliley Act (GLBA) requirements.

Business Practices
The business practices guidelines focus on the key information that should be shared between aggregation service providers and institutional account holders.  BITS will collect, maintain and disseminate information about developments in business practices and will send updated guidelines to businesses that request them, as well as making them available on the Internet.

Customer Education

As interest in financial aggregation grows so do financial institutions’ concerns that consumers understand the processes and risks involved.  Even as data-feed technologies proliferate, market participants widely acknowledge an ongoing reliance on screen scraping, particularly for less complex information-retrieval functions.  This section of the Voluntary Guidelines provides guidance to financial institutions and financial aggregators on the appropriate disclosures to be provided to consumers.

Legal and Regulatory Issues 

A list of applicable laws and regulations related to financial aggregation has been developed.  The Federal Trade Commission (FTC) has confirmed the applicability of the privacy provisions of GLBA to aggregators.  Additional comment is anticipated from the FTC with regard to security provisions.  How Reg E applies to aggregators remains an outstanding issue.  The Federal Reserve Board has not yet ruled.  Resolving the Reg E issue, particularly as aggregation activities evolve and enter the realm of funds transfer, is a high priority for the industry.

BITS AGGREGATION SERVICES INITIATIVE:  Phase II
While the BITS Voluntary Guidelines for Aggregation Services are an important accomplishment, additional issues remain.  As a result, Phase II of the BITS Aggregation Services initiative was launched with a planning session in early March of 2001. Delegates explored points of possible cooperation, especially in the areas of data feeds and authentication.  Participants determined that a search for a joint solution is desirable and appropriate. Results of Phase II will be reported by the fourth quarter of 2001.

For additional information about the BITS Voluntary Guidelines for Aggregation Services and this BITS initiative, contact:

BITS, The Technology Group for The Financial Services Roundtable; 805 15th Street NW, Suite 600, Washington DC 20005; 202.289.4322; www.bitsinfo.org
Gayle Wellborn, Chair, BITS Aggregation Services Working Group, Customer Advocacy Director, First Union Corp., 704.715.3693, gayle.wellborn@firstunion.com

Leslie Mitchell, Director, BITS, 202.289.4322, leslie@fsround.org

John Burke, Foley Hoag LLP, Counsel to BITS, 202.223.1200, jburke@foleyhoag.com

Gary Roboff, Senior Consultant, BITS, 914.478.9360, garyrobof1@aol.com


Aggregation Services Working Group 

Charter, Goals, and Objectives

Charter

The charter of the BITS Aggregation Services Working Group is to identify and implement industry actions to enable safe, secure, private and efficient aggregation services for consumers.

Strategic Goals
· Work with regulators, aggregators and other industry groups to develop an industry approach for financial aggregation services.

· Assess and recommend privacy and security criteria for aggregation software and services.

· Educate consumers on risks and advantages of aggregation services.

Short-Term Objectives
· Minimize the risks associated with “screen scraping”:

· Authentication/authorization process

· Data feed/data collection

· Customer education

· Minimum security requirements

· Business practices 

· Identify and assess relevant laws and regulations.

Long-Term Objectives
· Facilitate the development of a more robust aggregation infrastructure that includes the necessary features for authorizing and auditing fund transfers while simultaneously addressing safety and soundness, privacy, and efficiency issues.

· Include the following issues:

· Identification and Authentication 

(to validate customers, financial institutions, and bill presenters)

· Authorization (De-authorization)

· Validating and Tracing Transaction Requests

· Audit and Non-repudiation

· Corrections Process

· Efficient Data-Feed Model

· Liability Resolution

· Appropriate Business Rules

· Encourage pilot efforts to validate and refine feature specifications. 


Aggregation Services Working Group Structure and Participants

Chair: Gayle Wellborn, First Union Corp.

Subgroups
· Legal and Regulatory Framework, chaired by John Lee, Wells Fargo & Co.

· Security, Technology and Standards, co-chaired by Roger Callahan, Bank of America, and Dan Schutzer, Citigroup

· Privacy and Information Use, chaired by Gary Roboff, Chase.com and Senior Consultant, BITS

· Customer Education, chaired by Hilary Blackburn, Summit Bank

· Financial Aggregation Business Practices, chaired by Gayle Wellborn, First Union Corp.

Participating Institutions 

724 Solutions, Inc. 

ABN AMRO

American Bankers Association

BancorpSouth

Bank of America

Bank of Hawaii

Bank of New York

Bank One Corporation

BB&T Corporation

Breakwater Security Associates

Canadian Bankers Association

Capital One

Cash Edge, Inc.

Cash Station, Inc.

Charles Schwab Corp.

Citigroup

City National Corporation

Coherente.com

Comerica Incorporated

Commerce Bancshares, Inc.

Compass Bancshares, Inc.

Corillian Corporation

eBalance, Inc.

EnfoTrust

Ettache.com

ExTrade

Federal Deposit Insurance Corporation

Federal Reserve Board

Federal Trade Commission

Fidelity Investments

Financenter.com

First Tennessee National Corporation

First Union Corporation

FleetBoston Financial Corporation

Foley Hoag LLP

Ford Motor Financial Corporation

Financial Services Technology Consortium

Global Integrity

Goldman Sachs & Co.

HSBC USA, Inc.

Hibernia Corporation

Huntington Bancshares Incorporated

Independent Community Bankers Association

InfoSpace

Intuit

J.P. Morgan Chase & Co.

Juniper Financial Corp.

KeyCorp

LegalNet Works, Inc. 

M&T Bank Corporation

Mellon Financial Corporation

Mercantile Bankshares Corporation

Morgan Stanley Dean Witter

National City Corporation

Nationwide

National Credit Union Administration

Netstar Systems Inc.

Northern Trust Corporation

Office of Comptroller of the Currency

Office of Thrift Supervision

Outcome, Inc.

Pacific Century Financial Corporation

PaineWebber

Paytrust

PNC Financial Services Group

Pointpathblank

Prudential Securities.com

Raymond James Financial, Inc.

Regions Financial Corp.

Riggs National Corporation

Royal Bank of Canada

Spectrum EBP, LLC

Strategy.com

Summit Bancorp

SunTrust OnLine, Inc.

Synovus Financial Corp.

Teknowledge

US Department of Treasury

US Securities and Exchange Commission

uMonitor, Inc.

USAA

VerticalOne Corp.

Wachovia Corporation

Wells Fargo & Co.

Whitney Holding Corporation

Yodlee.com


Security, Technology 

and Standards


Security, Technology and Standards

Overview
The Security, Technology and Standards Subgroup’s objectives were to:

· Suggest guidelines for the collection and storage of customer account information. 

· Define a set of guidelines and recommendations for aggregation service providers (ASPs), aggregation technology providers (ATPs), third-party vendors (TPVs), and institutional account holders (IAHs) with respect to aggregator identification and authentication. 

· Identify the need for ASP-to-ASP authentication and information exchange. 

Assumptions
The security requirements follow from a set of core security principles recommended for all application development:
· Security is the responsibility of everyone within the organization. Each employee is accountable for ensuring that information security principles are implemented and followed within his or her business functions. 

· Appropriate security controls should be designed into every system, application and business process. All systems shall include appropriate security controls (e.g., authentication, auditing).

· Security controls should correspond to the value and/or sensitivity of the underlying information. Each application system should be accessed and reviewed for sensitivity, integrity and criticality as a prerequisite to defining and managing risk.

· Access should be restricted on a need-to-know basis.  Authorization for access to information should be driven by the sensitivity of the information and the user’s need to know. 

· Security is most effective when implemented in a complete and consistent manner, where all known vulnerabilities are addressed. Information is an asset and should be protected from unauthorized access, disclosure, destruction, modification or loss, whether accidental or intentional. 
Guidelines
The following three sets of guidelines, which implement these objectives, are:

· Security Guidelines for “Trusted” Aggregation Services;

· Guidelines for Aggregation Authentication and Data Feeds; and

· Account Aggregation Data-Feed Standards.

Security Guidelines
For “Trusted” Aggregation Services
Overview
Aggregation services are being performed by a number of companies on the Internet. The nature of these services, if not properly implemented and trusted, can pose security risks to the customers of these services (end users), the institutions whose customer information is being aggregated (institutional account holders—IAHs), and the companies providing aggregation services (aggregation service providers—ASPs).

Guidance from various sources such as the American Institute of Certified Public Accountants (AICPA) addresses control practices that should be considered. The security guidelines in this document focus on specific implementation considerations. They have the most value when surrounded by the full range of security practices and processes related to internal management controls for development, quality control, change management, vulnerability assessments, virus protection, monitoring, response, recovery, etc. as currently practiced by financial institutions.
General Framework from a Security Perspective
There is more than one way to implement an aggregation service. This document discusses alternatives based on a general framework for secure implementation for a “trusted” aggregation service by use of multiple servers, as one example. Multiple servers are best implemented in protected layers. This layered approach is used to protect the most sensitive information from direct Internet access, to reduce impacts from a single compromise of a server, and to limit exposure and authorized access to servers containing the most sensitive information. These concepts are often referred to as a “defense in depth” approach.
The ASP’s customer accesses the aggregation service over the Internet using a standard web-based browser client. The Internet-facing web server contains the “presentation layer” for the aggregation service. This server interacts not only with the customer but also with a proposed “business application layer” server. The business application servers also interact with other corporate systems which generally house customer data. 
General Implementation Guidelines
Presentation Layer Servers (of the aggregation service) should provide for access right limitations and be protected from the Internet by firewall technology and be monitored by an intrusion detection system (IDS). The firewall should have its platforms’ operating systems hardened so that only those operating system services necessary to operate the firewall are used and only those services necessary to run the web application are enabled through the firewall. 
The Business Layer Server should be further isolated from the Presentation Layer through use of a firewall in a demilitarized zone (DMZ) and/or use of proxied services. The goal is to assure that any compromise of the Presentation Layer Server system does not inherently compromise the Business Application Layer servers. Sensitive customer or customer credential data are best housed outside of the application logic.  Protection of and access to customer data, by separation of one layer from another, is recommended; however, one caution is that if all sensitive data are located in a single system, and if that system is successfully attacked, the whole system becomes vulnerable. In a sense, we may have made the attackers’ job easier because they know where to attack.

A DMZ protects the logical boundary between two networks of different security models. The Internet DMZ separates the Internet from the main internal network. It is actually a collection of networks, and each has a security policy based upon the sensitivity of the applications or data on the component machines. The DMZ was designed to conform to the most stringent security tenets while still allowing legitimate commerce.

Basic DMZ Tenets

· Access is denied by default. What is not explicitly allowed is denied.

· Multiple layers of defense are used to increase the effort required to compromise a system or systems and to increase the probability of detection.

· All Internet traffic is monitored and incoming connections are, by design, accepted ideally only at specifically authorized ports. Services available at the web server should be only the absolute minimum required. 
· Responsibility is separated in all aspects of system and process design. This separation increases the number of people and machines it takes to fully compromise the system and decreases the probability a malicious user may cause extensive harm without additional resources.

· The rule of least privilege provides individual machines/processes/users with the minimum amount of privileges needed to conduct their function.

· Auditability provides continuous and permanent monitoring and auditing capability to minimize the impact of an intrusion through quick detection and increase the probability of successfully tracking and prosecuting an intruder.

· Physical security ensures that the DMZ environment is accessed only by those who need it.

· Internal and external defense mechanisms should be established. Production networks should be isolated from corporate administrative networks to minimize the potential for unauthorized internal insider access.
· Passwords are confidential data. As such, they should not be stored or transmitted in the clear text form anywhere in the system. 

Specific Security Requirements to Address
The BITS Financial Services Security Lab’s security requirements established for applications and documented in the applications’ “Application Product Profile” should be met (see Appendix 4). In addition, the following aspects of security should be addressed as outlined in the following subsections: data security, application security (including passwords and application development), network security, firewall security, physical security, and operations security (including audits, disaster recovery, personnel security, and subcontractors).

Data Security

Public and widely used or financial industry standards for encryption (see Appendix 2) should be used for the communication of all sensitive, personally identifiable or security-sensitive customer and account information.
Storage of user IDs, passwords, PINs and account numbers should be cryptographically protected using public and widely used or financial industry standards. These types of data are best stored and managed in an encrypted form throughout the entire system and only decrypted at the end point of use. In a best-case scenario, all personally identifiable and security-sensitive customer or account information would be encrypted using unique encryption keys per institutional account holder or individual customer. The objective is to achieve a level of compartmentalization of information such that a compromise of a single key does not provide access to all other customer information.  The compartmentalization approach should be addressed in the overall key management plan.
Key management is a critical function. Encryption keys, at a minimum, should be stored separately. Customer account keys should never be stored in the same instance as the aggregated customer data repository. Hardware-based key generation, storage, and encryption are recommended, especially for key encryption keys. Cryptographic keying materials should be stored in a tamper-resistant security module (TRSM). The key management process should include detailed instructions on archiving, storage, destruction, disaster recovery, inventory, key custodian identification and exchange of keys at every stage—from quality assurance to a production process.

Neither customer passwords nor PINs should be available for viewing or for reporting by administrative or customer support personnel at the ASP. Additionally, developers should not have access to, nor use, actual customer passwords or PINs in the process of developing and testing applications (this does not include those test accounts or customer accounts that have been approved or established for trouble shooting purposes).

Operating policies, application and database software implementations, and operating system features should ensure that old, deleted, or inactive account data do not remain in the active data repository. Customer credential information should remain encrypted in backup and archive media. Specific procedures for assuring the security of backup media, both logical and physical, should be documented and periodically audited. 

It is important to log all ASP customer enrollment/de-enrollment, and customer profile or account information changes. Tracking information such as employee ID, time stamp, customer ID, account number, type of change identification, etc. should be included in logged records. Personally identifiable customer information in logged information should be accessible only to authorized individuals requiring such access to perform their duties. Customer credential information should not be included unless in encrypted form. 


Application Security
Access to customer services should be controlled through protected authentication and authorization processes. Re-authentication should occur after an established time period, for example after 15 minutes of inactivity. 
Password usage should conform to the following:

· Passwords’ minimum length should be eight (8) characters without leading or trailing blanks.

· Passwords may be constructed of uppercase letters (A-Z), lowercase letters (a-z), numbers (0-9) and the special characters !, @, #, $, %, ^, &, (, ), and *.

· Case-sensitive passwords, where possible, should be used.

· Passwords are best when they contain at least one instance of a character belonging to two of the three acceptable character sets. For example, a password should consist of a mix including at least letters and numbers, letters and special characters, or numbers and special characters.

· It is recommended that, upon initial registration, the customer be given a randomly generated, one-time-only password, and be forced to create a password the first time he or she connects to the system as part of the registration process. Only the individual customer should know this password. 

· The infrastructure should support the ability to store the six (6) most recent passwords for a user. A user should not be allowed to use one of these historical passwords.

· A customer should be prevented from generating a password sub-string equivalent to his or her user ID.

· Passwords should not contain repeating characters; i.e., three (3) or more of the same letter, number or special character in succession within the same password.

· Passwords for users in an administrator role should expire after thirty (30) calendar days. The expiration period should apply to all users in administrator roles. And the expiration period should be configurable to allow modification by administrators without significant disruption or modification to existing applications or infrastructure components. 

· The initial expiration period for administrator passwords should be set to a maximum of thirty (30) days.

· Passwords for users in a non-administrator role should be set to expire after a specified number of calendar days. The expiration period should apply to all users in non-administrator roles. The expiration period should be configurable to allow modification by administrators without significant disruption or modification to existing applications or infrastructure components. 

· The initial expiration period for non-administrator passwords is recommended to be a maximum of ninety (90) days.

· Following password expiration, the system will allow the user to logon using his or her expired password, but should not allow any actions except the establishment of a new password. Following the establishment of a new password, the system will permit the user to resume normal operations.

· If the strong password syntax rules noted in this section are followed, an application may allow for five (5) failed login attempts. Otherwise, login attempts should be limited to three (3) failed login attempts.

· After three (3) or five (5) consecutive unsuccessful login attempts (see above) within a specified time period, it is recommended that a customer’s password be disabled. The system should display a message indicating that the password has been disabled and advise the user of the steps to follow to re-enable the password.

· Administrators should have the ability to generate new passwords for users. (NOTE: Established passwords should be system-generated, one-time use and set/reset only after verbal authentication.)


Administrator Controls should be administered only by a short list of authorized administrators, who possess enhanced access control and authentication with special attention given to any remote administration. It is important to log all administrator actions.
Application source code should be developed on a separate server from production executables. A quality assurance process should be established and followed to evaluate, monitor and control the establishment of production code and implementation of changes. 
An independent group should perform code reviews and audits of security critical features. Such reviews should be performed before new code is released into production environments.

For purposes of debugging and problem resolution, application log printouts should be designed to minimize divulging customers’ personal information. For example, debug printouts should produce truncated information of sensitive account number information.  

Session cookies should be implemented in a manner that will not compromise sensitive information or authentication services. If they contain user identifiable information the information should be encrypted.

The application servers should be locked down so that all unnecessary networking facilities are turned off or removed.

Customer authentication or access credentials should never exist in clear text form anywhere on application servers or networks. For example, secure shell software (SSH) capabilities should be included to provide secure transmission.

The application should be developed in accordance with the following priorities:

· All confidential data passed to the browser should be SSL-encrypted while it is traversing the Internet using encryption equivalent to Triple-DES or stronger.

· All pages containing confidential data should be set to not be cached and to expire immediately.
· The method used for all parameter-driven requests sent to an aggregator should always be <Post>. This minimizes the appearance of confidential data in browser history lists.

· No authentication data should appear in the page source in clear text form. This means that when a user displays the page source, the user should not see an unencrypted PIN or CODEWORD or any other authentication data displayed in clear text form within the page source.

· All information received from a browser should be validated based upon information stored on internal known and trusted aggregator data repositories. Never solely trust information received from the client.

· Cookie generation mechanisms are vulnerable to attack, so care should be taken in their generation and use. In general, cookies should be encrypted, set to be used only one time, and set to expire within a normal browser session. With confidential transactions, the application should verify that the cookie was not stolen. This can be accomplished by verifying that the browser environment variables have not changed since this previous interaction in a session.

· The method used for all requests sent to an aggregator should always be <Post>. Furthermore, the Post technique is strongly recommended for application-to-application communication. However, if <Get> is used, the following guidelines should be followed: 

· <Get> should be used only for application-to-application communications that reside within the same security infrastructure. (Note: The Get method should not be used for any application-to-browser communications.)

· Individual elements should be parsed out of the URL string to protect against denial of service attacks.
· Application failures should not degrade security controls.

Active Server Pages, Active X, Java, and Java scripting best practices are outside the current scope of this security document. Application developers should document all security assumptions used for these types of implementations. A documented process and application development methodology and standards are recommended for code development based on current, good security-development practices.

Network Security

· SSL, one of the highest level of encryption offered, should be used when obtaining data feeds.

· Client certificate authentication should be used to add another factor to the authentication process between the aggregation service provider (ASP) and the institutional account holder (IAH). 

· Encryption and authentication between server components (i.e., presentation, application and data servers) should be used if not co-located in a protected physical environment.

· Each server layer within the framework should be protected and services should be enabled to avoid a single breach compromising the entire system.

· Regular external/internal network penetration assessments should be performed to identify changes or new weaknesses in boundary networks, as well as the internal networks. This should be included as part of any certification process.
Firewall Security

· The perimeter firewall should be configured to allow only hypertext transfer protocol (HTTP) and Secure Socket Layer (SSL) enabled connections, i.e., HTTPS, to designated externally visible IP addresses. No exceptions to this rule should be permitted, unless additional specific services are part of the aggregation service and securely addressed in the design process.

· The perimeter firewall and other server components should use internal IP addresses only, in order to reduce the possibility of detection and subversion of the components. 

· Access by service personnel is best authenticated using multi-factor authentication. This access should be limited to the appropriate support groups. 

· Remote access via the Internet should use virtual private networking (VPN) and multi-factor authentication.

Physical Security

Policies should restrict data center and server access to authorized personnel only. Controls for escorted visitors should be implemented and followed.  The following policy traits are recommended: 

· Education and awareness training should be provided for employees to ensure that they understand policies and practices.
· Practices should be posted that show steps taken to ensure restricted access.

· Practices should be posted that show conditions under which employees have access to data.

· Facilities protection measures should be designed to prevent physical access by unauthorized individuals and detect, with a high degree of probability, unauthorized access attempts and unauthorized accesses.

Operations Security

Development, quality assurance (QA), and production operating environments should be physically separate and maintained separately. Pre-production (development) hosts should not also be used as QA hosts, nor should QA hosts be used for a production environment and certainly not production hosts.

Separation of responsibility should be maintained. In other words, there should be a separate group of people to write code and a separate group of people to QA it and approve it for production.

Some form of multi-factor authentication should be used to control updates and access into production from any location (including QA).

Production audit logs should not be widely accessible. The separation of the development, QA, and production environments should protect the production audit logs from widespread access.


Only authorized personnel should have server access. Centralized access management of accesses that provides detail access reports can offer enhanced security management. Access to the server should be only by encrypted management protocols (i.e., SSH, SCP, SSL-enabled web-management interfaces, and VPN solutions) in order to safeguard the encryption of sensitive clear-text protocol information. 
Servers should require multi-factor authentication before remote access is authorized. Access should be tightly controlled, and all accesses should be logged (employee ID, time stamp, etc.) and reviewed. All privileged account access should be keystroke logged to a remote host with secure transport to the logging host.

Customer support for forgotten passwords should be accomplished through a password reset mechanism, and not by any display of decrypted passwords to tech-support personnel. 

Super user privilege accounts should be limited and accessed by supervisor administrator personnel or through the use of trusted operating systems requiring multiple persons with different levels of privilege to accomplish sensitive operations in a production environment.

Separate access (by different people) on data repositories and key repository servers (i.e., separation-of-duties principle) should be implemented.

Procedures for regular configuration reviews of the rule set for the firewall should be implemented. Host based and network intrusion prevention/detection should be deployed, with monitored reporting. Centralized logging of hosts via secure channels (i.e., encrypted syslog) should be employed. File integrity checks should be in place to identify changes to files systems to aid in the detection of unauthorized changes.

An emergency response process should be an element of standard operating procedures to respond to compromises in security. Notification of appropriate parties (including any affected financial institutions), enhanced logging, capturing system log backups, and investigations should all be part of the response process.

Detailed build documents for every component of the application, including hardening scripts for every operating system (OS) used in the production environment, should be placed into “code and document escrow.”

All security patches for system components or application vulnerabilities identified by vendors should be assessed through a risk evaluation process, and those assessed as critical should be tested and implemented in an expedited manner. Those of potentially lesser impact should be implemented within a reasonable period. 


Audit logs for transactions, customer information changes, and critical security related events should be maintained in a protected manner for problem resolution and problem alerting. Records, especially those involving the buying or selling of securities, should be maintained in accordance with regulatory and established financial industry practices.

The following events should be audited in all systems storing confidential data:

· Security Profile Changes (including Adds, Deletes)

· Logon Access Failures

· Privileged Use

· Audit Configuration Changes

· Resource Access Failures

· Software Installation

· Disk Mounting/Dismounting

· Backup

· Restore

· System Configuration Changes

· Cryptographic Key Generation

· Revocation of Cryptographic Keys

In addition to the list above, we recommend that the following system events be audited:

· System Time Changes

· Successful Logon

· User Logoff

Auditing for the following system events is optional:

· Auto Logoff

· Password Change

· File Opens

· Program Initiation / Image Activation

· Deletion of Objects

The following information, at minimum, should be recorded for each event:

· Event Time – Date and time that the event occurred

· Event Type – Category or type of event (e.g., Logon Failure, Account Update)

· Event Status – Result of the event; if failure, reason included

· Object Attributes – Description of the object(s) affected by the event

· Originator User ID – Identity of the user who initiated the event or action

· Subject ID – Identity, if applicable, of the subject/object impacted by the event (e.g., user ID, filename, queue)

· Process User ID – Identity, if applicable, of the system process performing the event

In addition to the guidelines listed above, we have established the following guidelines for system level auditing:

· Where possible, system audit logs should be stored on an alternate system.

· System audit logs should be retained a minimum of six months either online or secured backups. Hardcopy storage is not desirable due to difficulty in searching for specific records or events.

· System audit log retention should adhere to legal/regulatory requirements. 

· System audit logs should be backed up as part of routine system backups.

· System audit logs should have adequate access controls (e.g., file protection) to protect against unauthorized modification or deletion. Audit data should be considered confidential. Encryption of extremely sensitive audit data may be desirable.

· System audit log sizes should be monitored to ensure availability of sufficient disk space.

· System time should be synchronized with a time service. If time service synchronization is not possible, procedures should exist to check for and correct variations on a monthly basis.

· Procedures should be defined for each system indicating what type of activity will be reviewed on a regular basis, who will perform, and escalation procedures if suspicious activities are detected.

The specific events that should be audited at the application level will, by nature, vary depending on the application. The following list of data elements should be used as guidelines for developing application specific audit capabilities: 

· Date/Time Stamp – Date/time that the event occurred

· Transaction ID – A unique identification string that is permanently assigned to a transaction during its lifetime

· Account Number – Customer account number

· Account Type – Account type (e.g., DDA, CAP, savings, brokerage)

· Source/Channel – Identification of where the transaction was initiated (e.g., remote banking channel, terminal ID)

· Originator ID – Identity of transaction originator (customer account number, PSR user ID, branch employee user ID)

· Application ID Designator

· Transaction Type/Function – Transaction type (e.g., stop payment, funds transfer, statement inquiries, etc.)

· Transaction Status – Transaction status (success, fail) and any relevant information

· Transaction-Specific Elements – Data elements specific to the transaction performed (e.g., to/from account numbers for funds transfer, merchant ID for bill payment)

In addition, the following guidelines should be included for application-specific auditing:

· Where possible, application audit logs should be stored on an alternate system.

· Application/transaction audit logs should be retained a minimum of two years or per legal or regulatory requirements.

· Tapes containing audit logs are best stored off-site in a secure, protected location (and encrypted when possible).

· Application/transaction audit logs should be backed up as part of routine application data backups.

· Application/transaction audit logs should have adequate access controls (e.g., file protection) to protect against unauthorized modification or deletion. Audit data should be considered confidential.

· Application/transaction audit log sizes should be monitored to ensure adequate disk space exists.

· System time should be synchronized with a time service. If time service synchronization is not possible, procedures should exist to check for and correct variations on a monthly basis.

· Procedures should be defined indicating what type of activity will be reviewed on a regular basis, who will perform, and escalation procedures if suspicious activities are detected.

Business Continuity (Disaster Recovery)

A business continuity plan and procedures should be documented and tested twice a year, at a minimum.

Backups 

· Backups of system, application, and data should be accomplished in accordance with established procedures with customer related data being backed-up on a daily basis and system and application backups at each change or at a minimum weekly.

· All backups should be removed to secure and bonded storage at a different physical location at predefined regular intervals.

· Audits should be performed to assure procedures and controls are functioning as designed.

Personnel Security

· Background checks and an acceptance protocol for personnel with access to the systems and information should be part of the personnel screening process.

· Maintain a list of all authorized personnel with access to servers. Access authorization should expire and have to be renewed as part of the standard procedures. This should be defined in an application security plan and validated by third-party auditors. 

· 
· Aggregation service-provider policies and ethics statements should be signed by employees and detail their liabilities and responsibilities to protect customer data. Background screening checks are suggested for those with sensitive access or management approval responsibilities.

Third-Party Integration and Subcontractors

· Third Parties or subcontractors providing services of a material nature to the aggregation service are also responsible for complying with security requirements established within this document. Specific applicable requirements should be identified and a result of a risk assessment based on the proposed service or subcontracted responsibilities and implementation. The aggregator remains responsible for assuring minimum security requirements are maintained among these relationships and should include such requirements in the applicable contracts or agreements. Third-party or subcontractor compliance audits should be conducted on a regular basis, but no less than yearly. 

· Third parties should maintain a list of all authorized personnel with access to servers. Access authorization should expire and have to be renewed as part of the standard procedures.
· 
· Aggregation service providers should ensure that their security policies are agreed to by contractors concerning their liabilities and responsibilities to protect data.

Policies

The ASP should establish a management-approved information security policy and compliance program supported by independent audits accomplished on an annual basis. 

Audit/Certification (See Aggregation Business Practices, Section F.)

Privacy  (See Privacy and Information Use, Section E.)
 
Guidelines for

Aggregation Authentication and data feeds 

Overview
The current practice employed by aggregation service providers to access their end users’ online accounts on their behalf raises two major issues in the area of identification and authentication:

1. It is usually necessary for end users to surrender primary authentication credentials (such as username and PIN) for the institutional account holder’s (IAH) site to the aggregation service provider (ASP) and/or third-party vendor (TPV) in order to allow the ASP/TPV to access their account. 

2. IAHs have no practical and reliable way of tracking whether or not a particular access to an account was initiated directly by the end user owning the account, or through an aggregator and, if so, what the identity of this ASP/TPV was. 

In this environment, there is also a need for ASP-to-ASP authentication and information exchange. This need could arise if a customer wishes to switch aggregation services, or if a customer uses more than one aggregation service and the ASPs wish to keep their information synchronized and to minimize data-collection sessions with the IAH. 

This section defines a set of guidelines and recommendations for ASPs, ATPs, TPVs, and IAHs with respect to aggregator identification and authentication.

Longer-term solutions for aggregation authentication and data feeds are discussed in Appendix 1.

Guidelines and Recommendations for IAHs/ASPs/TPVs
The guidelines defined here support a process that allows an IAH to identify a compliant ASP/TPV that is accessing an end user’s account. This process involves the following steps: 

· Registration. When an IAH participates in this process, an ASP and/or a TPV registers with the IAH. When the TPV registers, it must identify the ASPs for which it is collecting. The ASP/TPV can use an online form if provided by the IAH to register, or the registration can be done off-line. At registration, the ASP/TPV provides certain key data to the IAH and is assigned an ID. 

An IAH should provide a form, which could be web-based, which permits ASP/TPV registration under this process. The form should allow entry of the following pieces of data: 

· ASP/TPV Company Name 

· Company Address 

· Company Phone Number 

· List of Company Officers 

· Security Officers Names and Phone 

· E-mail Contact (to notify the aggregator of web-site changes) 

· Copy of Privacy Policy 

· Data-Feed Methods Supported

· Aggregation IP Address(es) or Subnet(s) 

· BITS Certification Number, if applicable

· Identification. The IAH and ASP/TPV should institute a process whereby the IAH can identify an ASP/TPV that is accessing an end user’s online account on behalf of the end user— distinguishable from the end user himself or herself. This process could select from a range of options:

1. The ASP/TPV agrees to provide the IAH with an historical audit trail of its accesses; 

2. The ASP/TPV agrees to always access the end user’s account from a predetermined registered and identifiable IP address; or

3. A third method, involving an ASP/TPV ID and pass phrase, is proposed; but because it requires some development effort on the part of the IAH, it is provided for consideration as part of Phase II. 

In response to submitting the form, the IAH should provide the ASP/TPV with the following pieces of information, if applicable: 

· ASP/TPV identification URL and

· User IDs and passwords/PINs for test account(s).

An ASP/TPV that obtains data from an IAH on behalf of end users by accessing the users’ online accounts shall register with the IAH through one of the mechanisms described above, if the IAH supports this process. An ASP/TPV shall make reasonable efforts to determine whether an IAH supports this process.

Support for this process is voluntary. Consequently, these Guidelines for Aggregation Authentication and Data Feeds are considered to be recommendations only. This approach permits all parties to adopt the process as they see fit and as their timelines permit. However, support of this process is likely to provide consumer confidence and increase the probability that aggregation will become a popular service and that users will select a compliant, conforming service provider. An entity electing to support this process needs to support the entire set of Voluntary Guidelines. This comprehensiveness is intended to avoid ambiguities that could arise from incomplete implementations. 


Account Aggregation Data-Feed Standards
Overview
The current method of aggregation services involves the simulation of user behavior to access the web site of an institutional account holder (IAH) and scrape account summary information from the HTML. There are significant problems with this approach, including concerns for performance, overhead, timeliness and accuracy of the data.

The first tier of solutions for feeding IAH data to an aggregator in a more reliable manner than currently achieved through screen scraping requires some IAH development effort. These solutions include the use of OFX/QIF downloads, HTML augmentations, and a BITS-endorsed IFX or OFX server message subset. These methods are not mutually exclusive, and an aggregator may well use one or more of these methods, but requiring an IAH to be prepared to support all of these methods may prove burdensome. Therefore, it is recommended that each method be reviewed and that each IAH assess the impact, the cost, and the time involved in adopting each one. Based upon these assessments, and the relative desirability of each solution with respect to meeting the data-feed issues, one or more of these solutions will be proposed as recommended guidelines in Phase II of the BITS Aggregation Services Initiative. Of these solutions, the one preferred with respect to addressing all the data-feed issues is to use a BITS-endorsed IFX server message subset. Each of these methods is described in more detail below. 

When an aggregator registers with an IAH, the IAH will indicate which method(s) it supports, and the aggregator will indicate which of those method(s) it will be using. 

Ultimately, the IFX and OFX server message subset will be expanded and integrated with the second-stage authentication solution. All aggregators and IAHs will be encouraged to support this method for exchanging data and messages between IAHs and aggregators. Initially, it is anticipated that many IAHs will not be able to support this preferred method. Over the long term, we recommend moving to a single standard, i.e., the IFX server protocol.

OFX/QIF Downloads
OFX/QIF downloads allow an aggregator to download a file representing positions and transactions in a standard format. This cleanly addresses many page layout issues. But because it still involves logging in and page level navigation, it still faces the same reliability issues stemming from screen scraping. That is, a download may fail due to layout changes (URLs may change), site unavailable problems, and similar problems.

Our recommendations about file downloads include the following:

· OFX or QIF downloads should be made available if requested by the ASP/TPV and supported by the IAH;

· Downloads should be supported in combination with demo accounts and change notifications;

· Downloads can be performed without affecting a subsequent download performed by the user;

· Data are at least as up-to-date as the data provided by the web site;

· Performance should be comparable to the speed of viewing account activity on the web site; and

· Data provided in downloads should be expanded to include all the information described below under IFX or OFX Server support.

HTML Augmentation
To increase the reliability of the data extraction from the web page, the IAH may support “HTML augmentation,” a technique for enhancing a web page’s hypertext markup language (HTML) codes to streamline access to selected information. Our proposal is that an IAH indicates (via a META tag) that it supports a particular HTML augmentation standard. When the aggregator submits the form, it will also set an INPUT field indicating that it wishes to receive an HTML-augmented web page. The IAH recognizes the presence of this field, which will never be set for manual logins, and provides an HTML-augmented document as a response.

The HTML-augmented web page should conform to either an IFX or OFX compatible markup language; e.g., OFX-XML compatible or IFX-XML compatible data tags, but without any of the IFX or OFX message header and protocol (e.g., acknowledgments, error messages, etc.).

IFX and/or OFX server support is the most reliable approach. Communications occur over a secure link (128-bit HTTPS), using client side certificates and application level authentication. The aggregator provides the username and credentials and may list accounts and account data. It is desirable, from a processing and communications efficiency viewpoint, if these message exchange protocols could support only sending deltas (i.e., changes in the account status since the last query).

Note that OFX ghosting (pretending to be Intuit’s Quicken or Microsoft’s Money application) is not recommended, due to the legal issues of a false application ID. But reusing the same server code is a feasible approach. In this case, the IAH must alter OFX servers to support application IDs that differ from the standard ones provided by Quicken and Money. 

Over the long term, we recommend moving to a single standard: IFX. IFX appears to have architectural advantages over OFX for the provision of aggregation services. A recommended IFX message subset will be provided in Phase II of the BITS Aggregation Services initiative.

Not all the OFX protocol or IFX protocol must be supported. For example, we recommend that the following message subset be used.

OFX Message Subset
Sign on
<SIGNONMSGSRSV1>

<SONRS>

<STATUS>

<CODE>

<SEVERITY>

<MESSAGE>

<DTSERVER>

<LANGUAGE>

Account Info
<ACCTINFOTRNRS>

<TRNUID>

<STATUS>

<CODE>0

<SEVERITY>INFO

<MESSAGE>SUCCESS

<ACCTINFORS>

<DTACCTUP>

<ACCTINFO>

<INVACCTINFO>

<INVACCTFROM>

<BROKERID>

<ACCTID>

<USPRODUCTTYPE>

<CHECKING>

<SVCSTATUS>

Investment Transactions
<INVSTMTMSGSRSV1>

<INVSTMTTRNRS>

<INVSTMTRS>

<INVTRANLIST>

<INVBANKTRAN>

<STMTTRN>

Bank or CC transactions
<STMTMSGSRSV1> or <CCSTMTMSGRSV1>

<STMTTRNRS> or <CCSTMTTRNRS>

<STMTRS>  or <CCSTMTRS>

<BANKTRANLIST>

<STMTTRN>

<LEDGERBAL>

 <BALAMT>

<AVAILBAL> for CC only

<BALAMT

Balance
<INVBAL>

<AVAILCASH>

<MARGINBALANCE>

<SHORTBALANCE>

<BUYPOWER>

<BALLIST>

<BAL>

Security list
<SECLISTMSGSRSV1>

<SECLIST>


Privacy and Information Use


Privacy and Information Use

Overview
The goal in developing the Aggregation Privacy and Information Use Guidelines detailed below was to provide voluntary principles that recognize the impact of new information functionality and a more complex supplier environment compared to traditional consumer financial services products. By design, these guidelines are intended to be relevant to the aggregation services environment in the United States. Additional work to address guidelines applicable across international boundaries will be considered at a later date. 

Assumptions

· All providers of financial aggregation services (whether or not the provider is a regulated financial services organization) will consider themselves to be financial institutions under Title 5 of the Gramm-Leach-Bliley Act (GLBA) and therefore subject to GLBA Regulation P, Regulation S-P, or FTC regulations as appropriate. Additionally, to the extent that the Electronic Funds Transfer Act (EFTA) and the Fair Credit Reporting Act (FCRA) or other laws or elements of those laws are applicable to categories of institutions acting as an aggregation service provider (ASP), then all ASP program participants should agree to abide by those regulations, even in advance of a regulatory determination that they are in fact covered under such statutes. 
· From a GLB privacy regulation perspective, all consumers using aggregation services are considered to be customers (end users) of the ASP.
· Different ASPs and institutional account holders (IAHs) are likely to have different privacy policies, information-use practices, and marketing practices; and they may provide different customer choices.

 End users may be expected to make different choices regarding information sharing and marketing practices across their relationships with IAHs and ASPs.

 Aggregation technology providers (ATPs) will be bound by the terms of contractual agreements with their customers and all applicable statutes and regulations. When there is no contractual relationship between the parties, an ATP cannot be responsible for the behavior of an unaffiliated IAH or ASP that violates the ATP’s privacy policy. Additionally, the ATP cannot be responsible for an unaffiliated IAH or an ASP that maintains a poor privacy policy, or that violates its own policies.

 ASPs and IAHs should endorse and comply with privacy and information-use guidelines adopted by the financial services industry through industry organizations such as the American Bankers Association, America’s Community Bankers, BITS, the Consumer Bankers Association, the Financial Services Roundtable, and the Independent Community Bankers of America, among others. 

Guidelines
Two core concepts to incorporate in the protection of privacy require giving notice to participants of the information needed to make successful choices in interacting with the program, and then granting the power of choice among a variety of options. Below are elaborations on ways to include the concepts of Notice and Choice.

Notice
Each ASP will: 

· Meet all applicable regulatory notice requirements, e.g., FED/OCC/FTC/OTS/FDIC/ SEC/States. Certain state regulations may take precedence over GLBA.

· Provide privacy policies (set by the ASP).

· The policy should be no more than one click away (on toolbar or footer).

· The policy should be written in clear, concise, customer-friendly language. 

· The policy should indicate that the ASP’s privacy policy only applies to it and that the end user should read the privacy policies of all the companies from which the end user’s information will be sourced. 

· When relevant, the policy should explain to end users that the ASP’s privacy policies may be different from the privacy policies relating to other, non-aggregation products within the same parent company.

· The ASP’s notice shall be in full compliance with all applicable notification statutes or regulations and will be provided annually, whenever a new customer relationship is formed, and when there is material change to the privacy terms of an existing customer relationship. 
· Provide disclosure for sharing of information.

· This disclosure will be part of the privacy policy.

· The disclosure will be updated and explained any time a new service materially changes the use of information.

· The disclosure will be updated and explained any time a privacy policy is materially changed.

· Each ASP will disclose its policy for the length of time information is maintained by the ASP under normal circumstances, after an aggregation relationship is terminated by an end user, and in an instance where—for any reason—an ASP ceases operations and/or sells its business.

· Each ASP will identify the possibility of differences between data on the ASP web site and information simultaneously displayed by an IAH web site due to timing/processing considerations, etc.


· Provide security. The ASP will comply with all regulatory requirements and will encourage adoption of the security guidelines contained in “Security, Technology and Standards,” Section D.


Choice
Each ASP will describe the options it makes available to end users to provide or restrict information flow within and outside of the ASP’s family of companies, and will make it convenient for end users to choose among those options. 

Customer notice and options surrounding choice will comply with all relevant regulations, recognizing that certain state laws may supercede GLBA (and are subject to permissible exceptions under GLBA):

· The end user is provided notice of any sharing by the ASP of non-public personally identifiable information with third parties.
· The end user is provided the option to opt-out of the sharing by the ASP of non-public personally identifiable information with third parties for marketing purposes.

· The end user is provided notice of any sharing by the ASP of non-experience information with affiliates (as defined by the Fair Credit Reporting Act).

· The end user is provided the option to opt-out of the sharing by the ASP of non-experience information with affiliates (as defined by the Fair Credit Reporting Act).

If an ASP offers the end users the opportunity to choose participation in marketing programs (not a suggested guideline), and if those options are not specified on a channel-specific basis (e.g., marketing by phone, mail, or email), then the ASP will honor the choices across all channels (unless explicitly directed otherwise by the end user). When the ASP and IAH are not the same entity, these choices will be made available separately from the choices end users may have made as IAH (financial institution) customers.

Non-public personally identifiable information obtained by an ASP or an IAH at the direction of an end user will be shared by the ASP or the IAH according to its privacy policy standards and the choices that the end user has made under that policy.

An end user’s request that an ASP obtain information about his or her accounts with a financial institution or initiate a transaction on his or her behalf constitutes customer authorization for the IAH to share that information with the ASP or initiate the transaction. The ASP should be prepared to warrant that it has received the end user’s authorization.

Any exchange of information among IAHs and ASPs that results from an end user requesting or authorizing one party to perform specific actions/transactions on his or her behalf should be governed by explicit language included in the terms and conditions language to which the end user agrees when initiating the relationship with that party. 

With further reference to the authority required in these transactions, each ASP will obtain approval from the end user (e.g., power of attorney in the end-user agreement) to act as the end user’s agent and access non-public personally identifiable information through the web site of the end user’s IAH.

The reuse (or secondary use) of information by an ASP or IAH must be governed by the privacy policy and choice options of that institution, and the choices that the end user has selected, as well as applicable regulations. 

Information obtained by an ASP or IAH about an end user in a manner not related to a specific transaction/action authorized by that end user must be used in accordance with that institution’s stated privacy policy, the choices that the end user has selected, and all applicable regulations.  


Financial Aggregation 

Business Practices


Financial Aggregation Business Practices 

Overview
The business practices guidelines for financial aggregation focus on the key information that should be shared between aggregation service providers (ASPs) and institutional account holders (IAHs).

Assumptions
BITS will serve as the central point of contact for the effective collection and dissemination of information. Responsibilities include:

· Maintaining the most current versions of the BITS Voluntary Guidelines for aggregator services and distributing to companies when requested;

· Facilitating the distribution of information between aggregation companies and information providers; and

· Creating a facility to provide web access to the Voluntary Guidelines and to share information about implementation of the guidelines.

Guidelines
Information-Sharing Guidelines

The IAH provides: 

· Company name and address;

· Primary contact name, phone number, and email address;

· Best effort on notification of any major site or navigation changes;

· Preferred times for screen-scraping activity;

· List of retail account types;

· Information on how often the company updates retail account information; and

· List of account data with real-time postings.

The ASP provides:

· Company name and address;

· Primary contact name, phone number, and email address;

· IP address(es) and fully qualified domain name(s) used;

· Method of aggregation –

· Batch Harvesting (include frequency and schedule),

· At login, or

· On demand;

· List of customers (via identification number) to each company;

· List of specific URLs and the order being used for screen scraping; and 

· Description of which fields are being parsed for which values.

Monthly Reporting by ASP

On a monthly basis, the ASP provides:

· Batch processing activities –

· (by date) start time, end time, total time spent in screen scraping, and

· total monthly time;

· Real-time activities –

· (by date) number of occurrences and total time, and

· total monthly number of occurrences and total time;

· IP address(es) and fully qualified domain name(s) used;

· List of active customers (via identification number); 

· List of specific URLs and the order being used for screen scraping; and

· Description of which fields are being parsed for which values.

.


Customer Education


Customer Education

Overview
The Customer Education Subgroup for the BITS Aggregation Services Working Group identified several issues and developed recommendations for educating end users about the use of aggregation services. These recommendations apply to the institutional account holder (IAH), financial institution (FI), and the aggregation service provider (ASP). The topics included aggregation relationship disclosure, PIN-sharing policies, end-user protection, customer service, data accuracy, disclosure distribution, privacy, marketing messages, security, service discontinuation, and the use of user data for development/test purposes.
Assumptions
· An IAH may provide aggregation services as an ASP. In this case the IAH should communicate information to the end user from both the IAH and ASP perspectives, making these separate roles very clear.

· Aggregation services may be available at a third-party vendor (TPV) site although no contractual relationship exists between the IAH/FI and the TPV. However, end users will assume there is a contractual or operational relationship because they are able to obtain their IAH/FI account information. The end user may also assume that no risk is involved, reasoning that the IAH/FI would not allow such transactions if they were not safe. 

· The FI/TPV/ASP will train customer service representatives (CSRs) regarding aggregation services; training will include a definition of aggregation, an explanation of how it works, and discussion of the following potential customer service issues:

· Designation of whom to call for service and data-integrity issues (for example, for information aggregation services, the ASP’s only responsibility is to verify that the information it presented to the end user was identical to the information taken from the IAH; thereafter, the end user should be directed to the IAH, and the ASP should have no further responsibility); and

· Definition of error-resolution procedures (e.g., instructing the end user to update or refresh the information).
· Financial institutions will state their level of participation regarding aggregation services. For example, an active participant may communicate to the end user that it has “selected the following aggregation vendor or service in order to enhance the end user’s online experience” and tell end users to review the agreements and click “I Accept” buttons at the bottom of the disclosure.  Alternatively, a zero-tolerance institution may provide a cautionary sentence and FAQs for end users regarding aggregation at their online banking sign-on page.

Guidelines and Recommendations
The following are recommendations for all participants in aggregation services. Participants are strongly encouraged to abide by these voluntary guidelines. The guidelines are intended to enhance customer relationships and serve educational purposes.

Overall Recommendations

· Provide a high-level description of aggregation for customers.

· State the functionality that is provided by the service.

· Require the end user to accept the disclosure before completing the aggregation application process.

· Provide the end user with guidance as what to look for in an aggregator service.

· Notify end users of any changes in the end-user aggregation agreement.

· As end users apply for online services at the FI, suggest cautionary measures to safeguard their account information when signing-up and terminating service with an aggregator that is not the IAH.

PINs

· State policy regarding PIN sharing for aggregation services.

· Remind end users that if they change their PINs with the FI, they will need to change it on the aggregation service site as well.

· Recommend that if end users terminate service with the ASP, they should change their PINs with the FI.

End-User Protection
· Disclose steps that end users must take when identifying an error on their account. 

· Identify regulations in effect to protect the consumer. 

· Post a “seal of approval” or other validation of aggregation services business practices, when available.

· Provide end-user service contact information.

· Inform end users that the security procedures used by ASPs (e.g., how their account PINS are stored and protected) may vary and be different than that used by their IAH.
Customer Service
· Point of Contact: Identify whom the end user should contact for service questions regarding incorrect or missing information and incorrect or non-enacted transactions.

· Self-Help: Provide a FAQ on the site for end-user self-help (e.g., provide a technical how-to).

· Correcting Errors: Establish and maintain procedures by which customers may correct inaccurate information. ASPs will disclose the procedures through which end users can correct inaccurate information in a timely manner. 

· Resolving Complaints: Clearly advise end users about the process through which complaints can be resolved.

Data Timeliness

· Provide a disclaimer regarding the accuracy and completeness of information available through the service.

· Disclose the timing of updates and/or date and time stamp of balances.

· Disclose the impact to financial decisions based on data timeliness.

· Educate the end user that the service may be unavailable during maintenance hours.
Security
· Provide a high-level description of the possible risks associated with aggregation services.

· Suggest the end user ask whether the ASP is voluntarily complying with aggregation industry security guidelines.

· List the BITS Security Tips for Online Financial Services Accounts on your web site and in collateral materials (see page G-4).

Privacy
· Post a privacy statement at the web site and on the aggregation enrollment page.

· This posting may be different from the privacy statement of the sites being aggregated.

Marketing Opportunities


State whether or not end users using the aggregation service will be able to receive marketing messages from the sites being aggregated.
Disclosure Distribution
Remind end users that ASPs may not provide disclosures from the IAH web site and that end users may want to periodically check it themselves.
Service Discontinuation
· Recommend that end users change their PIN when they cancel their aggregation service.

· Provide the account termination policy and procedure.

· State policy for length of time information is maintained after service termination.


Security Tips for Online Financial Services Accounts

General Online Security Tips for Consumers
· Use a current browser that supports secure and private transactions. 

· Install and regularly update virus detection software.

· Do not allow unauthorized access to your PC.

· Do not install pirated software or software from an unknown source.

· If using cable modems for Internet access, don’t keep the connection active when not in use; also recommend installing personal firewall software.

· Do not open e-mail attachments from unknown sources. 

Consumer Tips for Securing Online Financial Transactions

· Conduct financial transactions first in any online session. After completing financial transactions online, including a credit card purchase, logoff before continuing other online activity. This may help to protect your confidential data (account numbers, passwords, etc.). 

· Protect your PINs and passwords; create alpha-numeric PINs and passwords that do not use readily identifiable information like names, birth dates, phone numbers or other familiar words.

· When applying online for any financial account, ensure that you are dealing with a reputable, federally insured institution with secured Web pages.

· Learn about your financial institution’s capabilities for secure online financial services. All online contact with the institution should be only through its secured Web pages.

· Notify your financial institution immediately of any changes in your account information.

Examples of Ways Financial Institutions Continue to Secure Their Online Environments
· Making security information easy to find on the institution’s web site through hotlinks or Frequently Asked Questions

· Educating end users and employees on security vulnerabilities and ways to create more secure online environments

· Using updated virus scanning software packages on all file servers and PCs

· Ensuring all network connections are properly secured 

· Ensuring desktop modems used by employees are secured and properly registered

· Using real-time, inbound scanning systems for electronic mail and attachments 

· Employing strong internal password processes and controlling password changes 

· Masking end user account number information from online banking screens 

· Providing a timed log-out feature on online banking sites 

· Providing remote access security systems for those employees and business partners that would dial-in to corporate networks

· Conducting periodic tests of security from the viewpoint of someone trying to “hack in”

· Continuing to work to ensure the highest in industry security standards


Legal and Regulatory

 Framework


LEGAL AND REGULATORY FRAMEWORK

OVERVIEW

The objectives of the Legal and Regulatory Framework subgroup are to:

· Identify legal and regulatory issues related to aggregation services.

· Analyze the issues from the standpoint of all parties involved in providing the services.

· Determine what steps need to be taken on any issue to clarify the impact on aggregation services.

· Prioritize issues in order of importance.

The following matrix was created by the Legal and Regulatory Framework subgroup to address the questions most commonly asked by aggregators, financial institutions, and others providing—and potentially regulating—aggregation services.

Does Regulation E apply to Aggregation Activities?
	Type of

Institution


	Screen Scraping, where account accessed is not held at aggregator

(no EFT services)
	Data Feed, where account accessed is not held by aggregator

(no EFT services)
	Where electronic

fund transfers

are performed

(in addition to

aggregation services)
	Where

aggregator

holds

consumer

account

	Financial institution


	No*
	No*
	Regulation E applies

unless the Federal Reserve

Board concludes that

aggregators are not

covered by Reg E.


	Yes

	
	
	
	
	

	Non-financial institution


	No*
	No*
	
	N/A

(not permitted

to hold accounts)

	
	
	
	
	


Who is Responsible for the Accuracy of Data?
	Type of

Institution
	Screen Scraping, where account accessed is not held at aggregator


	Data Feed, where account accessed is not held by aggregator
	Where electronic

fund transfers

are performed

(in addition to

aggregation services)
	Where

aggregator

holds

consumer

account

	Financial institution


	Responsibility could rest with either the

aggregator or the

account-holding FI, depending on the

source of the error.

The aggregator may

attempt to disclaim

liability in the

user agreement.
	Responsibility for accuracy of data is

allocated between aggregator and FI in

data-feed agreement.

The aggregator may

attempt to disclaim

liability in the

user agreement.


	With screen scraping, responsibility could rest with

either the aggregator or the

account-holding FI, depending

on the source of the error.

With data-feed, responsibility

for accuracy of data is allocated

between aggregator and FI in

data-feed agreement.

The aggregator may

attempt to disclaim

liability in the

user agreement.


	FI/Aggregator

	
	
	
	
	

	Non-financial institution


	
	
	
	N/A

(not permitted

to hold accounts)

	
	
	
	
	


Note: An entity’s ability to disclaim liability may be limited by Regulation E and the Electronic Fund Transfer Act (EFTA). Section 909(e) of the EFTA provides that a consumer incurs no liability from an unauthorized electronic fund transfer except as provided in the consumer liability protection provision of that Act and Regulation E. In addition, Section 914 of the EFTA provides that “[n]o writing or other agreement between a consumer and any other person may contain any provision which constitutes a waiver of any right conferred or cause of action created the [the EFTA].” If Regulation E does not apply to the aggregation activities, then these statutory limitations should not apply to an aggregator’s disclaimers of responsibility or liability in its consumer agreements and disclosures.

Is the Aggregator Required to Comply with the Privacy Protection Law?
	Type of

Institution
	Screen Scraping, where account accessed is not held at aggregator
	Data Feed, where account accessed is not held by aggregator
	Where electronic

fund transfers

are performed

(in addition to

aggregation services)
	Where

aggregator

holds

consumer

account



	Financial institution


	Yes,

Regulation P*
	Yes,

Regulation P*
	Yes,

Regulation P*
	Yes,

Regulation P*

	
	
	
	
	

	Non-financial institution


	Yes,

FTC GLB

rules**
	Yes,

FTC GLB

rules**
	Yes,

FTC GLB

rules**
	N/A

(not permitted

to hold accounts)

	
	
	
	
	


*Regulation P is the name given by the Board of Governors of the Federal Reserve System (FRB) to its GLBA privacy regulation. Each of the other federal financial institution examining agencies (OCC, FDIC, OTS, NCUA) has enacted a privacy regulation that is substantially similar to Regulation P. The five federal financial institution regulators issued notices of proposed rule making to implement Fair Credit Reporting Act (FCRA) provisions regarding sharing of information among affiliated companies, attempting to conform FCRA practices to GLBA requirements. 65 FR 63120 (October 20, 2000) (OCC, OTS, FRB, FDIC; comments were due December 4, 2000); 65 FR 64168 (October 26, 2000) (NCUA; comments were due December 26, 2000).

**The FTC published an advance notice of proposed rulemaking and request for comment, including comment on “the range of financial institutions to which the [FTC’s Safeguards Rule under GLBA] should apply.” 65 FR 54186 (September 7, 2000).

Citations for privacy regulations: FTC: 16 CFR Part 313 (65 FR 33646 (May 24, 2000)); FRB, FDIC, OTS, OCC: 12 CFR Parts 216, 332, 573, 40 (65 FR 35162 (June 1, 2000)); NCUA: 12 CFR Part 716 (65 FR 31722 (May 18, 2000)); SEC: 17 CFR Part 248 (65 FR 40334 (June 29, 2000)).

Who Has Authority to Examine the Aggregator?
	Type of

Institution
	Screen Scraping, where account accessed is not held at aggregator
	Data Feed, where account accessed is not held by aggregator
	Where electronic fund

transfers are performed

 (in addition to

aggregation services)
	Where

aggregator

holds consumer

account



	Financial institution


	

Federal Reserve Board (FRB) = state member banks and bank holding companies



FDIC
= state non-member banks (not members of the Federal Reserve System)



OTS
= federal savings associations



OCC
= national banks



NCUA
= federal credit unions



SEC
= brokers or dealers



States
= state banks, thrifts, and credit unions; and insurance companies

Each of these examiners visits each regulated entity regularly to review compliance.

	
	

	Non-financial institution


	Federal Trade Commission = all others

FTC has enforcement power but does not conduct regular

or spot examinations to review compliance.

State regulatory authorities (fraud, mini-FTC)


	N/A

	Non-financial

institution acting as bank service provider
	

Federal Financial Institutions Examination Council (FFIEC)* under the Bank Service Corporation Act 12 USC. Sec. 1861 et. seq.


	N/A


*The FFIEC is an umbrella organization by which the FRB, FDIC, OTS, OCC and NCUA seek to coordinate regulatory efforts.

What is a “Financial Institution”?
	1.
Traditional definition


	A financial institution is an entity that holds accounts that are insured by the FDIC or NCUA. This is the narrowest definition.

	2.
Regulation E (Electronic Fund Transfer Act) definition


	A financial institution is (1) traditional FI plus (2) any person that (a) directly or indirectly holds an account belonging to a consumer, or (b) that issues an access device and agrees with a consumer to provide electronic fund transfer services. 

	3.
Gramm-Leach-Bliley Act (GLBA) (privacy and security) definition
	“Financial institution” is defined in the context of both “insured” and “uninsured” institutions. For insured institutions, section 509(3) of GLBA defines “financial institution” as “any institution the business of which is engaging in financial activities as described in section 4(k) of the Bank Holding Company Act of 1956” (Section 39(a) of the Federal Deposit Insurance Act, as indicated above). For uninsured institutions, 509 (3) of GLBA relies on the Federal Reserve’s administrative authority to define relevant parameters, i.e., “any institution the business of which is engaging in financial activities as described in section 4(k) of the Bank Holding Company Act of 1956.” The definition covers entities “significantly engaged” in such activities. “Financial activities” are broad, including providing financial information aggregation, as well as investment or economic advisory services, providing financial data processing and transmission services. This is meaningful for entities that have “consumers” or establish “customer relationships.”





Aggregation and the

Gramm-Leach-Bliley Act Information Security Guidelines
Overview 

This section focuses on an examination of the security requirements imposed by Section 501 of the Gramm-Leach-Bliley Act (GLBA) on financial institutions engaged in aggregation activity. 

Security of Certain Customer Data 

A significant component of the GLBA legislation is the affirmative and continuing obligation for a “financial institution” to “respect the privacy of its customers.” As part of this privacy-related obligation, Congress explicitly includes a responsibility to protect certain data—namely the “security and confidentiality of those customers’ nonpublic personal information.” 

Security Guidelines 
In accordance with this Congressional requirement, five of the federal functional regulators (Banking Agencies) issued preliminary and final guidelines implementing Section 501 security requirements (collectively the “security guidelines”): (1) Federal Reserve Board of Governors, (2) Federal Deposit Insurance Corporation, (3) Office of the Comptroller of the Currency, (4) Office of Thrift Supervision, and the (5) National Credit Union Administration.
 Although each of the Banking Agencies issues separate rules in the Code of Federal Regulations, similarities allow for several conclusions: 

· The GLBA security guidelines include a range of risk management obligations focused on implementing the congressional policy of protecting customer data. Most financial institutions are already required to adhere to similar practices, such as those required by the Bank Secrecy Act. 

· The GLBA security guidelines are highly “process” oriented; that is, the rules require companies to develop and implement corporate governance philosophies, policies, and programs to secure customer data. In this sense, the GLBA security guidelines do not mandate specific standards or technologies that must be used to protect systems, business methods, or related processes for the delivery of financial services, such as aggregation.
 

· Not all of the Banking Agencies agree on the issue of whether the GLBA security guidelines are voluntary or what penalties might be issued where financial institutions do not adhere to them. 

Security Requirements and Other Financial Regulators 

In addition to the security guidelines issued by the five Banking Agencies listed above, the Securities and Exchange Commission (SEC) as well as the Federal Trade Commission (FTC) are required to issue rules for “financial institutions” under their jurisdiction.

· The SEC issued its final security requirement as part of the Privacy Rules promulgated under Section 504 of the GLBA. The SEC security requirements adopt the broad policy objectives as written in the Section 501 security requirements. The SEC requires that financial institutions under its jurisdiction implement “policies and procedures” in response to these policy objectives. The SEC does not delineate a series of risk management practices and processes similar to the GLBA security guidelines published by the Banking Agencies. Rather, the SEC requires financial institutions under its jurisdiction to adopt policies and procedures reasonably designed to meet the policy objectives in the Section 501 security requirements. 

· The FTC intends to issue its final safeguard rules for financial institutions not currently under the jurisdiction of the five Banking Agencies or any other agency or authority listed in Section 505(a)—which includes both federal and state authorities. 

To what extent will aggregation be captured under these regulations? The FTC final Safeguard Rules will apply to uninsured financial institutions, as defined by the Federal Reserve, and include any institution the business of which is engaging in financial activities as described in Section 4(k) of the Bank Holding Company Act of 1956. For uninsured financial institutions, the Federal Reserve has traditionally adopted a broad functional definition of “financial activity.” Aggregation service providers fall within the definition of uninsured financial institutions.

If aggregation service providers (ASPs) fall within the scope of the FTC’s Safeguards Rules, how might ASPs analyze possible differences between the Banking Agencies and the FTC Safeguards approach? Until the FTC issues its final Safeguard Rules, it is not possible to answer this question.


Appendices


Longer-Term Solutions for Aggregation Services Authentication

Four longer-term candidate solutions are discussed below:

· ASP/TPV ID and Pass Phrase

· Authentication Token Approach

· Distributed, Certificate-Based Solution

· Centralized Utility Solution

Except for the first solution (ASP/TPV ID and pass phrases), these solutions address both authentication issues, namely:

· Eliminating the need for end users to surrender primary authentication credentials (such as username and PIN) for the institutional account holder’s (IAH) site to the aggregation service provider (ASP) and/or third-party vendor (TPV) in order to allow the ASP/TPV to access their account. 

· Providing the IAH a practical and reliable way of tracking whether or not a particular access to an account was initiated directly by the end user owning the account, or through an aggregator and, if so, what the identity of this ASP/TPV was. 

ASP/TPV ID and Pass Phrase

This solution addresses only the need for an IAH to track when an ASP/TPV is accessing customers’ accounts on the customer’s behalf, and does not address eliminating the need for end users to surrender their primary authentication credentials. 

The ASP/TPV is provided an ID and pass phrase. Either the ASP/TPV selects an ID and pass phrase during registration, or, alternatively, the IAH issues an ID and pass phrase to the ASP/TPV. The IAH should support one of the two options when employing ASP/TPV IDs and pass phrases.

Before accessing an individual user’s account, the ASP/TPV navigates to an ASP/TPV identification page provided by the IAH for this purpose and signs on with the ASP/TPV ID/pass phrase obtained during registration. The page URL is provided to the ASP/TPV during registration. 

The identification page should permit the entry of an ASP/TPV ID/password. On successful validation of the ID/password, the IAH’s application should redirect the ASP/TPV to the end user login page. The ASP/TPV signs on with the end user’s primary authentication credentials (e.g., user ID and pass phrase). If a valid user ID/pass phrase is provided, the session proceeds like a normal user session; however the IAH is now in a position to associate the ASP/TPV’s ID with this session. A similar process could be used by an ASP/TPV to identify another ASP/TPV. 

When accessing an online account on an IAH’s web site with which the ASP/TPV has previously registered and for whom the ASP/TPV has obtained an ASP/TPV ID/pass phrase, the ASP/TPV shall access the account only after submitting this ID/pass phrase to the ASP/TPV identification page. 

The ASP/TPV shall submit its ID to the identification page each time before a user’s account is accessed.

In cases where an ASP/TPV is not presented with the expected user login page after submitting the ASP ID/pass phrase, the ASP/TPV shall assume that an exceptional or error condition has occurred and shall discontinue access to the login page until after the exceptional condition has been resolved.

Authentication Token Approach
This approach is based on authentication tokens which an IAH issues, given permission by the end user, and which permits a specific ATP/TPV to access that end user’s account with a specific level of access rights. It is based upon the following assumptions:

· IAHs and their customers maintain a one-to-one direct relationship. In particular, when customers identify themselves to an IAH’s online presence, they use a mechanism defined by the IAH (passwords, one-time pass-tokens, digital certificates, etc.) and submit authentication credentials established between the end user and the IAH. 

· The user’s primary authentication credentials should not be given to third parties. 

· To perform their services for their end users, ATPs/TPVs need online access to these users’ accounts with IAHs. 

· Customers should be given control, at a granular level, regarding which ATPs/TPVs have access to their account(s) with what level of access rights. Furthermore, customers should be given the ability to selectively revoke access to their accounts that they had previously granted to a particular ATP/TPV. 

· IAHs require that for each access/transaction performed on their online presence, the identity of the ATP/intermediary who facilitates the transaction is known. 

· There are many IAHs and there will likely be a significant number of ASPs/TPVs in the market. A process where each IAH separately establishes a separate relationship with each ASP/TPV (to establish a means of identifying the TPV and to determine which level of access to grant) may not be scalable. The token approach augmented by either the distributed, certificate-based, or the centralized-utility approach should address this scalability issue.

· A solution should be deployable in stages such that an initial deployment does not depend on any future infrastructure to be in place, other than protocol standards. 

The authentication token approach operates as follows: 

An ASP/TPV that requires access to users’ accounts at a certain IAH contacts this IAH through a protocol (e.g., XML-based), identifies itself, and requests one or more authentication tokens. The tokens at this point are not associated with a particular user or account; however the IAH keeps a record of which tokens have been issued to which ASP/TPV. 

When the ASP/TPV requires access on behalf of a particular customer of a given IAH, it arranges for a token obtained from this IAH to be posted (through a standardized mechanism) to a web-based user interface (UI), which is hosted by the IAH. The IAH renders a page that informs the user that this particular ASP requests access to his or her account. The user is then asked to confirm the granting of this access by supplying his or her primary authentication credentials with this IAH. If this authentication step is successful, the IAH associates the token with this user’s account as an alternative authentication credential. The ASP/TPV also associates this token with the corresponding user. 

To access the user’s account, the ASP/TPV supplies the above authentication token to the IAH. The IAH has maintained an association between the authentication token, the ASP/TPV it was given to, and the end user who has granted access and specified the level of permissions. The fact that someone has signed on with this particular token immediately provides the IAH with all of the above pieces of information. 

The IAH has a record of which authentication tokens are associated with each of its users, and to which ASP/TPVs these tokens were issued. The IAH’s online presence can include a web page that permits users to review which ASP/TPVs have access to their account and to revoke access rights that were previously granted to a specific aggregator, if desired. 

Before a token can be issued to an ASP/TPV, the IAH must establish the identity of the ASP/TPV, who requests the token. 

Authentication tokens issued to an ASP/TPV are completely opaque to any entity other than the IAH that issued them. Thus, the IAH has a large degree of freedom regarding the contents and format of the tokens. 

To satisfy interoperability criteria, the token should be restricted to a single string consisting of letters, digits and possibly a well-defined set of punctuation symbols. In addition, tokens should satisfy the following properties: 

· Uniqueness: All tokens issued by an IAH must be unique (within this IAH). 

· Unpredictability: Tokens must be chosen out of a large space in a sufficiently random manner such that the possibility of predicting a valid token is sufficiently small. 

· Opaqueness: To protect the user’s privacy, tokens should not contain any data from which user-specific information can be derived by a third party. If a token does include such data (such as user IDs, account numbers, etc.), these components should be encrypted under a strong algorithm and under a key only known to the IAH.

In a first stage, a decentralized scheme for ASP/TPV identification will be used, based on the ASP/TPV ID and password established at the time the ATP registered with the IAH. The ASP/TPV will use these credentials to authenticate a request for user authentication tokens. 

This section describes in more detail the process of a user granting access to an ASP/TPV through a web-based UI. The key challenge is to submit an authentication token, which the ASP has previously obtained from the IAH, such that the following two requirements are satisfied: 

· The ASP/TPV must be able to maintain association of the end user with the token. 

· The token must be submitted to the IAH through a direct channel between the end user’s user agent (web browser) and the IAH’s site. Granting of permissions by the user to this token also takes place over this channel. 

The following scheme satisfies both requirements: 

(1) An ASP/TPV’s user chooses to grant this ASP/TPV access to one of the user’s accounts with an IAH. 

(2) The ASP/TPV arranges for the user’s browser to open a separate window or frame. The URL sourced in this new window is hosted by the IAH; an authentication token previously obtained from the IAH is submitted as a URL parameter (or posted in a hidden form field). 

(3) The page rendered by the IAH informs the user that this particular ASP/TPV has requested access to his or her account with a certain set of privileges. 

(4) The user confirms the granting of access by supplying his or her primary authentication credentials to the IAH. If successful, the IAH activates the token. 

The ASP/TPV maintains a record for which of its own users a particular token was submitted to an IAH. At the same time, the IAH maintains the relationship between the token, the ASP/TPV that it was given to, and the user whose credentials were submitted together with the token. 

The IAH modifies its authentication mechanisms such that an activated authentication token can be supplied in lieu of the primary authentication credentials. This applies both to data-feed-type interfaces (IFX, OFX), as well as web-based user interfaces accessed by the ASP/TPV through screen-scraping. In the latter case, the IAH provides a separate login page for use by ASPs. This page includes a form suitable for submitting an ASP authentication token. 

If the certificate-based authentication scheme is implemented, an additional safeguard against misuse of authentication tokens can be provided by requiring that an ASP/TPV sign each token (combined with a time-stamp, to mitigate the risk of replay attacks) with their private key. Before accepting the token, the ASP verifies the signature using the certificate supplied by the ASP when the token was obtained. 

Many ASPs/TPVs provide a feature to their users that allows the latter to directly link from the ASP’s user interface (UI) to the site of the IAH from which the data was aggregated. This feature usually goes beyond a simple bookmark facility in that it actually signs the user in at the IAH’s site, which currently requires the user’s primary authentication credentials for the IAH’s site to be transferred through the user’s browser. 

An ASP/TPV that has the capability to provide autologin using the user’s primary credentials can use exactly the same techniques to provide autologin by submitting the authentication token obtained from the IAH to the sign-on form provided for this purpose. Note that the user’s session thus established will inherit the access level associated with the authentication token and may as such provide only restricted access. 

To implement this solution, an IAH needs to provide: 

· Back-end support for associating multiple sets of authentication credentials with the same account (possibly with different levels of permission); 

· Backend-support for tracking ASPs/TPVs and tokens issued to each of them; 

· The standardized XML-based interface allowing an ASP to request tokens; 

· The UI component, which allows a user to grant access to a token; and

· An alternative login screen suitable for submitting a token instead of the primary authentication credentials. 

An ASP/TPV needs to implement:

· A client for the standardized XML interface for obtaining tokens; 

· UI support for handing off a user to the IAH’s site for granting access to a token; and 

· Support for token-based sign-on to an IAH’s site. 

In an initial implementation, the above can be implemented without support for certificates, and augmented at a later point. 

It is foreseeable that the aggregation industry will develop a model where aggregators out-source the development and hosting of certain features and applications (e.g., financial planning) to third-party providers with relevant domain expertise. 

Since such third-party providers require access to user data to perform their services, such a scenario raises the issue of how access to user data by such a provider should be authorized and authenticated. Since the IAH is not directly involved in the communication between the aggregator and the service provider, the IAH does not have direct control over the authentication mechanisms involved. 

This issue is likely to be best addressed by defining standards and practices for authentication mechanisms between ASPs and TPVs. The rating of an aggregator should include a parameter that informs an IAH to what extent the aggregator has implemented such standards. 

The solution just presented addresses the security issues regarding aggregator authentication and authorization. However, the two solutions just presented require direct interaction between each IAH and ASP/TPV to establish ASP/TPV IDs, pass phrases, and/or tokens. There are concerns that this solution will not prove satisfactory as the number of ASPs and TPVs grow. To meet this growth, the solution should be:

· Scalable to support thousands of services, across thousands of institutions, to support millions of customers; 

· Dynamic to automatically integrate the players into the solution without requiring distinct relationships negotiations; and 

· Open to support any variety of institution, technology or end user preferences. 

Two other approaches, which are variants of the above token-based scheme and that appear more scalable, are discussed below.

Distributed, Certificate-Based Solution
In this model, an extension to the token-based scheme presented in the previous section, one or more certificate or credential authorities facilitate secure interaction between TPVs/ATPs/ASPs and IAHs. Note that under this model, the central facilities are not involved in online transactions and are as such subject to relatively moderate scalability requirements only.

One scheme for establishing identification of an ASP/TPV that requests user authentication tokens from an IAH is based on PKI-based digital certificates. It requires the existence of one or more certification authorities (CAs) that issue certificates to ASPs. A certificate includes material uniquely identifying the ASP and attributes of the ASPs (e.g., their public key, both signed with the CA’s private key.


An IAH does not establish direct relationships with an ASP; instead the IAH establishes a relationship with one or more CAs and obtains their root certificates (public keys). To establish the identity of an ASP based on its certificate, the IAH would pose a cryptographic challenge, encrypted with the ASP’s public key. The ASP would respond with the clear-text of this challenge to prove its identity; in response to which the IAH would send the tokens. This requires two pairs of request-response transmissions. 

The second request-response pair can be optimized away: When receiving a certificate (including a public key) together with a request for tokens, the IAH can respond immediately with a set of tokens, encrypted with the ASP’s public key. The encrypted tokens are of no use to anyone other than the ASP owning the submitted certificate since no one else is in possession of the corresponding private key. 

Other, simpler approaches could be adopted that do not require the use of PKI-based digital certificates, e.g., presentation of BITS-issued credentials or TPV registration tokens.

Classification of ASPs in the certificate/credential-based model involves third parties (bodies such as BITS, or accredited audit firms) to perform standardized assessments of ASPs/TPVs based on business requirements such as those in this BITS document. Based on an audit of the ASP/TPV, the auditor assigns ratings in each of the relevant categories, such as security, privacy policies, etc. 

For each auditor whose assessments of aggregators an IAH is prepared to accept, the IAH determines a mapping from the auditor’s ratings to minimum requirements for the granting of certain access privileges. Since the number of auditors in the market is likely to be relatively small, this process remains scalable. At the same time, the framework is not restricted to one particular rating/auditing scheme. Furthermore, a clear separation between protocol and business rules is maintained; the protocol does not make any assumptions on how an IAH chooses to interpret the ratings produced by a certain auditor. 

As long as ASP/ATP ratings can be condensed into a reasonably small number of parameters, the rating can be distributed along with the ASP/TPV’s certificate/credential described in the previous section. 

Centralized Utility Solution

An alternative approach could be based on a centralized infrastructure, which would be involved in each online transaction. Scalability considerations regarding this centralized infrastructure need to be addressed. By scalability we mean whether the approach remains manageable, from a cost and performance viewpoint, as the number of entities grows.

A central financial network hub or utility may need to emerge to eliminate redundancy, establish an audit trail, and to accommodate a larger number of entities and users. Such a utility should be able to read any variety of passwords from any variety of interfaces or devices for any variety of accounts and data either from a repository or dynamically. Characteristics of such a utility might include the following:

· A user at an aggregator would name a bank account he or she wants accessed (same as above). 

· To keep password information in as few hands as possible, the common hub would serve the page for the user to fill in the needed account and password information. 

· The hub would forward this information to the bank and maintain a log for the bank of the source of the request any time it is called. 

· The hub would maintain this information to build a profile of the user and all their points of access and accounts to which they connect. 

· This hub and its customer profiles would be a single connection source to minimize the need for maintaining multiple points of connection for both the banks and the aggregators and maintain a needed audit trail to negotiate security requirements or controls. 

This approach would yield the following benefits: 

· Reduction in redundant user identities and passwords for the banks to manage; 

· A common language and negotiation resource for security, tracking and accountability between multiple parties; 

· Ability to standardize legal and regulatory compliance requirements (i.e., EFTA, Regulation E, Gramm-Leach-Bliley Act, Fair Credit Reporting Act, Computer Fraud and Abuse Act) and applicable federal and state laws;

· Ability to implement and control opt-out applications;

· Ability to define account-holder information to be aggregated and in what format;

· Ability to define usage of aggregation information;

· Ability to define how this information will be secured and transmitted (i.e., single standard for data feeds) as well as timeliness of information being provided;

· Ability to define “privilege” of use of copyright/trademark materials by participating aggregators;

· Ability to define risk and liability of participating financial institutions and account holders (i.e., account holders’ Bill of Rights and Responsibilities);

· Ability to define arbitration resolution practices;

· Ability to define audit requirements and procedures for all aggregation participants;

· Ability to standardize account-holder education strategies, disclosures/agreements, communications and termination policies;

· Ability to define a single standard for data presentment to account holders;

· Ability to define archival requirements; and

· Ability to define and implement third-party certification indicating industry best practices achievement.

The following issues remain: 

· A critical mass of the financial and aggregator community is needed to support the hub. 

· The hub must maintain interconnectivity standards in a dynamic and scalable manner. 

Other Solutions
Someday, end users may rely only on a single (or a small number of) universal password(s) that all businesses will support. In such circumstances, the need for an active intermediary step will be eliminated. A bio-identifier (fingerprint scan), personal hardware (smart card), or other item (currently unknown) could emerge to fill this role. Next steps would be to fully define these alternative solutions, evaluate and validate them through selective prototype and pilots, and then develop a specification and build a reference implementation for the recommended solution.




Glossary of Terms
Aggregation Service Provider (ASP) — The entity with which a customer contracts to provide the aggregation service. The ASP may be a traditional financial services company, a third-party technology provider, a portal, or another provider. As an ASP, however, the relationship with the end user customer is direct, with no intermediary.


Aggregation Technology Provider (ATP) — The entity that provides software, hardware, and/or other enabling capability to the ASP to allow delivery of the service. The ASP and the ATP may be the same entity.

Central Utility (does not exist today) — An infrastructure component that delivers common services throughout the aggregation business system. These services might include such functionality as counterparty authentication or switch connectivity. 
Customer — May be a consumer or a business (retail or institutional) that enters into an aggregation services relationship.

End User — The customer who has contracted directly with the ASP that provides the aggregation service.  It can be a consumer, business or an institutional account holder .

FAQs – Frequently asked questions.

Institutional Account Holder (IAH) — The financial institution that holds the end user’s account and is an information source for the aggregation service. An IAH may also be an ASP.

Third-Party Vendor (TPV) — The vendor providing the aggregation service.


BITS

Financial Services

Security Laboratory

Application Product Profile

.
Industry Encryption Standards








For the purposes of this document, the terms “public and widely-used or financial industry standards” shall refer to the following items, as specified within this document.





Symmetric encryption algorithms�
3DES, IDEA, RC4, RC5, AES Candidate Finalists (minimum 128-bit key length)�
�
Asymmetric algorithms�
RSA, D-H (minimum 1024-bit modulus), ECDH�
�
Digital signature algorithms�
DSA, SHA-1, MD5, ECDSA�
�
Key management standards and protocols�
ANSI X9.17, CMP, PKCS standard, IETF PKIX standards�
�



In the event that criteria specify that “only” these standards be supported, “these standards” shall be interpreted to refer to those standards, algorithms, and protocols listed above, as well as other relevant standards approved by the following standards organizations: IETF, ANSI X9, ITU-T, ISO. 

















�  Interagency Guidelines Establishing Standards for Safeguarding Customer Information and Rescission of Year 2000 Standards for Safety and Soundness; Proposed Rule, 65 Fed. Reg. 39472 (June 26, 2000) (“Notice of Guidelines Publication”); final rules published at 66 Fed. Reg. 8615-8641 (February 1, 2001). 





�  In contrast, several of the implementing regulations for protecting medical patient data published pursuant to the Health Insurance Portability and Accountability Act of 1996 include specific standards. See, e.g., Health Insurance Reform: Standards for Electronic Transactions, 45 CFR Parts 160 and 162 (Rule adopts specific standards for the electronic transfer of information in health care sector). See also Standards for Individually Identifiable Health Information, 64 Fed. Reg. 59918 (November 3, 1999), as amended 65 Fed Reg. 427 (January 5, 2000). 





