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Executive Summary
Four years ago, TRUSTe set out to build a framework of trust and confidence between companies and their customers. At the heart of its mission is the belief that in an increasingly connected world, consumers must have mechanisms that give them full control over their personal, private information so that they can protect their privacy. At no point is this protection more important than when companies undergo the difficult business transition of mergers, acquisitions and bankruptcies.

Following several high profile bankruptcy and privacy incidents and numerous requests by industry for guidance on the changed privacy climate, TRUSTe created the following guidelines to serve as an important navigation point for its licensees. These guidelines are rooted in the TRUSTe license agreement and, if followed, will ensure that companies maintain appropriate uses of consumer personal information.

Specifically, these guidelines point to the following: 

· Mandated Third Party Oversight – The critical point in these guidelines is that personal information transfer requires third party oversight as an important check against the singularly focused demands imposed by creditors. In an era marked by increasing consumer vigilance over privacy, third party oversight in data transfer is mandatory to the trust equation. 

· Consumer Notice and Choice – TRUSTe recommends that giving customers opt-in is the best method to retain full value of a customer database and extend trust to new users. Indeed, if a company has made the promise to never share personal information, then a change in data handling and uses requires consumer opt-in. In other situations, providing both an opt-out option and public notice will be sufficient.

· Privacy Policies Must Be Honored – The same promises a company makes while in business, must be honored when going out of business. Given the current sensitivities towards privacy protection, consumer are beginning to understand that third parties exist – in the form of seal programs and government bodies – to ensure the integrity of privacy promises. To that end, both parties, the buyer and the seller, have an obligation to the consumer. 

Our goal with these guidelines is to strike a reasonable balance between consumer privacy rights and expectations and the business need to realize the full value of asset portfolios. In an economy valued by information, customer data is like gold and, as such, deserves enhanced protection.

We want to hear from you. TRUSTe will post these guidelines on our Web site for 60 days to gain public comment. We invite you to make recommendations by emailing us at MABComments@truste.org. Following the public commentary period, we will issue a final version and distribute to our licensees.

Overview:

TRUSTe has created guidelines on appropriate uses of consumer personal information for its licensees that are

· merging,

· being acquired, 

· selling all or substantially all the assets of a business unit

· involved in bankruptcy proceedings, 

· dissolving or closing the company,

· purchasing a company with assets that include personally identifiable information (PII), or

· purchasing a database including PII

At the conclusion of these guidelines are several scenarios to provide companies with additional guidance on when notice and choice (opt-in versus opt-out) must be given to the customer. Because many scenarios are likely to exist, these guidelines should be read as general guiding principles rather than an all encompassing rule. As a rule of thumb, companies should contact their TRUSTe account manager for further guidance specific to particular situations. 

Fundamental Obligations 

1. Inform TRUSTe of impending business changes as they impact customers’ personally identifiable information and privacy practices.

2. Provide your customers and/or users with notice of the upcoming change.

3. If you have promised never to share personally identifiable information with a third party, at a minimum you must provide an opt-in before the information is shared with that third party.

4. If you have indicated in your privacy statement that you may share information with third parties, you should provide notice and an opt-out before sharing the personally identifiable information.

5. If the company will be sold in total to a company in a similar line of business with the same privacy policy, give notice to the customer. 

Definition of Personally Identifiable Information

As delineated in the TRUSTe license agreement, PII is defined as any information 

(i) that identifies or can be used to identify, contact, or locate the person to whom such information pertains, or 

(ii) from which identification or contact information of an individual person can be derived.  

PII includes, but is not limited to: name, address, phone number, fax number, email address, financial profiles, medical profile, social security number, and credit card information.  Additionally, to the extent unique information (which by itself is not PII) such as, but not necessarily limited to, a personal profile, unique identifier, biometric information, and/or IP address is associated with PII, then such unique information also will be considered PII.  

PII does not include information that is collected anonymously (i.e., without identification of the individual user) or demographic information not connected to an identified individual. 

Selling PII as Part of a Merger, Acquisition, or Bankruptcy

Discussing these guidelines with your TRUSTe account manager and implementing the agreed upon steps is essential to ensure that full control over personal information is given to consumers so that they can protect their privacy. To remain in compliance with the TRUSTe program, it is essential that companies follow the guidelines below. 

Contacting TRUSTe: In the event of a merger, acquisition, bankruptcy, dissolution, or closure, an organization must begin a review of its data handling practices by contacting its TRUSTe account manager. TRUSTe account managers are trained to guide companies through the steps needed to ensure consumer privacy protection. By following these guidelines, companies will also minimize any problems concerning PII collected through the Web site during the term of its license agreement with TRUSTe. 

Non-Disclosure and Confidentiality: If the information regarding your business decision is not yet public and you make the appropriate notification to the account manager, then this information will not be shared outside of TRUSTe. Please note that TRUSTe’s license agreement (section 11.B of License Agreement 6.0) provides that TRUSTe will keep confidential any information that is not public knowledge and is specifically requested to be kept confidential. Companies should specify to their account manager what information regarding the change in business operations and/or status should be kept confidential, including marking documents as “confidential.”  

Mergers and Acquisitions

In the event of a merger or acquisition, TRUSTe licensees should take the following steps: 

1. Review privacy statement to determine promises made to Web site customers and users. The privacy statement will indicate the restrictions that will apply to the transfer of the personally identifiable information. 

2. Inform your TRUSTe account manager of the company’s upcoming changes before this information becomes public knowledge, if possible. Companies must contact TRUSTe at least 30 days prior to merging or acquiring the customer database. At that time, TRUSTe will require the appropriate documentation so that we are assured customers are given the 30 day notice required in the license agreement (License Agreement 6.0, Schedule A Section 3 B vii.).

3. Depending on the current privacy statement, companies must provide notice of the merger to all the customers and/or users and as necessary obtain consent for the transfer of personally identifiable information.  

Depending on the type of information collected via the Web site and the preferences requested by the individual, consent can be obtained through opt-out or opt-in mechanisms. With prior written approval from TRUSTe, some cases require only prominent notice for at least 30 consecutive business days prior to the completion of the assignment or transfer. 

Contact TRUSTe for guidance on the appropriate measures for your company’s specific situation. 

4. TRUSTe will need the following information to determine how to provide notice and appropriate choice:

a. official name of the new company, 

b. effective date of the merger, 

c. the planned uses by the new company of the personally identifiable information in the customer database, 

d. the new company’s intentions to adopt the privacy policies of the licensee, or whether the company will follow different privacy policies, and

e. whether the new company intends to maintain a relationship with TRUSTe. If the company does not intend to participate in the TRUSTe Privacy Seal Program, you should follow the termination procedures of section 5 of License Agreement 6.0).

5. Once the company determines the methods by which customers and/or users will be given notice and/or choice, send a copy of the intended notice and choice documentation to TRUSTe for final review and approval. 

Remember: This is an administrative email and must not include marketing information.   


Bankruptcies

NOTE

TRUSTe must be contacted immediately if a licensee or one of its creditors files a bankruptcy petition. Failure to do so may result in additional scrutiny by TRUSTe and possibly include a Web community advisory, compliance escalation procedure, and objection with relevant bankruptcy court. 

TRUSTe licensees must take the following steps:

1. Review the privacy statement to determine the promises made to Web site customers and users. The privacy statement will indicate the restrictions that will apply to the transfer of the personally identifiable information.

2. Inform TRUSTe of the company’s upcoming changes before filing for bankruptcy.

3. Companies selling customer information as part of the asset portfolio must give all consumers a reasonable opportunity to prevent the sale of their personally identifiable information, if:

a. The PII will be used or disclosed by the buyer for a purpose not outlined in the TRUSTe approved privacy statement,

b. The PII will be used for a purpose unrelated to the primary purpose for which it was collected, or 

c. The company promised not to sell, rent, or share the personally identifiable information. 

4. Once a buyer of the database is identified, you must contact TRUSTe to determine the necessary level of notice and choice. 

5. TRUSTe will need the following information to determine the required levels of notice and obtaining choice.

a. the name of the company purchasing the assets, 

b. the effective date of the merger, 

c. how the new company intends to use the personally identifiable information in the customer database, 

d. whether the new company will be adopting the privacy policies of the licensee, or if it will have different privacy policies, and

e. whether the new company intends to maintain a relationship with TRUSTe, (if not, you should follow the termination procedures of section 5 of License Agreement 6.0).

6. Once you and your TRUSTe account manager determine how customers and/or users will be given notice and/or choice, provide TRUSTe with documentation of the notice and choice you intend to send to your customers prior to sending it. 

Remember: this is an administrative email and must not include any marketing information.   


Dissolution or Closure of a Company

In the event of a dissolution or closure, the TRUSTe licensee must take the following steps: 

1.
Determine whether PII will be sold as part of the closure or dissolution. 

a.
If PII will not be sold, you need to inform your consumers of the impending change and whether the law requires maintaining or destroying the information. 

b.
If PII will be sold as part of the dissolution or closure of the company, follow the steps outlined for a merger or acquisition [see page 8].  

Purchasing a List or Company through a Merger, Acquisition, Asset Sale, or Bankruptcy. 

When it comes to consumer privacy, both the company being sold and the purchaser have responsibilities. If your company has decided to purchase a company or the customer database of a company that is a participant in the TRUSTe program, then it is important to remember what obligations are tied to the PII.

1. Review the privacy statement that governs the personally identifiable information to assess what promises were made to Web site customers. The privacy statement will indicate what restrictions will apply to the transfer of the personally identifiable information.

2. Determine whether the company from which you are purchasing the information has fulfilled its obligations to provide notice and/or choice to its customers and/or users.

3. If the company is a TRUSTe licensee, but your company is not, consider whether your company would like to join TRUSTe’s Privacy Seal Program. 

a. If yes, your company will need to complete a new self-assessment document and undergo the certification process. Note: All TRUSTe licensees must give Web site customers and visitors notice, choice, access, security and redress in their privacy policy.

b. If no, your company should ensure that the company from which the personal information is being purchased has gone through the appropriate steps with TRUSTe [see above sections]. Unless users are given appropriate notice and choice, you must follow the privacy policy under which it was collected and immediately provide customers with appropriate notice and choice. 

4.
Prior to the merging of your Web site customer or user databases with other databases, your company must send TRUSTe a letter dated and signed by an officer of the newly formed company. The letter should state: 

a.
the merger is taking place, 

b. the name of your company,

c. whether the sale is for a substantial portion of the assets or for just the customer and/or user list, 

d. the effective date of the merger, 

e. how the new company intends to use the personally identifiable information in the customer database,

f. whether the new company will be adopting the privacy policies of the licensee, or if it will have different privacy policies, 

g. whether you intend to maintain a relationship with TRUSTe. If you do not intend to join the TRUSTe Privacy Seal Program, ensure the TRUSTe licensee has followed the termination procedures of section 5 of License Agreement 6.0),

h. If you choose to maintain your relationship with TRUSTe, there should be a location for TRUSTe’s President and CEO to sign, agreeing to the assignment of the TRUSTe license agreement to the new company.

5. 
Companies intending to change the privacy practices must complete a new TRUSTe self-assessment form. You can download a new version of the self-assessment form from TRUSTe’s Web site at www.truste.org. 

6.
If you have chosen to maintain a relationship with TRUSTe, then we will return a signed copy of the above letter, indicating our acceptance of the assignment. 

Scenarios Impacting Consumer Privacy: Notice and Choice

While there are myriad permutations on how personal information can be transferred during a business transition period, we have highlighted a few recurring scenarios. These examples are meant to provide you with additional guidance on when notice and choice (opt-in versus opt-out) should be given to customers. 

All of the examples pertain only to situations in which the majority of the assets that are being sold include personally identifiable information and are part of a merger, acquisition, bankruptcy, closure, or dissolution. Again, to ensure guidance on a particular situation not identified in these guidelines, companies should contact TRUSTe for clarity.

NOTE

A one time administrative email to your customer and/or user database to communicate the change in business may be sent. This administrative email may only be sent once and must not include any marketing material..

Scenario 1: “We Will Never Sell Personal Information…”

If your privacy policy states, “We will never sell, rent or lease your information” and you would like to sell the file or list of customer PII,  then you need to provide at least 30 days of prominent notice on your Web site and send an administrative email with an opt-in for all consumers prior to selling the information. 

Scenario 2: “We May Share Personal Information With A Third Party…”

If your privacy policy indicated that customer information may be shared with third parties, you need to provide at least 30 days of prominent notice on your Web site and send an administrative email with an opt-out for all consumers prior to selling the information. 

Scenario 3: “We Are Selling Most of our Assets to an Organization for Related Purposes…”

If you are selling a substantial majority of the assets for a particular service, including the customer and/or user database, to an organization that will be using the database for related purposes and will maintain the same privacy policy, you must give 30 days prominent notice on the Web site prior to the transfer. In this instance you must receive written approval from TRUSTe.

Miscellaneous:

· If you are selling the list or database of customers and/or users as part of an asset sale, you must follow either example 1 or 2 above. 

· If you are transferring information to a subsidiary, the rules outlined above apply.  

� In developing guidelines for bankruptcies, we have closely followed the developments of the Toysmart.com case. Briefly, Toysmart.com, a TRUSTe licensee, intended to breach its privacy policy when it announced bankruptcy during the summer of 2000. Following the intended sale of its customer database, TRUSTe issued an advisory to the Web community stating that it would take all steps under the law to prevent any such exchange. In the wake of TRUSTe’s legal actions, and those of more than 42 state attorneys general and the Federal Trade Commission, Toysmart.com ultimately destroyed the database with no transfer of information to a third party.
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