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THE RULING

Offences against the person – Offences against personal honour – Libel on the Internet – Nature of the offence – Time and place of perpetration of the offence  (Penal code, Articles 6 and 595). Article 6 of the Penal Code, paragraph 2, provides that the offence is to be viewed as having been committed on the territory of the State when the action or omission or even the effects of said action or omission have taken place in full, or even in part, on the territory of the State. The so-called “theory of ubiquity”, therefore, enables the Italian judge to investigate the event-offence, both when it has been committed on the Italian territory and when only its effects or consequences have been felt on the territory. Therefore, in the event of an iter criminis initiated, as in the specific case, abroad and  culminated (with the event) in our Country, the Italian State is entitled to mete punishment.

The fact

With an action for libel dated March 1st 2000, (A) informed the Public Prosecutor in Genoa that statements and images, injurious to his reputation and privacy and to the reputation and privacy of his underage daughters (B) and (C) had been placed on some web-sites. (A) stated that custody of the two underage minors born of his marriage to (D) had been awarded jointly to both parents on the occasion of their judicial separation. At a later date, the mother had arbitrarily taken both the girls to Israel, where she had married a rabbi, adhering to a particularly 'rigid' and 'ultraorthodox' version of Judaism. Having been found by the Israeli authorities, (B) and (C) had been entrusted to the sole custody of the father (A), who had taken them back to Italy. From that moment onwards statements and images relating to and reporting the above-described situation had begun to be posted on some web-sites. Said statements and images contained extremely negative defamatory opinions on (A)'s character and actions (as well as on the work of the Italian judicial authorities) and were accompanied by messages inviting Jews to 'free' the two under-age girls, 'held captive' by their father, who prevented them from professing Judaism.

The Genoese Public Prosecutor opened an enquiry, assuming perpetration of the offence foreseen by Article 35 of Law 675/1996 and Article 595 of the penal code. With reference only to this second offence he then ordered preventative sequestration as indicated in the epigraph, but the Gip (Investigating Magistrate) did not validate such measure, deeming the fumus of libel to be inexistent and holding that sequestration represented an inappropriate tool, as written statements and images posted on the Internet are subject to constant change. According to the Investigating Magistrate, the measure was inappropriate also because sequestration would inevitably affect the provider, who, in the absence of a provision such as the one set forth in Article 57 of the penal code, could have been held liable only as party to the crime (an hypothesis not contemplated by the inquiring magistracy). Finally, the Investigating Magistrate pointed out that sequestration would also have to extend to the server, entailing “stoppage” of a number of other web-sites totally alien to those object of the Public Prosecutor's enquiry.

The Review court, to which the Public Prosecutor had appealed, held instead the fumus criminis to subsist, while it held all the observations relative to the executive stage of the measure irrelevant, inasmuch as not pertinent to the object of the validation itself; notwithstanding this, the appeal was dismissed, as the presiding authority held the Italian judicial authority to have no jurisdiction, because the Internet “web-sites” under discussion had been “published” abroad and the offence proved therefore to have been committed outside the national territory.

The Genoese Public Prosecutor then appealed to the Court of Cassation, claiming penal law had been erroneously applied.

He holds that libel occurs when and where the defamatory statements are propagated. Obviously propagation is unrelated both from the conceptual and the temporary point of view to publication. He holds that defamation or libel is an instantaneous offence consisting in a given conduct, this conduct consisting in communication with a number of persons; it therefore means that the offence is perpetrated when the recipients view the defamatory statements (the   communication itself basically consisting in said defamatory statements). Perception (meaning by this the viewing of the defamatory statements by one or more recipients), therefore, the applicant affirms, is not the 'event' or outcome of the offence, but is one of its constituting elements, inasmuch as it is part of the sender's conduct; this does not correspond to the damage inflicted, which, instead, occurs when the interested party, on viewing the injurious statements concerning him/her (but addressed to third parties), deems his/her reputation to have been defamed. By applying said principles to the case under examination, one must reach the conclusion that the offence (but not the damage caused) is perpetrated when the message posted on the web-site is perceived, that is viewed, by a number of people having access to said web-site. Therefore, as 'perception' of the injurious contents of the messages took place in Italy, the offence must be deemed to have been perpetrated on the national territory. As a matter of fact, Article 6 of the penal code welcomes the principle of  so-called ubiquity, on the grounds of which, application of Italian law is extended as much as possible. On the other hand, there is no reason to believe that communication in Italy took place later than communication in other parts of the world. Therefore, according to the Public Prosecutor, it is arbitrary to hypothesize that the offence was perpetrated elsewhere, rather than in our country.

The law

So as to settle properly a question such as the one outlined, which undoubtedly raises some novel legal questions, it appears first of all advisable to assess the nature of the offence of libel as perpetrated through that new medium of transmission-communication which goes by the name of the Internet.

The lawmaker, though proving he has taken into account the existence of new telecommunications and IT media (i.e. Article 623-bis of the penal code on offences against the inviolability of secrets), did not believe he had to change or integrate the letter of the law with reference to offences (among which, those against honour), whose perpetration consists in (or presupposes) the communication of the sender with third parties. And, anyway, that the offences foreseen by Articles 594 and 595 of the penal code can be perpetrated also by telecommunications or IT means, is intuitive; suffice it to think of the so-called transmission by e-mail, to realize that it is certainly possible that a sender, by forwarding messages aimed at offending somebody , behaves in such a way as to be liable of the offence of injury (if the recipient is the injured party himself) or libel (if the recipients are third parties).

If instead of communicating directly, the sender “posts” the message “on the net”, the action is obviously just as actionable if injurious to personal honour. As specifically regards the offence of libel, it is common knowledge that it is perpetrated even if the communication with a number of people and/or their perception of the message is not simultaneous (to the broadcasting) or contextual (the one to the other), as the recipients might also be very far the one from the other, or from the sender. But, while in the case of libel perpetrated by post, telegram or, indeed, e-mail, it is necessary for the sender to write out and forward a number of messages to several recipients, if he/she creates or uses a web-page, communication is to be viewed as being effected potentially erga omnes (even in the limited – but not excessively so – ambit of those who have the tools, the technical know-how and, for sites accessible on payment, the right to log in). Starting from this obvious premise, one easily reaches the conclusion that, instead, the use of the Internet embodies one of the cases of  aggravation described in Article 595 of the penal code (paragraph three: “injury delivered ... by any other means of propagation.”) Also in this case, as a matter of fact, clearly the high degree of penetration of the means used to spread the libellous message means the sender deserves to be meted a more severe form of punishment. Nor can the possibility that the party to whom the injurious messages refer be among the recipients of the message entitle one to to believe that what it thus amounts to is the offence of injury (maybe aggravated in conformity with the fourth paragraph of Article 594 of the Penal code), rather than that of defamation. As a matter of fact, the means of conveyance-communication used (the Internet) certainly allows, theoretically, also the injured party to view the injurious statement directly, but the message is addressed to such a large number of users that the offence is actionable in a much wider sphere than the interpersonal one between the party who offends and the offended party. Anyway, the same holds true also for other media. An injurious statement published in the print media or broadcast on television is surely perceptible also by the interested party, but the specific criminal offence thus perpetrated is clearly the one sanctioned by Article 595 of the penal code and not the one sanctioned by Article 594.

On the other hand, the degree of penetration and pervasiveness of the Internet are only vaguely comparable to those of print media or radio and TV broadcasts. The Internet is, undoubtedly, a more “democratic” means of communication (anyone, at basically limited costs and with a modest technological set-up can create his or her own web-site or use that of others). Information and images placed “on the Net” relative to any person are (potentially) accessible anywhere in the world. But this is just the knot to be untied because, given the “transnational” nature of the tool used, initially the identification of the place where the crime committed “via the Internet” was perpetrated may seem difficult. As a matter of fact, an injurious statement, a degrading picture, a not very flattering comment posted on a “web-site” are subject to a diffusion beyond all control and there is no reasonable possibility of “stoppage”, if not through the coercive means legally reserved to public authorities (provided adequate technical instruments are available). It is however understood that legal or technical procedures require time, while messages conveyed via the computer travels very fast indeed.

According to the Genoese court, this is a true and proper legislative shortcoming, as defamatory actions perpetrated via the Internet would not be pursuable in Italy if originated abroad, and this even if the provider is Italian. And, as a matter of fact, if not deemed guilty of conniving to the offence, the provider is not held to be liable for the messages sent. The judges of the Review Court also point out that there are no ousters to the commonly held notions of jurisdiction. As a matter of fact, the ceiling of sanctions foreseen by Article 595 of the penal code makes it impossible to apply the provisions of  Articles 7 and 10 of the penal code (as regards offences committed abroad) while, on the other hand, there is no provision derogating to competence, such as the one foreseen by article 50 of Law no. 223 of August 6th 1990, which, as is widely known, provides that in the event of defamation via television or radio, the jurisdiction is that of the domicile of the injured party.

Consequently, in the measure impugned one reads that, in the event of defamation on the Net, if the propagation has taken place outside the boundaries of the Italian State, then also perpetration is understood to have taken place abroad. This because defamation is perpetrated – one reads in the impugned measure – when the injurious statement aimed at a number of people is propagated and, in the event of separate publications, when it reaches the second party. Therefore, when the message has been posted on the Internet, though it can be read (also) in Italy, this does not necessarily mean that part of the action has taken place on our national territory. It is, writes the a quo judge, an instantaneous crime and in Italy what has taken part is only part of the propagation or distribution of the message, if not merely the viewing; it is in this moment (perception or viewing by the interested party) that the damage takes place but, according to the Supervisory Court, not the offence, inasmuch as the constituting elements of the specific offence are all already present.

The premise is wrong.

It must first of all be clarified that the possibility of giving application to the Italian penal law depends essentially on the specific wording of the single incriminating provisions, consisting now of  offences for acts committed or offences consisting in omissions, of  offences causing damage or posing a threat, consisting of pure conduct or producing an event or outcome, etc.

Contrary to what held by the Review Court and the Public Prosecutor himself, defamation is an offence-event, that is an offence resulting in an outcome, the event to be interpreted as event external to the sender but caused by his behaviour.  It is not a physical event but rather a psychological one consisting in the perception by a third party  (rectius: by third parties) of the injurious statement. Therefore, the applicant is surely mistaken when, speaking of perception,  he claims that it is a constituent element of conduct; as a matter of fact, perception is an act clearly not ascribable to the sender, but to a different subject, even if it is, beyond “all reasonable doubt”, a consequence of the sender's conduct.

The offence is therefore perpetrated not upon publication of the injurious statement, but when the same is perceived by subjects one may consider “third parties” in relation both to the sender and the injured party. Although implicitly, this Court has already pronounced itself on the matter (Asn 199908118 – Rv.214128;  Asn 199202883 – Rv. 189928;  Asn 198100847 – Rv. 147558; Asn 198100847 – Rv. 147405).

Moreover, should the injurious statement be conveyed via the Internet, the event or outcome is clearly separated both from the temporal as well as the conceptual point of view from the conduct (the sender's behaviour). And truly, initially, one will have the posting on the Net by the sender of the injurious statements and/or the defamatory images and, only later, (at a distance of seconds, minutes, hours, days, etc.), the third parties, by logging onto the web-site and perceiving the message, will  make it possible for the event to take place. All this is so true that, in the case under examination, one can well imagine both an abortive attempt (the event does not take place because, hypothetically, for any reason whatsoever, nobody visits that web-site), and the impossibility of committing the offence (the action is ineffective because, for example, the sender uses a defective tool, which only apparently enables him to log into a web-site, whereas as a matter of fact his message has never been posted on the Net).

Well, Article 6, paragraph 2 of the penal code, provides that the offence is deemed to have been perpetrated on the territory of the State when the action or omission or the event ensuing from it has taken place, wholly, but even in part on it. The so-called theory of ubiquity, therefore, allows the Italian judge to pronounce himself on the event-offence, both when the conduct has taken place on the national territory as when only the event or outcome has taken place on it. Therefore, if confronted with an iter criminis initiated abroad and terminated (with the event) in our Country, the Italian State is entitled to jurisdiction and the meting of punishment.

It therefore follows that the impugned ruling is to be annulled and re-examined by the same court that, on the occasion of the new exam, will have to apply the legal principle stated above, assessing first of all if the conduct or event of the defamation have taken place on the national territory; it  will then draw the necessary consequences from the legal point of view, and shall pronounce itself on the action taken by the Public Prosecutor against the measure taken by the Investigating Magistrate on May 13th 2000.

P.Q.M.

The Court annuls the impugned ruling and submits the case to the Genoa law court to be reviewed.

