Summary of March 31, 2000 Meeting of the

Federal Trade Commission Advisory Committee on Online Access and Security

ACCESS

Degree of Access/Conditions to Govern Access 

The Committee began the meeting by considering to what degree consumers should have access to information concerning themselves – or if consumers should have access at all. The Committee agreed that consumers should have, at the very least, a limited amount of access to information concerning themselves, but there was disagreement as to the degree of such access. 

The first access proposal under consideration was the so called “category-by-category” approach. Under this proposal, information would be divided into different categories, and companies would provide different degrees of access for the different categories. Two general policy options were discussed with respect to the category approach: 1) allowing consumers access to only certain categories of information; 2) allowing consumers access to all information that is collected about them.

The spectrum of potential categories of information received considerable debate. Although ten potential categories of information were identified, discussion was primarily limited to just two categories – personally identifiable information (PII) and non-personally identifiable information (non-PII). Committee members more or less agreed that under this two category scheme, access should be granted to most types of PII but disagreed about the degree of access. There was also disagreement as to whether access should, or even could, be provided for non-PII, and this disagreement led to a more general debate about the difference between PII and non-PII. 

Everyone agreed that PII was information that could be tied to one individual. But questions such as how to categorize information that could be tied to more than one person led to dissension. After several different attempts to isolate the determinants of PII and non-PII, no conclusion was reached.

The failure to establish a consensus on the determinants of PII and non-PII provided the perfect segue into another approach to access –  the purpose for which information is being collected, i.e., the use-based approach. Privacy advocates argued that consumers have the right to access all information about them that a company collects and uses. The business representatives countered, arguing that the cost of providing access to all personal information that is collected and used would be great, whereas the benefit received by consumers would be small. 

The degree of access issue created much debate and little consensus. At this stage in the game, it seems that the Committee will recommend that access be granted to some PII collected online, although the question of degree remains unanswered. Also, it is not yet clear whether the Committee will recommend a use-based approach or a category-based approach, or some synthesis of the two.

Cost of Access v. Degree of Access

Next, the Committee discussed the costs associated with the different degrees of access. Business representatives started the discussion by noting that because the cost of access will ultimately be transferred to the consumer, access to all types of personal information is probably not a reasonable option, particularly if the cost of access will be great and the benefit to consumers small.

However, privacy advocates would not stray from their position that consumers have the right to access any information that is collected about them, regardless of technical difficulties and cost. Business representatives maintained that what little benefit the consumer gains from the ability to access information would be offset by the cost to businesses. Several Committee members argued that the cost of access could stifle the growth of e-commerce by unduly burdening businesses. 

Other Committee members suggested that one way to reduce the cost of access is for websites to post notices that explain the terms and conditions of access and/or provide an “opt out” choice, whereby the consumer could select whether information were collected about him/her and how that information would be used. 

Another Committee member proposed a system of access fees, which would cover or reduce the cost to businesses. The Committee briefly addressed other fee arrangement options such as free access for certain kinds of information (e.g. credit, employment, insurance) as well as a scale of user-based fees, but no conclusion was reached in terms of a policy recommendation. At this stage in the game the Committee has not reached a consensus on the issue of balancing the cost of access with the degree of access.

Entities
The Committee then addressed the issue of who should provide access. One committee member explained that there are really three options in terms of which entities could provide access: 1) no one; 2) the primary data collector; 3) “some one else,” e.g. a business partner or some other entity downstream from the primary data collector. Most Committee members agreed that 3) was not a good idea because of cost and enforcement issues. Another Committee member identified a “slippery slope” problem with option 3) because of the question of how far downstream entities would be required to provide access. Also, there is no way to guarantee that the downstream entities would use/maintain information as the primary collector intended. At the end of the debate, the Committee agreed that the point of contact for access should be limited to the primary data collector because enforcing the primary collector’s terms on a third party would be very difficult.

Authentication

The Committee shifted discussion to the question of what authentication options are needed to  ensure access is provided only to the individual to whom the information pertains. Several of the Committee members familiar with authentication procedures highlighted the different means of controlling authentication: 1) something the user knows, like a password; 2) something the user has, like a electronically readable badge; 3) something the user is, like a biometrics identifier. The Committee did not dwell on the issue, but all members agreed that a combination of controlling options, such as a password and a electronically readable badge, would balance the need to ensure only the proper person gains access to information without burdening the person with a rigorous authentication procedure. The Committee showed a great deal of enthusiasm for a biometrics identifier, but all agreed that the technology was still too expensive to be used by commercial websites for authentication procedures. 

The Committee agreed that if access is appropriate, there must be sufficient authentication procedures to ensure that only the proper person gains access to the information without having the procedures be so extensive that they prove to be a burden to the customer. As such, the Committee agreed that a “sliding scale” of authentication was appropriate, i.e.,  – different levels of authentication should be used to access different kinds of information. For example, the authentication procedure for accessing financial information should be more rigorous than that for accessing marketing information.

SECURITY

The Subgroup on Online Security drafted “A Continuum of Security Options,” which was discussed by the Committee. Security options ranged from the “sliding scale” standard, which would require commercial websites that collect person information to adhere to a sliding scale of security standards and managerial standards in protecting individuals’ personal data, to “Rely on Existing Remedies,” which would mean waiting to see if existing law and market forces are enough to induce information collecting websites to develop and maintain their own security systems. 

Sliding Scale

The sliding scale option received quite a bit of criticism, particularly from business interests. Several Committee members feared that standards could potentially raise entry barriers to e-commerce, since the potential cost of  compliance could prevent companies from entering the market. Other Committee members warned that standards could cause more harm than good given the dynamic and changing nature of online security. Simply put, the dynamic nature of online security makes all but the most flexible standards unreasonable. While several privacy advocates noted that standards would not necessarily be strict and inflexible, the general consensus was that the “sliding scale” standard is not appropriate at this point in time.

Notification/Seals

Although the Security Subcommittee rejected notices as a viable security option in themselves, the Committee spent considerable time discussing the pros and cons of notification. A Committee member representing business interests argued that notices would not boost consumer confidence since consumers already expect that private information will be handled properly. Several Committee members argued that consumers are unlikely to use notices to compare the security options of different websites, while another Committee member representing the security community said that notices should not be too extensive or else they give hackers the upper hand by stating what security measures are utilized. In sum, Committee members agreed that a notice alone is not a viable security option. Rather notices are effective only when used in combination with other security options.

As the discussion shifted to seals, almost everyone agreed that seal programs have problems too. Several Committee members noted that seals can be faked with ease. Another committee member noted that seals were useless unless there is either: 1)  compliance with an established set of standards; or 2) successful completion of an external audit. The committee concluded that like notices, seals are not viable as a stand alone security option, and should be used in combination with another security option. 

Existing Remedies/Status Quo

Several Committee members representing business interests argued that regulation and standards are unnecessary, because the market will solve any present or future security problems. They stated that in the case of security, business and consumer interests were aligned, therefore market pressure would force businesses to implement the most efficient and effective security option(s) themselves. Others doubted the market’s ability to address security concerns, noting that business and consumer interests will not be aligned in the case of an information collecting website that experiences a security breach, since the website is would probably not want to inform consumers that its security system was breached. 

Based on the tone that the discussion took, it seems unlikely that the Committee will find that “existing remedies” are adequate. However, all agreed that if the FTC goes down the road of regulation, then regulations must be uniform – 50 different state regulations would unreasonably burden businesses and stunt the growth of online commerce.

Security Program/Security Procedures

The most popular proposal under consideration was a synthesis of two options that the Security Subgroup had identified. Under this proposal commercial websites that collect personal information would be required to maintain a security program and would be required to adopt security procedures that are appropriate under the circumstances. “Appropriateness” would be defined through reliance on a case-by-case adjudication to provide context-specific determinations. This option received a great deal of support and little criticism. It is highly likely that the Committee will recommend the security program and procedures proposal in its final report to the FTC, since it constitutes a middle ground between the “sliding scale” and the “status qou.”
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