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BUSINESS TRANSACTIONS
(815 ILCS 530/) Personal Information Protection Act.

(815 1LCS 530/ 1)

Sec. 1. Short title. This Act may be cited as the Personal Information
Protection Act.

(Source: P.A 94-36, eff. 1-1-06.)

(815 I LCS 530/5)
Sec. 5. Definitions. In this Act:

“"Data Col lector” may include, but is not limted to, governnent
agencies, public and private universities, privately and publicly held
corporations, financial institutions, retail operators, and any other
entity that, for any purpose, handles, collects, dissem nates, or otherw se
deal s with nonpublic personal information

"Breach of the security of the system data" neans unauthorized
acqui sition of conputerized data that conprom ses the security,
confidentiality, or integrity of personal information nmaintained by the
data collector. "Breach of the security of the system data" does not
i ncl ude good faith acquisition of personal information by an enpl oyee or
agent of the data collector for a legitinmate purpose of the data coll ector,
provi ded that the personal information is not used for a purpose unrel ated
to the data collector's business or subject to further unauthorized
di scl osure.

“"Personal information" nmeans an individual's first nanme or first
initial and | ast nane in conbination wth any one or nore of the follow ng
data el enents, when either the nane or the data el enents are not encrypted
or redacted:

(1) Social Security nunber.

(2) Driver's license nunber or State identification
card nunber.

(3) Account nunber or credit or debit card nunber, or
an account nunber or credit card nunber in conbination with
any required security code, access code, or password that
woul d permt access to an individual's financial account.

“"Personal information" does not include publicly avail able
information that is lawfully nade available to the genera
public fromfederal, State, or |ocal governnent records.

(Source: P.A 94-36, eff. 1-1-06.)
(815 ILCS 530/ 10)

Sec. 10. Notice of Breach.
(a) Any data collector that owns or |icenses personal information

http://www.ilga.gov/l egislation/ilcs/ilcs3.asp?Actl D=27...tName=Personal +I nformation+Protection+Act%2E& Print=True (1 of 5)11/14/2006 2:03:49 PM



815 ILCS 530/ Personal Information Protection Act.

concerning an Illinois resident shall notify the resident at no charge that
there has been a breach of the security of the systemdata foll ow ng

di scovery or notification of the breach. The disclosure notification shall
be made in the nost expedient tine possible and w thout unreasonabl e del ay,
consi stent with any neasures necessary to deternmine the scope of the breach
and restore the reasonable integrity, security, and confidentiality of the
data system

(b) Any data collector that maintains conputerized data that includes
personal information that the data coll ector does not own or |icense shall
notify the owner or |icensee of the information of any breach of the
security of the data immediately foll ow ng discovery, if the persona
informati on was, or is reasonably believed to have been, acquired by an
unaut hori zed person.

(b-5) The notification required by subsection (a) of this
Section may be delayed if an appropriate | aw enforcenent
agency determnes that notification will interfere with a
crimnal investigation and provides the data collector with
a witten request for the delay. However, the data
collector nust notify the Illinois resident as soon as
notification will no longer interfere with the
I nvestigation.

(c) For purposes of this Section, notice to consuners nay
be provided by one of the foll ow ng nethods:

(1) witten notice;

(2) electronic notice, if the notice provided is
consistent with the provisions regarding el ectronic records
and signatures for notices legally required to be in
witing as set forth in Section 7001 of Title 15 of the
United States Code:; or

(3) substitute notice, if the data coll ector
denonstrates that the cost of providing notice would exceed
$250, 000 or that the affected class of subject persons to
be notified exceeds 500,000, or the data collector does not
have sufficient contact information. Substitute notice
shall consist of all of the followng: (i) email notice if
the data collector has an enmail address for the subject
persons; (ii) conspicuous posting of the notice on the data
collector's web site page if the data coll ector maintains
one; and (iii) notification to major statew de nedia.

(d) Notw t hstandi ng subsection (c), a data collector that
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mai ntains its own notification procedures as part of an

i nformation security policy for the treatnent of persona
information and is otherw se consistent with the timng
requi renents of this Act, shall be deened in conpliance
with the notification requirenments of this Section if the
data collector notifies subject persons in accordance with
its policies in the event of a breach of the security of

t he system dat a.

(Source: P.A 94-36, eff. 1-1-06; 94-947, eff. 6-27-06.)

(815 I LCS 530/12)
Sec. 12. Notice of breach; State agency.

(a) Any State agency that collects personal information concerning an
IIlinois resident shall notify the resident at no charge that there has
been a breach of the security of the systemdata or witten nmateri al
follow ng discovery or notification of the breach. The discl osure
notification shall be made in the nost expedient tinme possible and w thout
unr easonabl e del ay, consistent wth any neasures necessary to determ ne the
scope of the breach and restore the reasonable integrity, security, and
confidentiality of the data system

(b) For purposes of this Section, notice to residents may be provided
by one of the follow ng nethods:

(1) witten notice;

(2) electronic notice, if the notice provided is
consistent with the provisions regarding el ectronic records
and signatures for notices legally required to be in
witing as set forth in Section 7001 of Title 15 of the
United States Code; or

(3) substitute notice, if the State agency
denonstrates that the cost of providing notice would exceed
$250, 000 or that the affected class of subject persons to
be notified exceeds 500,000, or the State agency does not
have sufficient contact information. Substitute notice
shall consist of all of the following: (i) email notice if
the State agency has an email|l address for the subject
persons; (ii) conspicuous posting of the notice on the
State agency's web site page if the State agency naintains
one; and (iii) notification to major statew de nedi a.
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(c) Notw thstandi ng subsection (b), a State agency that
mai ntains its own notification procedures as part of an
i nformation security policy for the treatnment of persona
Information and is otherw se consistent with the timng
requi renments of this Act shall be deened in conpliance with the
notification requirenents of this Section if the State agency
notifies subject persons in accordance with its policies in the
event of a breach of the security of the systemdata or witten
materi al .

(d) If a State agency is required to notify nore than 1, 000
persons of a breach of security pursuant to this Section, the
State agency shall also notify, w thout unreasonabl e del ay, al
consuner reporting agencies that conpile and naintain files on
consuners on a nationw de basis, as defined by 15 U S. C
Section 168la(p), of the timng, distribution, and content of
the notices. Nothing in this subsection (d) shall be construed
to require the State agency to provide to the consuner
reporting agency the nanes or other personal identifying
i nformati on of breach notice recipients.

(Source: P.A 94-947, eff. 6-27-06.)

(815 1LCS 530/ 15)

Sec. 15. Waiver. Any waiver of the provisions of this Act is contrary
to public policy and is void and unenforceabl e.

(Source: P.A 94-36, eff. 1-1-06.)

(815 I LCS 530/ 20)

Sec. 20. Violation. A violation of this Act constitutes an unl awf ul

practi

ce under the Consuner Fraud and Deceptive Business Practices Act.

(Source: P.A 94-36, eff. 1-1-06.)

(815 |1 LCS 530/ 25)

Sec. 25. Annual reporting. Any State agency that coll ects persona
and has had a breach of security of the systemdata or witten nmateri al

shal
notifi

breaches of the security of the systemdata or witten material.

submt a report within 5 busi ness days of the discovery or

dat a

cation of the breach to the CGeneral Assenbly listing the breaches and
outlining any corrective neasures that have been taken to prevent future

agency that has submtted a report under this Section shall submt an

annual

report listing all breaches of security of the systemdata or

witten materials and the corrective neasures that have been taken to
prevent future breaches.

(Source: P.A 94-947, eff. 6-27-06.)

Any State
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(815 I LCS 530/ 30)

Sec. 30. Safe disposal of information. Any State agency that collects
personal data that is no | onger needed or stored at the agency shall
di spose of the personal data or witten material it has collected in such a
manner as to ensure the security and confidentiality of the material.

(Source: P.A 094-947, eff. 6-27-06.)
(815 | LCS 530/ 900)

Sec. 900. (Anmendatory provisions; text omtted).
(Source: P.A 94-36, eff. 1-1-06; text omtted.)
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