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325E. 61 Data warehouses; notice required for certain
di scl osures.

Subdi vi si on 1. Di scl osure of personal information;
notice required. (a) Any person or business that conducts
business in this state, and that owns or |icenses data that
I ncl udes personal information, shall disclose any breach of the
security of the systemfollow ng discovery or notification of
the breach in the security of the data to any resident of this
state whose unencrypted personal information was, or is
reasonably believed to have been, acquired by an unauthorized
person. The disclosure nust be nmade in the nost expedient tine
possi bl e and wi t hout unreasonabl e del ay, consistent with the
| egiti mate needs of | aw enforcenent, as provided in paragraph
(c), or wwth any neasures necessary to determ ne the scope of
the breach, identify the individuals affected, and restore the
reasonable integrity of the data system

(b) Any person or business that maintains data that
I ncl udes personal information that the person or business does
not own shall notify the owner or licensee of the information of
any breach of the security of the data imediately follow ng
di scovery, if the personal information was, or is reasonably
bel i eved to have been, acquired by an unauthorized person.

(c) The notification required by this section may be
delayed to a date certain if a | aw enforcenment agency
affirmatively determ nes that the notification wll inpede a
crimnal investigation.

(d) For purposes of this section, "breach of the security
of the system neans unaut horized acquisition of conputerized
data that conprom ses the security, confidentiality, or
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Integrity of personal information maintained by the person or
busi ness. Good faith acquisition of personal information by an
enpl oyee or agent of the person or business for the purposes of
the person or business is not a breach of the security system
provi ded that the personal information is not used or subject to
further unauthorized disclosure.

(e) For purposes of this section, "personal informtion"
means an individual's first nanme or first initial and | ast nane
I n conbination with any one or nore of the follow ng data
el ements, when either the nane or the data elenents is not
encrypt ed:

(1) Social Security nunber;

(2) driver's license nunber or Mnnesota identification
card nunber; or

(3) account nunber or credit or debit card nunber, in
conbi nation wth any required security code, access code, or
password that would permt access to an individual's financial
account .

(f) For purposes of this section, "personal information"
does not include publicly available information that is lawfully
made avail able to the general public fromfederal, state, or
| ocal governnent records.

(g) For purposes of this section, "notice" may be provi ded
by one of the foll ow ng nethods:

(1) witten notice to the nost recent avail abl e address the
person or business has in its records;

(2) electronic notice, if the notice provided is consistent
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Wi th the provisions regarding electronic records and signatures
in United States Code, title 15, section 7001; or

(3) substitute notice, if the person or business
denonstrates that the cost of providing notice would exceed
$250, 000, or that the affected class of subject persons to be
notifi ed exceeds 500,000, or the person or business does not
have sufficient contact information. Substitute notice nust
consist of all of the follow ng:

(i) e-mail notice when the person or business has an e-nai
address for the subject persons;

(11) conspicuous posting of the notice on the Wb site page
of the person or business, if the person or business naintains
one; and

(ii1) notification to nmajor statew de nedi a.

(h) Notw t hstandi ng paragraph (g), a person or business
that maintains its own notification procedures as part of an
I nformati on security policy for the treatnment of personal
I nformation and is otherw se consistent with the timng
requi renments of this section, shall be deened to be in
conpliance with the notification requirenents of this section if
t he person or business notifies subject persons in accordance
wWth its policies in the event of a breach of security of the
system

Subd. 2. Coordi nation with consuner reporting agenci es.
| f a person discovers circunstances requiring notification

under this section of nore than 500 persons at one tine, the
person shall also notify, wthin 48 hours, all consuner
reporting agencies that conpile and maintain files on consuners
on a nationwi de basis, as defined by United States Code, title
15, section 168la, of the timng, distribution, and content of
t he noti ces.
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Subd. 3. Wai ver prohibited. Any waiver of the
provisions of this section is contrary to public policy and is
voi d and unenforceabl e.

Subd. 4. Exenption. This section does not apply to
any "financial institution" as defined by United States Code,
title 15, section 6809(3), and to entities subject to the
federal privacy and security regul ati ons adopted under the
federal Health Insurance Portability and Accountability Act of
1996, Public Law 104-191.

Subd. 5. Security assessnents. [Each gover nnent
entity shall conduct a conprehensive security assessnent of any
personal information maintained by the governnent entity.

Subd. 6. Renmedi es and enforcenent. The attorney
general shall enforce this section under section 8.31.
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