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Legislation is currently under review
that would create civil and criminal
liabilities for US businesses and their
employees who cooperate with
‘internet restricting countries’, such
as the People’s Republic of China,
by storing or processing electronic
communications, or ‘personally
identifiable information’, using the
internet. Michael Vatis, a partner in
the New York office of Steptoe &
Johnson LLP, explains that if the
legislation is passed, it could raise
conflict-of-laws issues for ‘United
States businesses’ – a term which
is broadly defined in the proposals.
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‘peaceful political or religious
content’ or punishes individuals or
groups for ‘posting or transmitting’
such content. Initially, such
countries would include Belarus,
Cuba, Ethiopia, Iran, Laos, North
Korea, the People’s Republic of
China, Tunisia, and Vietnam. But
this list would be subject to
amendment by the President, who
would be assisted by a new Office
of Global Internet Freedom
(OGIF) to be established in the
Department of State.

The bill would create up to $4
million in combined civil and
criminal liability for any US
business that ‘collects or obtains
personally identifiable information’
over the internet and then provides
such information to authorities of
an internet-restricting country. The
bill would also create a private
right of action against such
businesses and combined civil and
criminal liability of up to $200,000
and up to five years imprisonment
for ‘[a]ny officer, director,
employee, or agent, or stockholder’
who violates this provision while
acting on behalf of such a business.
Personally identifiable information
is defined as any name, address or
other information listed in 18 USC
§ 2703(c)(2), but does not include
‘traffic data’ such as IP addresses,
or ‘any record of aggregate data
that does not identify particular
persons.’ Liability would not apply
where the information is provided
for ‘legitimate foreign law
enforcement purposes’ - to be
determined by the Justice
Department, but not to include
‘the control, suppression, or
punishment of peaceful expression
of political or religious opinion’ -
or where the President has waived
the application of the law to a
particular US business or internet-
restricting country.

US businesses would also be
barred from locating any servers or
facilities for the storage or, in some

cases, processing of ‘any electronic
communication that contains any
personally identifiable information’
in an internet-restricting country.
Any US business that ‘creates,
provides, or hosts an Internet
search engine’ would be required
to provide the OGIF with a report
describing ‘all terms and
parameters used to filter, limit, or
otherwise affect’ search results at
the behest of internet-restricting
countries. All US businesses that
maintain an ‘internet content
hosting service’, including email
and blog providers, would be
required to provide the OGIF with
the URLs of all ‘data and content’
that the service has ‘removed’ or
‘blocked’ due to a request or policy
of an internet-restricting country.
Finally, such services would be
barred from blocking access to
websites for Voice of America,
Radio Free Asia, and other
organizations that the US
government pays to disseminate
information. Violations of any one
of these provisions could result in
combined civil and criminal fines
of up to $20,000 for both the US
business and associated
individuals, who could also be
imprisoned for up to one year.

The legislation is currently under
review by subcommittees of the
House Energy and Commerce
Committee. If enacted, the bill
could raise significant conflicts-of-
laws issues, with foreign authorities
threatening fines if US businesses
fail to comply with a demand for
information or a requirement to
store or process communications
locally, and the US government
warning of legal action if the
business complies with such
foreign demands. Global
businesses therefore will want to
keep a close eye on this legislation.

Michael Vatis Partner
Steptoe & Johnson LLP
mvatis@steptoe.com
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Congress cracks down on
‘internet restricting countries’

HR 275, recently approved by the
House Foreign Affairs Committee,
would create significant liability
and record keeping requirements
for any ‘United States business’ that
cooperates with certain ‘internet-
restricting countries,’ including
China. The bill would also restrict
the ability of US businesses to store
or process electronic
communications in such countries.
It would direct the secretaries of
Commerce and State to study the
feasibility of imposing licensing
requirements on the export of
items that could be used to restrict
‘internet freedom’ in such
countries. The bill defines ‘United
States business’ broadly, including
not only companies that have their
primary place of business in the
United States, are incorporated
under US law, or are traded on a
US exchange, but also any foreign
subsidiary of such a company that
is ‘control[ed]’ or ‘direct[ed]’ by the
US business. Even if only parts of
the bill were enacted, internet and
technology companies could face
serious conflict-of-laws
conundrums.

Under the bill, an ‘internet-
restricting country’ is defined as
any country that blocks or filters
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Many leading companies, including Amazon, BT, eBay, FSA, Orange, Vodafone,
Standard Life, and Microsoft have subscribed to ECLP to aid them in solving the
business and legal issues they face online.
ECLP, was nominated in 2000 and again in 2004 for the British & Irish Association
of Law Librarian’s Legal Publication of the Year.
A twelve month subscription is £420 (overseas £440) for twelve issues and
includes single user access to our online database.

e-commerce law reports
You can now find in one place all the key cases, with analysis and comment, that
affect online, mobile and interactive business. ECLR tracks cases and regulatory
adjudications from around the world.
Leading organisations, including Clifford Chance, Herbert Smith, Baker &
McKenzie, Hammonds, Coudert Brothers, Orange and Royal Mail are subscribers.
A twelve month subscription is £420 (overseas £440) for six issues and
includes single user access to our online database.

data protection law & policy
You can now find in one place the most practical analysis, and advice, on how to
address the many problems - and some opportunities - thrown up by data
protection and freedom of information legislation.
DPLP’s monthly reports update an online archive, which is an invaluable research
tool for all those who are involved in data protection. Data acquisition, SMS
marketing, subject access, Freedom of Information, data retention, use of CCTV,
data sharing and data transfer abroad are all subjects that have featured recently.
Leading organisations, including the Office of the Information Commissioner, Allen
& Overy, Hammonds, Lovells, BT, Orange, West Berkshire Council, McCann
Fitzgerald, Devon County Council and Experian are subscribers.
A twelve month subscription is £390 (public sector £285, overseas £410)
for twelve issues and includes single user access to our online database.

world online gambling law report
You can now find in one place analysis of the key legal, financial and regulatory
issues facing all those involved in online gambling and practical advice on how
to address them. The monthly reports update an online archive, which is an
invaluable research tool for all those involved in online gambling.
Poker, payment systems, white labelling, jurisdiction, betting exchanges,
regulation, testing, interactive TV and mobile gaming are all subjects that have
featured in WOGLR recently.
Leading organisations, including Ladbrokes, William Hill, Coral, Sportingbet,
BskyB, DCMS, PMU, Orange and Clifford Chance are subscribers.
A twelve month subscription is £520 (overseas £540) for twelve issues
and includes single user access to our online database.

world sports law report
WSLR tracks the latest developments from insolvency rules in football, to EU
Competition policy on the sale of media rights, to doping and probity. The
monthly reports update an online archive, which is an invaluable research tool
for all involved in sport.
Database rights, sponsorship, guerilla marketing, the Court of Arbitration in
Sport, sports agents, image rights, jurisdiction,domain names,ticketing and
privacy are subjects that have featured in WSLR recently.
Leading organisations, including the England & Wales Cricket Board, the
British Horse Board, Hammonds, Fladgate Fielder, Clarke Willmott and
Skadden Arps Meagre & Flom are subscribers.
A twelve month subscription is £520 (overseas £540) for twelve issues
and includes single user access to our online database.
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