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INTRODUCTION AND STATEMENT OF INTEREST
OF THE UNITED STATES OF AMERICA

The United States mf America files this brief pu:rsuant to Fed. R. App. P, 29.
This case, Theofel v, Farey-Jones, No. 02-15742 (9th Cir. Aug. 28, 2003),

invalves the construction of the termm “electronic stdriagg,“ 18 U.S.C. § 2510(17),

“which plays a key role in the Stored Connnunicationﬁ Act, 18 U.S.C. §§ 2701-2712

(“SCA™). The panel’s conclusion — that e~mail ‘mesfsages remain in “electronic
storage” regardless of whether they have been access;.ed by the addressce — is
conﬁaw to the SCA’s language, structure, and lcgisléﬁvc history. Moreover, the
panel‘s unprecedentad mterprctatmn of “electronic storagc upends the statutory
framework for law enforcement’s ability to compel d1sclosurc of stored
communications from network service providers, suf;h as ISPs.

The panel’s decision in Theofel largely nulhﬁes 18 U.S.C. § 2703(b), the
statutory provision of the SCA that governs law enfc;rcement access to e:lectromc
commumications not in “electronic storage.” Federal prosecutors in the Ninth
Circuit have ceased using § 2703(b) to compel disclfbsure of stored
communications as a result of Theofel. Moreover, Eéecause the Internet spans state
and national borders, the panel’s decision is likely td create difficulties for law

enforcement nationwide. For example, some of the nauon s largest e-mail service

- providers, including Hotmail and Yahnof are locatdd in the Ninth Circuit.
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Because such service providers must choose betweeni compliance with § 2703(b)
process issued elsewhere ;md adherence to the unplmatmns of Theofel, the panel’s
decision may upset cnmmal investigations across thei United States.

In brief, because the panel’s decision in this civil case has enormous’

‘jmplications in criminal law and procedure that the p%-;—mc:l apparently did not

recognize, the United States respectfuily urges the cdun to grant the Petition for
Rehearing and Suggestion for Rehearing En Baric of iDefendant/Appellee Alwyn
V. H. Farey-Jones (hereinafter “Petition for Rahea‘rinig”);
STATEMENT OF FAC?;TS

Theofel arose out of a discovery dispute in a scjé)arate commercial litigation
iﬁvolving at least two of the plaintiffs in Theofel and defendant Farey-Jones. In
this separate liﬁgation, Farey-Jones and his cbunscl s;lbpomaed an ISP which
provided e-mail service to a corporation associated wi“ith the Theofel plaintiffs. The
subpoena contained no limits based on time or scope In response to the subpoena,
the ISP copied 339 e-mail messages to a web site, antl the messages were reviewed
by Farey-Jones and his counsel. A magisirate subseq‘ucntly quashad the subpoena,
finding it “massively overbroad” and “patently unlawéfful.” See Slip op. at 12338-

39.
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Following the quashing of the subpoena, the fnlaintiffs (all of whom had their
e-mail viewed by the defﬂndants) brought the 1nstant suit seeking damages under
the SCA, other federal statutes, and various state lalws Section 2707 of the SCA
provides for a civil action against violators of the SCA s provisions. The plaintiffs
alleged that the defendants violated § 2701 of the SiCA, which provides for
criminal penalties for one who “intentionally acccsfs.es without authorization a
facility through which an electronic connnunicatimil service is provided . . . and
thereby obtains, alters, or prevents authorized accc%ss to a wire or electronic

communication while it is in electronic storage.” 18 U.S.C. § 2701, The district

court dismissed this claim.

The panel reversed. Only oﬁe issue ad&resse;i by the panel is of concern to
the United States: whether the e-mail messages acd:esscd by the defendants fell
outside the scope of § 2701 because they were not f“in electronic storage.”
Although the panel recognized that other courts haiésre limited the definition of
“electronic storage” to messages not yet delivered tho their intended recipient, it
asserted nevertheless that opened e-mnails were “fm?r purposes of backup protection”
and thus fell within the scope of “electronic storagé:.“ Slip op. at 12345. The panel

stated that “[a]n obvious purpose for storing a message on an ISP’s server after

delivery is to provide a second copy of the messagé in the event that the user needs
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to download it again—if, for example, the message 1& accidentally erased from the
user’s OwIl computer, Thc ISP copy of the message functions as a ‘backup’ for the
user.” Id. The panel concluded that “plaintiffs’ e-maﬂ messages were in electronic
storage regardless of whether they had been praviox_isly delivered.” Id. at 12346.
SUMMARY

The Stored Communications Act, 18 U.8.C. §§ 2701-2712, sets forth a
system of statutory privacy rights for customers and subscribers of cumputer
network service providers. There are three main substantive components to this
system, which serves to protect and regulate the pritfracy interests of neﬁvork users
with respect to government, network service providiers, and the world at large.
First, § 2703 regulates government access 0 stored%conununications. It creates a
code of criminal procedure that federal and state la\%r enforcement officers must
follow to compel disclosure of stored communicaﬁﬁ%:ns. Second, § 2702 regulates
voluntary disclosure by network service providers Gf customer communications
and records, both to government and non—govemméntal entities. Third, § 2701
prohibits unlawful access to certain stored corrununiicatioﬂs; anyone who. obtains,
alters, or prevents authorized access to those conmlénmications is subject to criminal

penalties.

The structures of all three substantive compoﬁents of the SCA reflect a series



of classifications indicating congressional judgmenté about what kinds of

information implicate gre:ater or lesser privacy mtcrasts In general, the SCA offers
greater privacy protection to categories of mformandm perceived by the SCA’s
drafters to implicate greater privacy interests. In set?mg forth this series of
classifications, the SCA relies on a few key terms wiia_ich are explicitly deﬁneci by
statute. These terms are used throughout the SCA; d court’s interpretation of a
term for purposes of one provision of the SCA has ilinportant ramifications for the
SCA’s other provisions. One such term is “clecl:rom":.c storage,” defined by 18
. U.8.C. § 2510(17). The United States’ interest in Ifb,ggfg'_l_ is limited to the
interpretation of the scope of “electronic storage.”
The pancl‘s_ interprefation of “electronic storagie” ignores the plain language
of the term’s definition, in particular that the “backujfp” subsection § 2510(17)(B)
refers to backups of “temporary, intermediate™ connf%mnicatiuns protected by
§ 2510(17)(A). The panel also ignored legislative héstory confirming this
interpretation. Moreover, the panel’s interpretation 1éJAps.etz-:; the structure of the
SCA, including the balance between § 2703(a) and § 2703(b), and in the process
creates an unprecedented impediment for la\;v cnfordie:ment access to stored
communications. Because of the importance of this itresult for criminal

investigations nationwide, the court should grant ﬂlé Petition for Rehearing.
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ARGUMENT
1. THE PANEL’S DECISION MISREADS THE DEFINITION OF
“FLECTRONIC STORAGE” AND RENDERS SUPERFLUOUS KEY
PORTIONS OF THE STORED COMMUNICATIONS ACT

A, The Panel’s Interpretation of “Electmmc Storage” Contradicts
the Plain Language of the Statute

“Rlectronic storage” is defined by statute to meian “(A) any temporary,
immediate storage of a wire or ¢lectronic connngnicsiiﬁun incidental to the
electronic transmis.sion thereof; and (B) any storage éaf such communication by an
electronic communication service for purposes of ba_?bkup protection of such
commumnication.” 18 U.S.C. § 2510(17). In Me_l, the panel held that “e-mail
inessages were in electronic storage regardless of w}i:et_her they had been
previously delivered.” Slip op. at 12346. The panel d1d not dispute thaf delivered
e-mail did not fit “within the purview of subsection dA),” because delivered e-mail
is not in “temporary, intermediate” storage. Slip op.;at 12345. However, the panel
incorrectly held that delivered e-mail fell within the %cope 6f § 2510(17)(B)
because méssagas remain stored on the ISP as a ‘fbac‘;kup” for the user. Slip op. at

12345,
The holding that e-mail that has been delivered remains in “electronic
storage” conflicts with the plain language of the Stored Communications Act

(“SCA™). As an initial matter, the panel treated the “ébackup” subsection of the

6
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definition (§ 2510(17)(B)) as independent of the “tetéhpnrary, intermediate”
subsection (§ 25 10(17)(%)'). The panel noted that “[.‘;1]11 obvious purpose for
storing a message on aﬁ:ISP’s server after delivery 15 to provide a second copy of
the message in the event that the nser needs to downioad it agam-if, for example,
the messagﬂ is accidentally erased from the user’s ov‘m computer.” Slip op. at
12345. The panel concluded that storage of deliverc}d e-mail fell “lite_rally” within
the scape of “electronic storage.” Id, However, § 25 10(17)(]3) refers to “any
storage of such communication by an electronic cnm;;munication servic_e for
purposes of backup protection of Mmgjgﬁx_l” (emphasis added). The
phrase “such communication” necessarily refers td t]fflﬂ communications defined in
subsection § 2510(17)(A): communications stored teimporarily at an intermediate
point in transmission. Therefore § 2510(17)(B) canfx encompass only backnp
copies of cummunicaﬂuns which are themselves m temporary, intermediate

storage incidental to transmission.

In support of its contrary conclusion, the panel?nﬂstaken_ly asserted that a

‘narrow interpretation of “electronic storage” would render § 2510(17)(B)

superfluous. See Slip op. at 12346. This erroneous claim is based on the
assumption that under the narrow interpretation of “¢lectronic storage,” backups

must also be temporary. The panel asserted that “FrgE ser’s [narrow] inte:rpré_taﬁon



[of electronic storage] renders subsection (B) essentidilly superfluous, since
temporary backup storagc___pending transmigsion woulid already seem to qualify as
‘temporary, intenncdiaté storage’ within the meaning§ of subsection (A).” Slip op.
at 12346 (emphasis added). However, under the plam language of § 2510(17)(B),
the: backup itself need not be temporary: what is essethhal is that the underlying
comrmunication be in temporary, intermediate storagey Thus, the panel grafted on
an additional requiremént (thﬁt backups be tempoi:aryﬂi) to the narrow meaniﬁg of
§25 10(17)(B).- Without this novel addition, § 25 10(]%7)(]3) is not superfluous
under the narrow meaning of “electronic storage.” |

In this context, it is useful to consider what the ‘dferm “backup” meant to the
drafters of the SCA. In 1986, providers of electronic iconununication service
commonly stored copies of ﬁles to protect against sys%tcm failure. For example, the
House Report on the SCA states that “[black up protenuon preserves the integrity
of the electmmc comrmunications system and to sornel extent preserves the property
of users of such a system.” H.R. Rep. No. 647, 99th C;Dong., 2d Sess., at 68 (1986),
By including backup protections within the defmiti.ong of “electronic storage,”

Congress ensured that baclo;lps would receive the same degree of protection as the

underlying comrnunications.



B.  The Panel’s Decision Threatens to Render Irrelevant Key
Provisions of the Stored Communications Act

The structure of the '§CA further demoﬁstrates tihat “electronic storage”
should not be given the expansive definition pmvidei by Theofel. First, the
panel’s broad reading of “electronic storage” would réénder that statutorily defined
term itself superfluous throughout the SCA. Second,éthe panel’s broad
interpretation of “electronic storage” also renders § 2?02(&)(2) and § 2703(b)

largely superfluous.

1.  The Panel’s Decision Renders Superﬂimus the Statutorily Defined
Term “Electronic Storage” '

Under Theofel, a backup falls within § 25 10(17;*)(‘B) if it provides backup

- protection for either a user or a service provider, S_eqéSlip op. at 12345. Under this

interpretation, any communication stored by an electrbnic commumication service
will be in “electronic storage.” If a2 communication 15 in temporary, intermediate
storage incident to transmission, it will fall under § 25 10(17)(A). Any other copy
of the communication stored by an electronic commuhication service will
necessarily serve as a backup to either the user, the sdf_rvicc, or both. Thus, any
other copy will fall under § 2510(17)(B). |

The defect in this reé_sonin_g is clear, If, as ImQﬁ:_l implies, any

communication stored by an electronic communication service is in “electronic



storage,” the term “clectronic storage™ becormes mere surplusage, In the SCA, the
term “electronic storage” appears only in the folldwi}hg locations:

. § 2701(a) prohibits unauthorized access “to a wire or electronic

communication while it ig in electrogic storage” in an electronic

communication service (emphasis addedi). '

. § 2702(a)(1) prohibits a provider of elec%trnnic commumication
service to the public from disciosixlg “the contents of 2
conunuﬁication while in electronic §Iomgi g” (emphasis added).

. § 2703(a) sets rules under which the goi?anuncnt may compel a
provider of electronic communication seirvice to disclose either
(1) “the contents of a wire or electronic di:ommunication, that is
in_electronic storage in an electronic co':irununicéﬁons system for
one hundred and eighty days or less” (ergnphasis added) or (2)
“the contents of a wire or electronic con';;imunication that has
been in electronic storage in an electmni%c communications
system for more than one hundred and eighty days” (emphasis
added). | |

In each of these sactinné, the underlined language is %superﬂuous under the panel’s

decision.

10
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2. The panel’s broad interpretation of ‘;‘e]ectronic storage” renders

§ 2702(a)(2) and § 2703(b) largely superfluous, and this
interpretation creates an unprecedented impediment to law

_enforcement

Far more importantly, the panel’s decigion efﬁ_iactively obliterates the SCA’s
esseﬂtial distinction between two categories of cnnﬁ:,nunications: (1) electronic .
_connnunications in “electronic storage” in an “elccﬁ'nnic communication service”
and (2) electronic communications stored by a fTenibte computing service.”' As
explained below, under Theofel, the former would s}wallow the latter.

i. Under the panel’s broad inter%pretation of “electromic
storage,” § 2702(a)(2) and § 2{703(!1) serve no practical
function in the Stored Comml?nicaﬂons Act :

The dichotomy between ¢communications in “Electronic storage” and those
not in “electronic storage” permeates the SCA. In ai_dopting an overbroad reading

of this defined term, the panel effectively climhateﬁ this distinction.

For example, § 2703, which controls government access to stored

communications, provides greater protection to cmflrrlunicaﬁons in “electronic
storage” than to other stored communications. Yection 2703(a) provides that “[a]
government entity may require the disclosure by a provider of electronic

commumication service of the contents of a wire or electronic communication, that

) The term *“remote computing service” is defined by 18 U.S.C. § 2711(2) as “provision to
fhe public of computer storage or processing services by méans of an electronic communications
gystem.” .

11




is In electronic storage in an electronic cnnnnunica‘étion system for one hundred and
eighty days or less, DLl‘j[ pursuant to a warrant . ) 2(emphasis added). Thus, law
enforcement can gencrally compel disclosures of e-e-maﬂ “in electronic storage”

" only upon a showing of probable cause,?

In contrast, § 2703(b)(1)(B) allows law enforépe:ment to compel a provider of
“remote computing service” to disclose the cnntcnt;?» of an electronic
communication by means of a subpoena or a court JE;)rder under 18 U.5.C,

§ 2703(d).” Thus, prosecutors can obtain access to gﬁles stored ﬁth a remote
computing service using a standard lower than prf:n‘t:éa:ed:nle.nc.aemse.4

This dichotomy between communications in ‘E‘electronic storage” and other
communications is mirrored in the SCA’s rules relaiting to voluntary (not
compulsory) disclosure of communications by ncmj'ork service providers. Under

§ 2702(a)(1), providers of electronic communication service are generally

2 E.mail in “electronic storage” more than 180 days can be obtained by the government
pursuant to a subpoena or 2703(d) order. See 18 U.8.C. § 2703(=2) (stating that such
communications can be compelled “by the means available !.mder subsection (b) of this
section™). :

* A 2703(d) order requires the government to offer “specific and articulable facts showing
that there are reasonable grounds to believe that the contents of a wire or electronic
comrpunication, or the records or other information sought, are relevant and material to an
ongoing criminal investigation.” 18 U.8.C. § 2703(d).

- Prosecutors retain the option of using a § 2703(a) search warrant to compel production of
eleatromc communications stored by a remote ¢computing sérvice. See 18 U.S.C.

§2703(bX1)(A).
12




prohibited from voluntarily disclosing user comm&hicaﬁons in “electronic
storage.” Providers of ramnte computing service — often the same entities — are
proh1b1ted by § 2702(3)(2) from voluntarily d1sclosmg other user communications.
The communications governed by the preclsqu parallel non-“electronic
storage” provisions, §§ 2702(a)(2) and 2703(b), ar__e subject to additional (and
identical) limitations; Each of these provisions ap]_:}alies explicitly to
communications held b;,f a service provider “so’]g]yifﬂ r the purpose of providing
storage or computer processing services to_[the) guibscriber or custormner.” |

§ 2702(a)(2)(B); § 2703(b)(2)(B) (emphasis addedi. Plainly, communications

within this category are not in “electronic storage,’:; which is dealt with in parallel

subsections (§§ 2702(a)(1) and 2703(a)), or these raferences to “providing storage
.. to [the] subscriber” would be utterly superﬂuous,. Yet the panel s decision

declares that such convenience storage is a “baclcul::g” (and therefore within the

meaning of “electronic storage™), abolishing a distihction written expressly into the

Act. Such an interpretation renders largely superﬂﬁous § 2702(a)(2) and

§ 2703(b).

13



fi. The distinction between cumnémnicatiuns in “electronic
storage” and other stored comimunications is critical to law
enforcement :

The distinction bt-at\vccn electrontc ccmununici-t—ntiuns in “electronic storage”
and subject tﬁ the requirements of § 2703(a) and oﬂ:rier electronic communications
subject to § 2703(b) is critical for law enfurce:ment,j because § 2703 places greater
restrictions on governiment access to communications in electronic siorage. As
traditionally understood by Congress, other 601‘1rts, iand the Department of Justice,
the term “clectronic storage™ is much more limited than iﬁ everyday meam‘ng.l
Under this trﬁditional interpretation, “electronic sto?rage” refefs.n_n]y to temporary
storage, made in the course of transmission, by a priovider of electronic |

communications service, and to backups of such infermediate communications.
See Fraser v, Nationwide Mut. Ins, Co., 135 F. Supép.ld 623, 636 (E.D. Pa. 2001)
{stating that “[{Jhe phrase ‘for purposes of backup Izyrotcction of such
conununication’ in the statutory definition makes ciear that messages that are in

post-transmission storage, after transmission is coniplete, are mot covered by part

(B) of the definition of ‘electronic storage’); In 1e Doubleclick Inc. Privacy

' Litigation, 154 F. Supp.2d 497, 511-13 (S.D.N.Y. 2001) (emphasizing that

“electronic storage” should have a narrow interpretation based on statutory

14
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interpretation ana legislative intent)’; Mm‘:@i
btaining Electronic Evidence in Criminal Investi : ions 86-87 (2d ed. 2002),

alvailable at htm:\\m.cybercme.gov/s&smanuazﬂ?.OOZ.pdﬂ |

Under this narrow interpretation of “electron:éc storage,” a copy of an e-mnail
is in “electronic storage” only if it is at an i11te_rme<:éiiate point in its trénsmission :
and has not yet been sent on to its final destination; the recipient of the e-mail. If
an e-mail has been received by a recipient’s ISP but has not yet been accessed by
the recipient, it is in “electronic storage.” Once theé: recipient retrieves the e-mail,
however, the communication reaches its final desti%hation. If the recipient chooses
" to retain a copy of the e-mail on the ISP’s systemn, :Ihe copy on the network is no
longer in “electronic storage™ because it is no longicr in “temporary, intermediate
storage . . . incidental to . . . electronic transmissioil.” See Orin 8. Kerr, A User’s
Guide to me:z Stored Communications Act—And A ]]:Jegisl'gxnr’g Guide to Amending
It, Geo. Wash..L. Rev. (forthcoming 2004), availa?é.nle at |

http:\\papers.ssm.conﬂsbl?:/papers.cfm?absu-act_id_;‘=421860, at 7-8 (draft).

5 Tn interpreting the term “electronic storage” narrowly, the Doubleclick court alse relied
upon the canon of statutory interpretation which disfavors s broad reading of a criminal statute.
See Doubleclick, 154 F. Supp.2d at 513, That rule is equally applicable to Theofel. Alihough
- Theofel is a civil suit under § 2707 of the SCA, civil liability under § 2707 for a violation of
§ 2701 is coextensive with criminal liability vnder § 2701.: Because Theofel reads “clectromic
storage” expansively, it also reads criminal liability under § 2701 expansively, contrary to the
canons of statutory interpretation. See Jones v. United States, 529 U.S. 848, 858 (2000).

15



Even u'nd;ar this traditional interpretation of “cleibctronic storage,” opened and
retained e-mail stored w1th an ISP is not without proﬁecﬁon under the SCA.
However, its categorizaﬁon under the SCA changes cflancc a copy is delivered to its.
intended recipient, and it receives somewhat less pri\iacy protection. Such e-mail

retained on the provider’s system is no longer an “eldctronic communication . . . in

;.l‘ "’L :' . .l- ‘ '

electronic storage;” instead, it becomes an electronic iconnnunication stored by a
“remote computing service.” See id.

Combining the siructure of § 2703(a) and (b) with the traditional
interpretation of the stai:us of e-mail under the SCA }irields the following
framework for compelling disclosure of e-mail, whmh until now has been followed
by federal prosecutors nationwide:

. Unopened e-mail stored on an ISP’s senécrs constifutes
electronic communications in electronic Estorage. Such e-mail
can be obtained only using a warrant basied on probable cause,
unless it is more than 180 days old. |

«  Opened e-mail of copies of sent e-mail r?&tained by users
constitute files stored with a reniote conxéputing service. Such
files can be obtained pursuant to § 27034}b)(1)(B) using a

subpoena or 2703(d) order, or pursuant to § 2703(b)(1)(A) using

16 i




a warrant. based on probable cause.

Theofel overturns thlS framework. Under T_h_m_ﬁ:l all copies of e-mail stored
by a network services p‘rovider constitute e]ectmniqz: communications in electronic
storage and hence are available to law enforcementi only pursuant to a warrant
based on probable cause, unless they are more than; 180 days old. Substantial
quantities of evidence previously available to state and federal prosecutors are no
longer availablc.under this heightened standard, Sljich evidence is often critical m a
broad spectrum of cases, including cases involving imetwm-k intrusion, fraud, child
pornography, and illegal drugs. The significance of‘; this cﬁange for law
enforcement cannot be overstated.,

In addition, because the Internet spans state bﬁ:rders, Theofel is likely to

create conflicts for law enforcement nationwide. N:btwork service providers who

violate the SCA are subject to civil suit under §‘27Ui7. They may face civil suits in
the Ninth Circuit for responding to government protess under § 2703(b) from
outside the Ninth Cireuit. Such suits are particularly likely to be a problem f

service providers located in the Ninth Circuit, like Hotmail and Yahoo!.

Alternatively, network service providers outside thel.i Ninth Circuit may fear
lawsuits brought by customers within the Ninth Cira;:uit. Network service providers

may begin to resist subpoenas and 2703(d) orders under § 2703(b), even when that
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process does not come from the Ninth Circuit. Thus, Theofel will likely prove

disruptive for law eriforcement nationwide.

I THE PANEL’S INTERPRETATION OF “ELECTRONIC STORAGE”
CONFLICTS WITH THE STORED COMMUNICATIONS ACT’S
LEGISLATIVE HISTORY -

The error in the panel’s holding — that e-mail is in “electronic storage”
regardless of whether it has been delivered — is further confirmed by the SCA’s
legislative history. As explained below, Congress intended a much narrower
reading of “electronic storage.” For that reason, the Petition for Rehéan'ng should
be granted.

In the course of considering the SCA’s prohil:}itions on voluntary disclosure
by network service providers of customer conununi;cations, the drafiers of the
SCA in 1986 explicitly considered what would hapbcn when a recipient of e-mail
kept a copy of the e-mail on his ISP after receipt:

Sometimes the addressee, having requested efmd received a message,

chooses to leave it in storage on the service for re-access at a later

time. The Committee intends that, in leaving the message in storage,

the addressee should be considered the subsdriber or user from whom

the system received the communication for storage, and that such

communication should continue to be covered by saction 2702(a)(2).
H.R. Rep. No. 647, 99th Cong,, 2nd Sess., at 65 (1986) (emphasis added). As

explained above, § 2702(a)(2) prohibits disclosure .?of communications stored by a

remote computing service, rather than commumnications in “glectronic storage” in
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an electronic communication service (which are c;:wered by § 2702(2)(1)). The
House Report in effect says the following: ‘when a customer opens an e-matl
message and leaves a c‘:opy on the ISP server, the bopy is treated as a |
communication maintained by a remote computin%g Service.

Subsequent legislative history confirms Coﬁzgress’s continued understanding
-that previously delivered e-mail maintained by an ISP is not in electronic storage.
In 2000, Congress considered and rejected aniending the definition of electronic
" storage to include “any storage of an electronic ccf.frmmunicaﬁon by an electronic
communication service without regard to whe the commu lcation has be

essed ﬁthe,' ended recipient.” See H.R. Rep No. 932, 106th Cong., 2nd

Sess. at 7 (2000) (emphasis added). The drafters of this amendment understood
that previously accessed e-mail did not fall wr:hm the scope of § 2510(17). |

In addition, the House Report on the USA Fiatriot Act, Pul_:. L. No. 107-56,
115 Stat. 272 (2001), demonstrated Cdngress’s na‘_%rmw understanding of the term
“electronic storage.” In the course of discussing an amendment to the SCA
allowing for nationwide service of § 2703(a) warﬁ?ants, the Report states that
“2703(a) requires a search warrant to compel sem_fice providers to disclose
unopened e-mails.” HR. Rep. No. 236(I), 107th éCong., st Sess. at 57 (2001)

(emphasis added). Because warrants under § 270%3(3) are required only for
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electronic communications in “electronic storagéa,” thig statement is further
evidence that Congress did not intend opened e-imail to fall mthm the scope of
“electronic storage."l The panel has supplied tha term “electronic storags” with a
meaning rejected by Congress, thereby creating ;:lif_ﬁculﬁes for law enforcement.
Therefore, the Petition for Rehearing should be 3gr.s.mted.
CONCLUSION
For the foregoing reasons, this Court shou'ild grant the Petition for Rehearing.

Respectfully submitted.
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