STEPTOE & JOHNSONur

Steptoe & Johnson LLP
China Central Place, 29th Floor,
Tower 2

79 Jianguo Road, Chaoyang
District

Beijing, 100025

Tel: +86 10 5834 1000

Fax: +86 10 5969 6099

Avenue Louise 489
3rd Floor

B-1050 Brussels
Belgium

Tel: +32 2 626 0500
Fax: +32 2 626 0510

115 South LaSalle Street
Suite 3100

Chicago, IL 60603

Tel: 312.577.1300

Fax: 312.577.1370

2121 Avenue of the Stars
Suite 2800

Los Angeles, CA 90067
Tel: 310.734.3200

Fax: 310.734.3300

633 West Fifth Street
Suite 700

Los Angeles, CA 90071
Tel: 213.439.9400
Fax: 213.439.9599

1114 Avenue of the Americas
New York, NY 10036

Tel: 212.506.3900

Fax: 212.506.3950

201 E. Washington Street
Suite 1600

Phoenix, AZ 85004

Tel: 602.257.5200

Fax: 602.257.5299

1330 Connecticut Avenue, N'W
Washington, DC 20036

Tel: 202.429.3000

Fax: 202.429.3902

Steptoe & Johnson
99 Gresham Street
London, EC2V 7NG
England

Tel: +44 20 7367 8000
Fax: +44 20 7367 8001

Privacy & Data Security

Steptoe has been at the forefront of the developing legal and regulatory
environment for the Internet and e-commerce in the United States and
internationally. We represent leading financial services, telecommunications,
technology, information services, and insurance firms on the wide array of issues
relating to e-commerce regulatory matters, as well as on potential liability to
customers and interaction with law enforcement and other government agencies.
We continually monitor legal developments affecting client interests in various
aspects of e-commerce, privacy, and security.

Security and Privacy

We advise financial institutions and other multinational companies on data
protection, computer security, and privacy law, including obligations under the
Gramm-Leach-Bliley Act, the Health Insurance Portability and Accountability
Act, the Electronic Communications Privacy Act (ECPA), CAN-SPAM, the
Fair Credit Reporting Act (FCRA), the Federal Trade Commission Act,
Sarbanes-Oxley, and other federal and state laws.

We also regularly advise companies on applicable international laws, including
European Union data retention and privacy directives. A significant part of the
practice involves advising companies on how to minimize the risk of a data
security breach or to respond in the event of a breach, and how to comply with
applicable laws regarding breaches.

We also have extensive legal and technical experience in data encryption
technology, an essential tool for reliable and confidential e-commerce, often
advising credit card associations and issuers on the use of cryptography for
commercial applications.

In addition, we advise numerous companies regarding law enforcement and
intelligence access to communications and information under a variety of
applicable laws, including Title III, ECPA, the Communications Act, the Stored
Communications Act, the Foreign Intelligence Surveillance Act, FCRA, and the
USA PATRIOT Act.

Electronic Banking

As technological advances have transformed banking operations and commerce,
our attorneys have become experienced in electronic banking matters. We have
handled certification authority and digital signature issues for several major
financial institutions, including banks and credit card companies. We are well
versed in electronic banking products, services, and delivery systems such as
stored value cards, smart cards, digital cash, and PC-based online banking.

We have represented clients in matters involving stored value cards, multifactor
authentication technologies, electronic fund transfers, financial data processing
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systems, electronic banking and payment system issues, and system security, data
encryption, and export control matters.

Noteworthy

e Michael Vatis was ranked in Chambers Global 2010-2011: The World’s
Leading Lawyers for Business for Privacy & Data Security (US).

e Michael Vatis was ranked in Chambers USA 2008 - 2011, America’s
Leading Lawyers for Privacy & Data Security(Nationwide).



