Second Regular Session 114th General Assembly (2006)

PRINTING CODE. Amendments: Whenever an existing statute (or a section of the Indiana
Constitution) is being amended, the text of the existing provision will appear in this style type,
additions will appear in this style type, and deletions will appear in this styte type:

Additions: Whenever a new statutory provision is being enacted (or a new constitutional
provision adopted), the text of the new provision will appear in this style type. Also, the
word NEW will appear in that style type in the introductory clause of each SECTION that adds
a new provision to the Indiana Code or the Indiana Constitution.

Conflict reconciliation: Text in a statute in this style type or this styfe tppe reconciles conflicts
between statutes enacted by the 2005 Regular Session of the General Assembly.

HOUSE ENROLLED ACT No. 1101

AN ACT to amend the Indiana Code concerning commercial law.

Be it enacted by the General Assembly of the State of Indiana:

SECTION 1.1C 4-33-5-1.5 IS ADDED TO THE INDIANA CODE
ASANEW SECTION TO READ ASFOLLOWS [EFFECTIVE JULY
1,2006]: Sec. 1.5. The following information submitted, collected,
or gathered as part of an application to the commission for a
license is confidential for purposes of IC 5-14-3-4:

(1) Any information concerning a minor child of an applicant.
(2) The Social Security number of an applicant or the spouse
of an applicant.

(3) The home telephone number of an applicant or the spouse
of an applicant.

(4) An applicant's birth certificate.

(5) An applicant's driver's license number.

(6) The name or address of a previous spouse of the applicant.
(7) The date of birth of the spouse of an applicant.

(8) The place of birth of the spouse of an applicant.

(9) The personal financial records of an applicant or the
spouse or minor child of an applicant.

SECTION 2.1C4-33-5-2ISAMENDED TOREAD ASFOLLOWS
[EFFECTIVE JULY 1, 2006]: Sec. 2. Notwithstanding any other law,
upon written request from a person, the commission shall provide the
following information to the person:
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(1) Except as provided in section 1.5 of this chapter, the
information provided under section 1 of this chapter concerning
a licensee or an applicant.

(2) The amount of the wagering tax and admission tax paid daily
to the state by a licensed owner or an operating agent.

(3) A copy of a letter providing the reasons for the denial of an
owner's license or an operating agent's contract.

(4) A copy of a letter providing the reasons for the commission's
refusal to allow an applicant to withdraw the applicant's
application.

SECTION 3. IC 16-22-2-10 IS AMENDED TO READ AS
FOLLOWS [EFFECTIVE JULY 1, 2006]: Sec. 10. (a) An individual
is not prohibited from serving as a member of the governing board if
the member:

(1) has a pecuniary interest in; or

(2) derives a profit from;
a contract or purchase connected with the hospital. However, the
member shall disclose the interest or profit in writing to the board and
provide a copy to the state board of accounts. The member shall abstain
from voting on any matter that affects the interest or profit.

(b) The governing board shall adopt a written conflict ofinterest
policy that meets the requirements of subsection (a). The written
conflict of interest policy may contain other requirements as
determined by the board.

(c) A member of a governing board who violates this section or
the written conflict of interest policy described in subsection (b)
may be removed from the governing board by action of the board.

(d) The county executive may not:

(1) reappoint to a governing board; or

(2) appoint to a governing board;
an individual who violates this section or the written conflict of
interest policy described in subsection (b) while serving or after
serving as a member of a governing board.

SECTION 4. IC 16-22-2.5 IS ADDED TO THE INDIANA CODE
AS A NEW CHAPTER TO READ AS FOLLOWS [EFFECTIVE
JULY 1, 2006]:

Chapter 2.5. Standards for Members of a Governing Board

Sec. 1. (a) A member of a governing board shall, based on facts
then known to the member, discharge the member's duties as
follows:

(1) In good faith.
(2) With the care an ordinarily prudent person in a like
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position would exercise under similar circumstances.
(3) In a manner the member reasonably believes to be in the
best interests of the hospital.

(b) In discharging the member's duties, a member may rely on
information, opinions, reports, or statements, including financial
statements and other financial data, if prepared or presented by
one (1) of the following:

(1) A person whom the member reasonably believes to be
reliable and competent in the matters presented.

(2) Legal counsel, public accountants, or other persons as to
matters the member reasonably believes are within the
person's professional or expert competence.

(¢) A member is not acting in good faith if the member has
knowledge concerning a matter in question that makes reliance
otherwise permitted by subsection (b) unwarranted.

Sec.2. All proprietary and competitive information concerning
the county hospital is confidential. A member of a governing board
may not disclose confidential information concerning the county
hospital to any person not authorized to receive this information.

Sec. 3. (a) A member of a governing board who violates this
chapter may be removed from the governing board by action of the
board.

(b) The county executive may not:

(1) reappoint to a governing board; or

(2) appoint to a governing board;
an individual who violated this chapter while serving or after
serving as a member of a governing board.

Sec. 4. (a) A licensed physician is eligible for appointment to a
county hospital governing board only if the physician is an active
member of the medical staff of the hospital or holds a position that
is equivalent to being an active member of the medical staff of the
hospital.

(b) A physician who is terminated from the medical staff of the
hospital is removed from the governing board by operation of law.

(¢) A physician whose clinical privileges or staff membership
privileges have been significantly reduced shall be removed from
the governing board by action of the board.

(d) If a hospital governing board has two (2) physician members
under IC 16-22-2-7 or IC 16-22-2-8, only one (1) physician member
must be an active member of the medical staff of the hospital or
hold a position that is equivalent to being an active member of the
medical staff of the hospital.
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SECTION 5.1C 24-4-14IS ADDED TO THE INDIANA CODE AS
A NEW CHAPTER TO READ AS FOLLOWS [EFFECTIVE JULY
1,2006]:

Chapter 14. Persons Holding a Customer's Personal
Information

Sec. 1. This chapter does not apply to the following:

(1) The executive, judicial, or legislative department of state
government or any political subdivision.
(2) A unit (as defined in IC 36-1-2-23).
(3) The office of county auditor.
(4) The office of county treasurer.
(5) The office of county recorder.
(6) The office of county surveyor.
(7) A county sheriff's department.
(8) The office of county coroner.
(9) The office of county assessor.
(10) A person who engages in the business of waste collection,
except to the extent the person holds a customer's personal
information directly in connection with the business of waste
collection.
(11) A person who maintains and complies with a disposal
program under:
(A) the federal USA Patriot Act (P.L.107-56);
(B) Executive Order 13224;
(C) the federal Driver's Privacy Protection Act (18 U.S.C.
2721 et seq.);
(D) the federal Fair Credit Reporting Act (15 U.S.C. 1681
et seq.);
(E) the federal Financial Modernization Act of 1999 (15
U.S.C. 6801 et seq.); or
(F) the federal Health Insurance Portability and
Accountability Act (HIPAA) (P.L.104-191);
if applicable.
Sec.2.As used in this chapter, "customer' means a person who:
(1) has:
(A) received; or
(B) contracted for;
the direct or indirect provision of goods or services from
another person holding the person's personalinformation; or
(2) provides the person's personal information to another
person in connection with a transaction with a nonprofit
corporation or charitable organization.
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The term includes a person who pays a commission, a consignment
fee, or another fee contingent on the completion of a transaction.

Sec. 3. As used in this chapter, "dispose of" means to discard or
abandon the personal information of a customer in an area
accessible to the public. The term includes placing the personal
information in a container for trash collection.

Sec. 4. For purposes of this chapter, personal information is
"encrypted" if the personal information:

(1) has been transformed through the use of an algorithmic
process into a form in which there is a low probability of
assigning meaning without use of a confidential process or
key; or

(2) is secured by another method that renders the personal
information unreadable or unusable.

Sec. 5. As used in this chapter, "person'" means an individual, a
partnership, a corporation, a limited liability company, or another
organization.

Sec. 6. As used in this chapter, "personal information' has the
meaning set forth in IC 24-4.9-2-10. The term includes information
stored in a digital format.

Sec. 7. (a) For purposes of this chapter, personal information is
"redacted" if the personal information has been altered or
truncated so that not more than the last four (4) digits of:

(1) a driver's license number;
(2) a state identification number; or
(3) an account number;
is accessible as part of personal information.

(b) For purposes of this chapter, personal information is
"redacted" if the personal information has been altered or
truncated so that not more than five (5) digits of a Social Security
number are accessible as part of personal information.

Sec. 8. A person who disposes of the unencrypted, unredacted
personal information of a customer without shredding,
incinerating, mutilating, erasing, or otherwise rendering the
information illegible or unusable commits a Class C infraction.
However, the offense is a Class A infraction if:

(1) the person violates this section by disposing of the
unencrypted, unredacted personal information of more than
one hundred (100) customers; or

(2) the person has a prior unrelated judgment for a violation
of this section.

SECTION 6. IC 24-4.9 IS ADDED TO THE INDIANA CODE AS
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A NEW ARTICLE TO READ AS FOLLOWS [EFFECTIVE JULY 1,
2006]:

ARTICLE 4.9. DISCLOSURE OF SECURITY BREACH

Chapter 1. Application

Sec. 1. This article does not apply to:

(1) a state agency (as defined in IC 4-1-10-2); or
(2) the judicial or legislative department of state government.

Chapter 2. Definitions

Sec. 1. The definitions in this chapter apply throughout this
article.

Sec. 2. (a) "Breach of the security of a system" means
unauthorized acquisition of computerized data that compromises
the security, confidentiality, or integrity of personal information
maintained by a person. The term includes the unauthorized
acquisition of computerized data that have been transferred to
another medium, including paper, microfilm, or a similar medium,
even if the transferred data are no longer in a computerized
format.

(b) The term does not include the following:

(1) Good faith acquisition of personal information by an
employee or agent of the person for lawful purposes of the
person, if the personal information is not used or subject to
further unauthorized disclosure.

(2) Unauthorized acquisition of a portable electronic device on
which personal information is stored, if access to the device is
protected by a password that has not been disclosed.

Sec.3."Data base owner' means a person that owns or licenses
computerized data that includes personal information.

Sec. 4. "Doing business in Indiana" means owning or using the
personal information of an Indiana resident for commercial
purposes.

Sec. 5. Data are encrypted for purposes of this article if the
data:

(1) have been transformed through the use of an algorithmic
process into a form in which there is a low probability of
assigning meaning without use of a confidential process or
key; or

(2) are secured by another method that renders the data
unreadable or unusable.

Sec. 6. "Financial institution" means a financial institution as
defined in:

(1) IC 28-1-1-3, other than a consumer finance institution
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licensed to make supervised or regulated loans under
IC 24-4.5; or
(2) 15 U.S.C. 6809(3).

Sec. 7. "Indiana resident" means a person whose principal
mailing address is in Indiana, as reflected in records maintained by
the data base owner.

Sec. 8. "Mail" has the meaning set forth in IC 23-1-20-15.

Sec.9."Person'" means an individual, a corporation, a business
trust, an estate, a trust, a partnership, an association, a nonprofit
corporation or organization, a cooperative, or any other legal
entity.

Sec. 10. "Personal information" means:

(1) a Social Security number that is not encrypted or
redacted; or
(2) an individual's first and last names, or first initial and last
name, and one (1) or more of the following data elements that
are not encrypted or redacted:
(A) A driver's license number.
(B) A state identification card number.
(C) A credit card number.
(D) A financial account number or debit card number in
combination with a security code, password, or access code
that would permit access to the person's account.
The term does not include information that is lawfully obtained
from publicly available information or from federal, state, or local
government records lawfully made available to the general public.

Sec. 11. (a) Data are redacted for purposes of this article if the
data have been altered or truncated so that not more than the last
four (4) digits of:

(1) a driver's license number;
(2) a state identification number; or
(3) an account number;
is accessible as part of personal information.

(b) For purposes of this article, personal information is
"redacted" if the personal information has been altered or
truncated so that not more than five (5) digits of a Social Security
number are accessible as part of personal information.

Chapter 3. Disclosure and Notification Requirements

Sec. 1. (a) Except as provided in section 4(c), 4(d), and 4(e) of
this chapter, after discovering or being notified of a breach of the
security of a system, the data base owner shall disclose the breach
to an Indiana resident whose:
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