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Threading the
Needle: Complying
with the Hong Kong

related Sanctions

Imposed by the US

Government
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In response to the People’s Republic of China (PRC) announcement
of a National Security Law (NSL) for Hong Kong in May 2020, the
US Congress introduced and passed the Hong Kong Autonomy Act
of 2020 (HKAA), which was signed into law by the US president on
14 July 2020. At the same time, the president issued Executive Order
(EO) 13936, which ordered US agencies to take steps to suspend

or revoke Hong Kong’s special status under US law and authorised
sanctions against individuals and entities responsible for the NSL’s
implementation.
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Taken together, the sanctions
provisions in the HKAA and EO 13936
impose compliance obligations

not just on “US persons,” ™ but also
threaten non-US financial institutions
with the possibility of secondary
sanctions. Because these sanctions
target senior officials in the Hong
Kong and PRC governments, banks
in Hong Kong and elsewhere must
carefully assess their compliance
strategies to ensure that they

strike the right balance between
compliance with US sanctions and
any potential application of the

NSL. Given the politically sensitive
nature of these issues, banks may
not be able to engage in broad-
based “de-risking” of customers as

is the case with other US sanctions
programs. Compliance strategies
should be reviewed in the context of
the challenges posed by these new
sanctions.

This article summarises the Hong
Kong-related sanctions and how
they apply to non-US banks and
discusses some of the implications
arising from various compliance
strategies that banks may decide to
adopt. The bottom line is that non-US
banks have some room to continue
engaging in activities that would be
off limits for US banks.
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What are the US sanctions?
Section 5(a) of the HKAA requires the
US Secretary of State to submit a report
to Congress within 90 days of the law’s
enactment (i.e., 12 October 2020)
identifying “foreign persons” (i.e., non-
US individuals and entities) determined
to have materially contributed to “the
failure of the Government of China to
meet its obligations under the Joint
Declaration or the Basic Law."Once a
foreign person is included in the 5(a)
report, the US president may impose
sanctions on property transactions and
visa restrictions on such persons. Within
one year of the date when a foreign
person is included in the 5(a) report,
the president must impose sanctions
on such a person. As of the date of this
article, the State Department has not
issued any public notice as to whether
it has submitted the 5(a) report to
Congress and, if not, when it intends to
do so.

Section 5(b) of the HKAA requires the
US Secretary of the Treasury to submit
a report to Congress, not earlier than
30 days and not later than 60 days
after the 5(a) report is submitted to
Congress, identifying foreign financial
institutions (i.e., non-US financial
institutions) that knowingly conduct
significant transactions with any

“The primary consideration for banks with

exposure to persons sanctioned under £O

13936 or, later, identitied under Section 5(a) of
the HKAA, will be to make sure that they do

nol engage n any transactions juro]rfu(“' SDNs

or entities owned 5o percent or more by them

where the transaction also involves the US

financial system.”
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foreign persons identified in the 5(a)
report. The HKAA does not define the
terms “foreign financial institution”
or“significant transaction.” However,
by reference to other US sanctions
programs, these terms are broadly
defined to provide the Treasury
Department with the greatest amount
of discretion in interpreting whether a
person or an activity is covered under
the sanctions.” The term “knowingly”
is defined in the HKAA as actual
knowledge.

Section 7 provides a menu of ten
sanctions to be used against foreign
financial institutions identified in the
5(b) report. The US president must
impose five of the sanctions within
one year of the date when the foreign
financial institution was first included
in the report. The US president must
impose the remaining five sanctions
within two years. The menu includes,
among others, prohibitions on US
persons, including US banks, from
engaging in certain banking or foreign
exchange transactions with the
foreign financial institutions included
in the 5(b) report. The specific scope
of the sanctions would be defined by
the Treasury Department.
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Blocking sanctions

In relevant part, EO 13936 authorises
the US Secretary of the Treasury, in
consultation with the US Secretary of
State, to impose blocking sanctions
(i.e., asset freezes) on any foreign
person determined to have engaged in
certain proscribed acts described under
Section 4(a) of EO 13936. Pursuant to
this authorisation, on 7 August 2020,
the Office of Foreign Assets Control
(OFAC) designated 11 Hong Kong and
PRC government officials as Specially
Designated Nationals (SDNs). As a
result of the designation, US persons
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must block (freeze) all property and
property interests of these SDNs

and are prohibited from directly or
indirectly engaging or facilitating

any transactions involving them. In
addition, non-US persons including
non-US banks are also prohibited
from engaging in any transactions
with the SDNGs if the transactions
involve US persons or the US financial
system. Under OFAC's 50 Percent Rule,
the blocking sanctions apply to the
SDNs as well as any entities that are
50% or more owned by one or more
SDNs in the aggregate.
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Unlike the HKAA, EO 13936 does not
contain specific secondary sanctions
targeting foreign financial institutions.
However, it does contain a catch-all
provision authorising the designation
of any person determined to have
“materially assisted, sponsored,

or provided financial, material, or
technological support for, or goods
or services to or in support of”any
persons that are subject to sanctions
pursuant to EO 13936. It is unlikely,
but not impossible, that this provision
could be used to designate a non-US
financial institution.
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Although OFAC has not published
any guidance on EO 13936 and

how the designations may impact

the secondary sanctions targeting
foreign financial institutions under the
HKAA, US government officials have
indicated that they view the reporting
requirements under Section 5 of the
HKAA as separate and distinct from
OFAC’s designation. This means that
the OFAC designations do not trigger
the reporting requirements under
Section 5(b) of the HKAA (although it
would be reasonable to assume that
the SDNs may also be included in the
5(a) report). As a result, the reporting
window under Section 5(b) of the
HKAA has not yet begun as of this
writing.

Considerations for non-US
banks

The primary consideration for banks
with exposure to persons sanctioned
under EO 13936 or, later, identified
under Section 5(a) of the HKAA, will
be to make sure that they do not
engage in any transactions involving
SDNs or entities owned 50 percent or
more by them where the transaction
also involves the US financial system
(e.g., clearing funds through US
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correspondent accounts). This will
require due diligence to identify not
only accounts held in the name of
the SDNs, but also entities owned
directly or indirectly by the SDNs.

In this context, indirect ownership
refers to ownership held through an
intermediary company.

Beyond obvious transactions involving
the US financial system, non-US

banks will need to make sure that
transactions with individuals or entities
subject to these sanctions do not have
any other nexus to the United States.
Many financial transactions can have a
hidden touchpoint to the US financial
system that is not always obvious.

For example, non-US securities firms
may use US-based broker dealers or
clearing firms to execute and settle
securities transactions. Also, if the non-
US bank has US person employees,
these US persons are prohibited under
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OFAC regulations from facilitating any
business with an SDN. Therefore, if a
non-US bank decides to continue its
relationship with a person subject to
sanctions, it will need to (a) identify all
related accounts, (b) make sure that
the transactions in those accounts do
not have a US nexus, and (c) insulate
US persons from tasks involving those
accounts and transactions.

The most manual and labour
intensive of these steps will be the
identification of related accounts and
investment products. Therefore, banks
will need to make sure that they

have sufficient resources (including
access to due diligence technology
and databases) to manage the extra
workload. Fortunately, as many of
the SDNs would already have been
tagged as Politically Exposed Persons,
their accounts should be relatively
easier to spot.
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“Many financial transactions can have a hidden

touchpoint to the US financial system that

1s not ;1/11’;1}’5 obvious. For (*\';1111;,)/(,'. non-US

securities firms may use US-based broker

dealers or clearing firms to execute and settle

securities lransactions.”

Because the US government has yet
to publish a list of foreign persons
included in the 5(a) report under
the HKAA, which is a prerequisite
for the imposition of any secondary
sanctions against foreign financial
institutions, it may be too early for
non-US banks to consider proactively
de-risking any persons or accounts.
At this stage, the focus should be
on identifying related accounts

and making sure that the bank has
in place internal controls to stop
transactions that could involve a US
nexus.

Some commentators have suggested
that there is a potential conflict
between banks sanctions compliance
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obligations under US sanctions

and Article 29(4) of the NSL. As of
this writing, no Hong Kong or PRC
government agencies have stated
that such a conflict exists or provided
specific guidance on financial
institutions’ obligations, if any, under
Article 29(4). On 8 August 2020, the
Hong Kong Monetary Authority
(HKMA) issued a letter reminding
Authorised Institutions (Als) that
“unilateral sanctions imposed by
foreign governments” outside of the
United Nations framework create
“no obligation ... for Als under Hong
Kong law.” At the same time, HKMA's
letter appears to acknowledge

that banks may have potentially
conflicting compliance obligations
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and may curtail activities with
designated persons. In this regard,
the letter states that: “In assessing
whether to continue to provide
banking services to an individual or
entity designated under a unilateral
sanction which does not create an
obligation under Hong Kong law,
boards and senior management of
Als should have particular regard to
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the treat customers fairly principles.”
Although the HKMA does not
provide specific guidance on what
fair treatment is in this context, it
appears that the HKMA favours a
nuanced approach to sanctions
compliance rather than a blunt and
overly broad de-risking strategy,
particularly one that disregards the
limited applicability of US sanctions
to non-US banks, as summarised
above.

Concluding remarks
Ultimately, non-US banks will

need to “thread the needle” of
complying with US sanctions that
apply to them from time to time
while acknowledging tensions
with local law. The US sanctions, as
summarized above, provide some
room for non-US banks to continue
engaging in business with SDNs and
their majority-owned companies;
provided banks take measures to
ensure that the transactions do

not directly or indirectly involve
any US nexus and are not of a
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type that could trigger secondary
sanctions. Banks that decide to go for
a broader de-risking strategy should
be prepared to explain the necessity
of doing so to their local regulators or
other stakeholders.

m The terms “US person” means: “any United States

citizen, permanent resident alien, entity organized
under the laws of the United States or any jurisdiction
within the United States (including foreign branches), or
any person in the United States.” Note that non-US sub-
sidiaries of US banks are not US persons under the HKAA
or EO 13936, although most US banks treat their non-US
subsidiaries as US persons for compliance purposes.

b For example, with reference to another sanctions
program, OFAC has stated that it will consider the follow-
ing list of seven broad factors in determining whether
a transaction is significant: “(1) the size, number, and
frequency of the transaction(s); (2) the nature of the
transaction(s); (3) the level of awareness of management
and whether the transaction(s) are part of a pattern of
conduct; (4) the nexus between the transaction(s) and
a blocked person; (5) the impact of the transaction(s)
on statutory objectives; (6) whether the transaction(s)
involve deceptive practices; and (7) such other factors
that the Secretary of the Treasury deems relevant on a
case-by-case basis.” See OFAC’ s Frequently Asked Ques-
tions (FAQs) Nos. 542 and 545.
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