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Computer Crime Act, No. 24 'of 2007

[Centified on 09th July 2007)

L. D.—0. 72/2600

ANAC TOFROVIDL FOR THE IDENTIFICATION OF COMPITER CRIME AND 70
FROVIDE THE PROCEDURE FOR THE INVESTIGATION AND PREVENFION OF
SUCH CRIMES | AN TG PROVIDE FOR MATTERS CONNECTED THEREWITH

AND NCTDENTAL THERETO.

BE it enacted by the Parliament of the Dernocratic Socialist

Republic of Sri Lanha as follows -

L. This Act may be cited as the Computer Crime Act,
No.24 of 2007 and shall come inta operation on such date as
the Minister may by Order publishea in the Gazerre appoint

{hereinafter referred to as the “appointed date™),

2. (1) The provisions of this Act shall apply where—

(@} a person commits an offence under this Act whilc
being present in Sri Lanka or outside Sri Lanka ;

(5) the computer, computer system or information
affected or which was 10 be affected, by the act which
constitutes an offence under this Act, was at the
material time in Sri Lanka or outside Srj Lanka ;

) the facility or service, including any computer
storage, or data or information processing service,
used in the commission of an offence under this
Act was at the material time situated in Sri Lankaor

outside Sri Lanka ; or

() the loss or damage is caused withia or outside Sri
Lanka by the commission of an offence under this
ALt to the State or to a person resident in Sri Lanka

or outside Sri Lanka. .

(2) For the purposes of paragraph {d) of subsection (1)
“person” includes a body of persons corporate or

unincorperate.

2—PL 000476—4.350 (2007/05)
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PART1
Coneurrrg CrRIME

3. Any person who intentionally dees any act, in arder
to secure for himself or for any other person, access 10—

{a) any computer ; or
{6} any information held in any computer,

knowing or having reason to believe that he has no lawful
authority to secure such access, shall be guilty of an bffence
and shall on conviction be liable to a fine not exceeding vne
tundred thousand rupees, or to imprisonment of either
description for a term which may exlend to five years. or both
such fine and imprisonment.

4. Any person who intentionally does any act, in order
to secure for himself or for any ather person. access to—

(«} any computer | or
{0y any information held in any computer,

knowing or having reason 10 believe thut he has no lawiul

. authority to secure such access and with the intention of

committing an offence under tais Act or any other law tor the
time being in force, shail be guilty of an offence and shail on
conviction be liable to a fine not exceeding twa hundred
thousand rupees or to imprisoniment of cither deserintion for
a term which may extend (v five yeurs ar (o bail such Fine
and imprisonment.

Explanation t— Tor ihe purpeses of paragraph ()
the mere lursieg on of a computer is sufficient.

Exp ion 2 for the purposes of paragraph (-

L]
{1} there should be an Inteainm Lo scoure any progsamme or

data held in any compuler ;
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t)  the access infended Lo be sccured, should be unavthorised.

{c) it is not necessary (0 Lave access directed any particular

programive. data or computer.

5.  Any person who, inteationally and without lawful
authority causes a computer to perform any function knowing
or having reason to believe that such funciion will result in
unauthorised modification or damage or pstential damage
fo any computer or computer sysiem b computer programme
shall be guilty of an offence and shall on conviction be liable
to a fine not exceeding three hundred thousand rupees or to
imprisonment of either description for as term whiich may
exatend 1o five years or to both such fine and imprisonment,

INustrations
For any wnauthorised modification or damage or potential
damage o any campurer or camputer system or computer

programme to tike place, a0y one of the following may oceur—

{a) impaising the operation of any computer, computer

system or the re

¥ of any daa or information
held i any computer; or

{&y  deswoying, deleting or corruping, or adding, moving

or altering aay information held in any computer;

(e} makes use of a computer service invalving comnputer
time and data processing for the storage or retrieval

of data,

{(d) inwoduces a computer program wiich will have the

elfevi of my

17 of a camputer or falsifies
the drt o any inlorination held in any compuler or

compuler sysicm.

Causing a
computer to
perform a
function without
lawful authority
an offence.
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Explanation- Jor the pursases of paragraphs (a4} to

() above, it is immaterial whether the consequences

veferred to therein were of a temporary or permancnl

nature.

6. (1} Any person who intenticnally causes a computer
to perform any function, knowing or having reason to beiieve
that such function will result in danger or imminent danger
(o—

(¢} national security ;
{6)  the national economy ; or
(c) public order,

shall be guilty of an offence and shall on conviction be
punishable with imprisonment of either description fora term
not exceeding five years.

{2) Ina prosecution for an offence under paragcaphs («) or
(¢} of subsection (1), a Certificate under the hand of the
Secretary 1o the Ministry of the Minister in charge of the
subject of Defence or. in a prosecution for an offence under
paragraph (&) of subsection (1), a Certificate under the hand
of the Secretary 1o the Ministry of the Minister in charge of
the subject of Financé, stating respectively, that the situation
envisaged in subsection (1) did in fact exist in relation (o}
national security or public order, or the national CConomy, as
the case muy be, shall be admissible in evidence and shali be
prima facie evidence of the iacts stated therein,

7. Any person who, knowing or having reason ta believe
that any other person has withoat Jawsul authority obtained
information from a compuier or a sturage medium of a
compuer,—

" . ¥
{a}  buys, receives, retains, sells, or in any manr er deals
with ; or
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(&) offers to buy or sell, orin any manner deals with ; or

(¢} downloads, uploads, copies or acquires the
substance or meaning of,

any such information shall be guilty of an offence and shal
on conviction be liable to a fine not less than one hundred
thousand rupees and not exceeding three hundred thousand
rupees or to imprisonment of either description for a term not
less than six months and not exceeding three years, or to
both such fine and imprisonment.

Explanation .—For the purposes of seclions 9 and [0—

{ay It is immaterizl that the offender had
amhority 10 aceess the computer or had
authority to perform the function ;

(b) The offender need not have intended
o cause or have had the knowtedge
that he is likely to cause, loss or damage
10 any particular person or institution,

8. Any person, wha, knowingly or without lawful
authority intercepts—

{(n} any subscriber information or traffic data or any
communication, to, from or within a computer ; or

{#) any electromagnetic emissions from a computer that
carries any information,

shall be guilty of an offence and shall on conviction be liable

to a fine not less than ene hundred thousand rupees and not
exceeding three hundred thousand rupees or to imprisonment
of either description for a term not less than six months and
nol exceeding three years, or to both such fine and
imprisonment,

Hilegal
interception of
dala an offcnce.
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9. Any person who, without lawful authority produces,
selis, procures for use, imports, exports, distributes or otherwise
makes available—

{a} any device, including a computer or computer
program ;

(&) a computer password, access code oy similar
information by which the whole or any part of a
computer is capable of being accessed,

with the intent that it be used by any person for the purpose
of committing an offence under this Act shall be guilty of an
offence and shall on conviction be table o a fine not less
than one hundred thousand rupees and not exczeding
three hundred thousand rupees or to imprisonment of
either description for a term not less than six months and
not exceeding three years, or to both such fine and
ixnprisonment,

10.  Any person who, being entrusted with information
which enables him to access any service provided by means
of a camputer, discloses such information withou: any express
authority to do 5o or in breach of any contract expressed or
implied, shall be guilty of an offeace and sha!l on conviction
be liable 1o a fine not less than one hundred thousand rupces
and not exceeding three hundred thousand rupees or to
imprisonnent of either description for 2 term not less than
six months and not exceeding three years o1 to both such fine
and imprisonment,

11, Any person who attempts to commit an offence under
sections 3,4,5,6.7,8,9, 10, 11, 12, 13 and 14 of this Act or
to cause such an offence to be committed, shall be guilty of
an offence and shall on conviction be liable to a i
exceeding one half of the maximum fine provided for each of
such offences, or to imprisonment of either description for a
term not exceeding one half of the maximum term vrovided
for each of such offences, or to both such fine and
imprisonment.
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12, (1) Any zecrson who abets the commission of an
offence under this Act shall be guilly of the offence of
abetment and shall on conviction-—

{a) if the offence abetted is commirted in consequence
of the aberment, be liable to the same punishment
as is provided for the offence; and

(h) if the effence is not committed in consequence of
the abetment, be liable —

(i) where the maximum fine or term of
imprisonment is provided for, to a fine not
exceeding one fourth of the maximum fine
provided for the offence or to imprisonment
of either description for a term not exceeding
one fourth of the maximum term provided for
the offence, or 1o both such fine and
imprisonment; and

(ii) where the maximum fine or imprisonment is
not provided for or the maximum term of
imprisonment is Iife, to a fine not exceeding
two hundred and fifty thousand rupees or to
imorisonment of either description for a term
not exceeding five years, or to hoth suca fine
and imprisonment,

{2) The term ‘abet’ shall have the same meaning ¢s in
sections 100 and 101 of the Penal Code (Chapter 19) and the
provisions of sections 1014, 103, 104, 105, 106 and  [07 A.Bq
the Penal Code (Chapter 19) shall suntaris mutandiy apply in
relation to the abetment of any offence under this Act.

13. (1) Any person who conspires to commit an offence
under this Act shall be guiity of an sffence and shall, on
conviction be liable to be punished with the nunishment
nrescribed for abetting the commission of that offence.

Abutment of an
affence.

Conspiring to
conmit an
oflerce.
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(2) Theterm “conspire” shall have the same m Ung i
in subsection (2) of section 1134 of the Penal Code (Ch pter
19) and the provisions of that section shall nudars mutandiy
apply In relation to conspiracy 1o commit any offence under
this Act.

14. (1) Wherea person is convicled of an offence pnder
this Act, and where it ig established that as a result of the
commission of such offen-e—.

(@) loss or damage was caused to any person or
institution; or

(0) monetary gain acerued 1o the offender or any other
person,

the court shall, in addition to any other punjshment that may
be imposed on the offender, make order for the payment by
the offender—

(i} of compensation, to the pecson or institution that
incurred loss or damage; or

(i) of a sure equivalent to the value of the monetury
2ain 50 accrued, to the State, as the case may be,

(2) An order made under subsection (!) for payment, shall
be enforced as if such order was a decree entered by the District
Court in favour of the person or instirution which suffered
the loss or damage or the State, as the case may be.

(3} A Certificate under the hand of an cxpert cootdining a
record of the quantum of compensation as compuied by the
victim and a statement whether in the opinion of the expert,
the quantum of compensation is proportionate o the loss or
damage caused ot the moaetary value of the gain accrued
shall be admissible in evidence and shall be printe facie proot
of the facts stated therein.
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(4) An osder under subsection (1} for the payment of
compensation in favour of any person shall not debar or
prefudice any right of that person to a civil remedy for the
recovery of damages :

Provided however that the time limit specified tn the
Prescription Ordinance {Chapter 68) for the commencement
of any actioa relating to a civil remedy, shall, for the purposes
of this Act, be computed only from the date on which an
order under subsection (1) is made.

PARTIT
INVESTIGATIONS

13, Except as otherwise provided by this Act, all offerices
under this Act shall be investigated, tried or otherwise dealt
with in accordance with the provisions of the Code of Criminal
Procedure Act, No. 5 of 1979.

16. mf_u..‘w offence under this Act sha!l be a cognizable
uffence within the meaning of, and for the purpose of, the
Code of Criminal Procedure Act, No. 15 of 1979,

17. (1) The Minister in charge of the subject of Science
and Technology may, in consultation with the Minister in
charge of (e subject of Justice, appoin by Order puiblished
in the Gazerre any public officer having the rcquired
qualification and experience in electronic engineering or
soltware technology (hereinafier referred to as“an expert”) to
assist any police officer in the investigation of an offence
under this Acl.

{2)  For the purposes of this section “espart” includes-

{a) any member of the staff of any Unive ity who
possesses the preseribed gualification and, who is
nominated by the Vice-Chancellor of the relevant
Univers.y ;

Offences und=r
this Act to be
investigated
under the
provisions of the
Code of Criminal
Frocedure
Offence under
the Act o be
cognizahle
offence.
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(3) A porice officer shall not grant permission or give such
copies under subsection (2) if it appears that such permission
would be prejudicial to any criminal investigation or
proceeding.

23, (1) Any person who is required to make any disclosure
or to assist in an investigation under this Act, shalt comply
with such reguirement.

(2) A person who obstructs the lawful exercise of the powers
conferred on an experl o a police officer or fails to comply
with such request made by such expertor police officer during
an. investigation shall be guilty of an offence and shall on
conviction be liable to a fine not exceeding two hundred
thousand rupees.or to imprisonment of either description for
a period not less than one year and not exceeding two years
or ta bath such fine and imprisonment. =

24, (1) Every person engaged in an investigation under
this Act shall maintain strict confidentiality with regard to
all information as may come to his knowledge in the course
of such investigations and he shall not disclose to any person
or utilize for any purpose whatsoever any irformation so
obtained other than in the discharge of his duties under this
Act.

(2) Every service provider from whom any information
has been requested or obtained and any person o whom 2
written notice has been issued for the preservation of any
information shall maintain strict confidentiality in relation
1o such information and the fact that such information has
heen requested, obtained or required to be preserved, and
shall not make any disclosure in regard to such matters other
than with lawful authority. 1

(3) A service provider shull not be held liable under the
civil or eriminaf law for the disclosure of any cata or othel
information for the purposes of an investigation under this
Act.
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{4) ?Q person who contravenes the »rovisions of
wccmmﬁwo:m {1} and (2) shall commit un offence and shall on
conviction be liable 1o a fine not exceeding three hundred
thousand rupees or to imprisonment of either description for

& term not exceeding two years or to both such fine and
imprisonment.

PART I
MUSCELLANEQUS

25, The ._cl.m&n:_os to hear, try and determine alt
offences under this Act shal’ be vested with the High Court :

Huaoﬁama however that where the provisions of the
Extradition Law, No. 8 of 1977 is applicable in relation to
the commission of an offence under this Act, the H gh Court
holden at Colombo shall have exclusive jurisdiction to hear
try and determine such offence. ‘

26. (1) Every document duly sigied and issued by un
expert or a police officer, as the case may be, and duly
ﬂ_Ernznnan by an expert in the prescribed manner, shall be
admissible in evidence and shall be prima Sucie mi-an:on of
the facts staied therein,

(2) for the purposes, of this section the expression
.aor_.::.ma shall include a certificate, declaration,
information, data, report or any other similar document

_ 27.  The Schedule (o the Extradition Law, No. § of 1977
is :.Qmww amended by the insertion immediately before Part
B thereof, of the following new item »—

"(49)  An offence committed in t2rms of the Computer
Crimes Act, No. 24 of 2007.".

28.  Nociviloreriminal action shall be i-stituted agains!
ar expert or a police officer appointed for the purpose of this
.>£. for any lawful act which is done or purported to be done
in good faith by such expert or police officer as the case may
be, in pursuance of h.s duties unde: this Act.

Jurisdiciion

Froof of
document issucu
by an expert ar a
Police Officer.
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20 Cennpuirer Crime Act, No. 24 of 2007

{b) any other entity that processes or stores
computer data or information on behalf of that
cntity or it customers, '

“subscriber information” means any information,
contained in the form of computer data or any other
form that is held by a service provider, relating to
subscribers of its services;

“traffic data”™ means data—

(a) that relates to the attributes of a
communication by mmeans of a computer
sysiem;

(b)  data generated by a computer system that is
part of a service provider; and

(¢) which shows communications origin,
destination, route, time, data, size, duration
or details of subscriber information.



